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1. Overview 

 

This document describes the support of: 
 

Omega Core Audit 
Series 3.x.x & 4.x.x 

 by DATAPLUS 

 
for: 

 
CIS Oracle Database 19c Benchmark, version 1.2.0 

 by Center for Internet Security (CIS), published on December 2023. 

 
 

 
 

 

 
Document Information: 

 

Document Author: Altin Karaulli – DATAPLUS 

Document Date: August 2024 
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2. Summary Executive 

 
Summary support for CIS Oracle Database 19c Benchmark 

 

The CIS Oracle Database 19c Benchmark version 1.2.0 has: 
 

CIS Total controls  113  

Inside-DB- Engine controls 108  
 

 
Controls on topics residing inside the DB engine (as such assessable with SQL commands) comprise almost all 

(95.6%) of the CIS Benchmark.  

 
Omega Core Audit addresses only controls on items inside the DB engine! 

 
 

 

  
  

CIS controls and Omega Core Audit CIS inside-DB-Engine controls and Omega Core Audit 
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3. CIS Compliance Summary 

 
CIS Oracle Database 19c Benchmark topics and Omega Core Audit support summary 

 
CIS Benchmark Topic Controls SQL Control  Omega C A Notes 

     

1 Oracle Database Installation and Patching Requirements 1 0 0 1) 

     

2 Oracle Parameter Settings     

  2.1 Listener Settings 2 0 0 1) 

  2.2 Database Settings 17 17 17  

  2.3 SQLNET.ORA Settings 2 0 0 1) 

     

3 Oracle Connection and Login Restrictions 9 9 9  

     

4 Users 6 6 1 2) 

     

5 Privileges & Grants & ACLs     

  5.1 Excessive Table, View and Package Privileges     

    5.1.1 Public Privileges 7 7 7  

    5.1.2 Non-Default Privileges 1 1 1  

    5.1.3 Other Privileges 3 3 3  

  5.2 Excessive System Privileges 16 16 16  

  5.3 Excessive Role Privileges 4 4 4  

     

6 Audit/Logging Policies and Procedures     

  6.1 Traditional Auditing 18 18 18 3) 

  6.2 Unified Auditing 27 27 27 4) 

     

 113 108 103  

 

 

Notes: 

 

1. These controls address items outside the DB engine. 

 

2. Topic “4.4 Ensure No Users Are Assigned the 'DEFAULT' Profile” supported only. 
 

3. Supported by Omega Core Audit Series 3.x.x. 
 

4. Supported by Omega Core Audit Series 4.x.x. 

 
 

 
 

 
 



DATAPLUS                                          Omega Core Audit - CIS Compliance 

DATAPLUS 6 

4. CIS Compliance Details 

 
CIS Oracle Database 19c Benchmark topics and Omega Core Audit support details 

 

4.1 Oracle Database Installation and Patching Requirements 

 

Assessable outside DB engine - not managed by Omega Core Audit 
 

 

4.2 Oracle Parameter Settings 

 
1. Listener Settings 

 

Assessable outside DB engine - not managed by Omega Core Audit 
 
2. Database Settings 

 
Omega Core Audit manages (grant/revoke) system privilege ALTER SYSTEM – used to change the initialization 

parameters. It also manages the auditing of ALTER SYSTEM. 
 
3. SQLNET.ORA Settings 

 

Assessable outside DB engine - not managed by Omega Core Audit 

 
 

4.3 Oracle Connection and Login Restrictions 

 

Omega Core Audit manages (grant/revoke) system privileges CREATE/ALTER USER and ALTER/DROP PROFILE – 
used to change the resources of the user. It also manages the auditing of these same system privileges. 

 

 

4.4 Users 

 
Topic “4.4 Ensure No Users Are Assigned the 'DEFAULT' Profile” is managed as in 4.3. Other topics are not 

managed by Omega Core Audit.  

 
 

4.5 Privileges & Grants & ACLs 

 
1. Excessive Table, View and Package Privileges 

 

1.1 Public Privileges 

 
Omega Core Audit manages all PUBLIC (and non-public) Object Privileges, and audits users using them, on both 

Oracle objects and user’s applications. 

 

1.2 Non-Default Privileges 

 

Omega Core Audit manages all PUBLIC (and non-public) Object Privileges, and audits users using them, on both 

Oracle objects and user’s applications. 
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1.3 Other Privileges 

 

Omega Core Audit manages all Object Privileges, and audits users using them, on both Oracle objects and user’s 
applications. 

 
 
2. Excessive System Privileges 

 

Omega Core Audit manages all System Privileges, and audits users using them. 

 
 
3. Excessive Role Privileges 

 

Omega Core Audit manages all Role Privileges, and audits all users using them. 

 
 

4.6 Audit/Logging Policies and Procedures 

 
6.1 Traditional Auditing 

 

Omega Core Audit audits all Statements, Statement Shortcuts, System and Object Privileges, on the later 

including user’s application objects. 
 

 
6.2 Unified Auditing 

 
Omega Core Audit audits all System Actions, System Privileges, Roles and Object Privileges, on the later two 

including user’s application roles and objects. 

 


