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1 CHAPTER 1: Omega Core Audit Overview

1.1 Introducing Omega Core Audit

Omega Core Audit provides an out-of-box, software-only security and compliance solution that helps customers
approach the complex and difficult security challenges in MS SQL Server systems today; protecting against
outsider and/or insider threats, unauthorized access and informational breaches or manipulation; this by enforcing
strong security controls and duty separation, in meeting regulatory compliance requirements, those being external
or internal.

Omega Core Audit implements strong practices of Access Control, Audit Monitoring and Real-Time Protection,
providing clear visibility and control into database activity, even for privileged accounts and more, the DBAs, thus
leading to a safer and more secure information system.

Omega Core Audit is a full back-end solution that is installed in minutes and easily managed by its applicative
interface. It enhances MS SQL Server native security features with state-of-art and value-added programming and
automation. It brings easiness to its users letting them focus only on the conceptual security tasks, without
concentrating on complex technical security configurations, made easy and plainly presented to them via its rich
user interface.

Security applied at the core - from within the server - ensures same rigid level of compliance from all possible
connection directions, applications, users or devices and offers maximum accuracy and immediate auditing and
protection action before user’s actions or transactions. It also requires no (or very minimal, industry
recommended) changes in existing security configurations.
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1.2 Key Benefits

e Real-Time Access Control, mandatory authorization of the server logon process.
e Continuous Audit Monitoring, highly detailed, up to the full SQL

e Real-Time Protection for structural (DDL commands) changes.

e Enforcement on privileged accounts and SYSADMINSs.

e Common Security Events Trail for all modules.

e Separation of Duty and out-of-box Roles for system's main components.

e Secured Protected Areas.

e Change Control.

e Policy-based evaluation.

e Multi-factorial User & environment context authorization in real time.

e Automatic management of audit trail records.

e Full back-end solution - ensuring protection from all directions.

e QOut-of-box, Software-only solution.

e Transparent implementation - no (or tiny, industry recommended) change of existing setup.
e SIEM Integration.

1.3 Omega Core Audit Architecture

The Omega Core Audit solution has three main components:

e Omega Core Audit Engine: a MS SQL T-SQL software package containing core audit and protection logic,
Back-End installed into the repository and server running under SYSADMIN privilege.

e Omega Core Audit Repository: a MS SQL Server database containing all system configurations and audit
events, Back-End installed into the target MS SQL Server.

e Omega Core Audit Application: Windows-based client desktop Application, connecting to the target server

and interacting with the Engine and Repository.

Omega Core Audit Engine

The Omega Core Auditing Engine is a MS SQL T-SQL software package installed in the server under SYSADMIN
privileges. The Engine contains the core logic of the access control, auditing and protection.

Engine’s core objects are:

P_SS_% procedures T-SQL procedural objects containing core logic
OMEGACA_ACC Server Trigger on After Logon event
OMEGACA_RTP_DDL Server Trigger on Before DDL event
OMEGACA_TRANS Server scheduler job for audit trails collection

DATAPLUS
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Omega Core Audit Repository

The Omega Core Auditing Repository is a MS SQL Server database named OmegaCoreAudit, containing all objects
for Security Events data and all configuration options needed by the Engine.

OMEGACA a schema inside the database containing repository data and configurations
Omega Core Audit Application

The Omega Core Audit application is a Windows-based and database-enabled client desktop application that
connects to each target server. It is used to configure the system for all its operations and also monitor the
audited activity generated by the prior.
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Omega Core Audit SIEM integration option

Omega Core Audit’s open structure allows and enables automatic retrieval of audited events to SIEMs and Log
Management Systems that support:

e  “Pull” by running a MS SQL query - supported by its open structure and as specifically by each SIEM

Note

Omega Core Audit is fully autonomous. SIEM built-in integration is an option for clients owning a SIEM system.
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1.4 Compatibility, Requirements and Limitations

MS SQL Server support
Omega Core Audit supports on MS SQL Server versions 2019, 2022 and 2025.

All editions of the MS SQL Server are supported!

Omega Core Audit Application requirements
The OS, hardware and software requirements of Omega Core Audit Application are:
e All x86/x64 versions of Windows from XP and above supported by MDAC 2.8.
MDAC 2.8 for MS SQL client connectivity.
Omega Core Audit limitations
Omega Core Audit has currently the following limitations:

1. Only databases opened in Read-Write mode are supported.

Visit our website for news on current developments.

www.dataplus-al.com
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1.5 Engine and Repository Deployment Overview

The method for installing, upgrading and uninstalling the Omega Core Audit Engine and Repository is simply the
execution of respective deployed MS SQL T-SQL Scripts, while connected to the server via a SQL Command Line
from the operating-system command prompt.

The SQL script files are provided respectively in two software packages:

The Omega Core Audit Install Package:

Omega_CA_MS_SQL_[VS]_[MN]_[PT]_Install.sql Install SQL Script of Omega CA Engine and Repository
Omega_CA_MS_SQL_[VS]_[MN]_[PT]_Uninstall.sql Uninstall SQL Script of Omega CA Engine and Repository
Omega_CA_MS_SQL_ReadMe_Deployment.txt Release specific Install and Uninstall instructions

The Omega Core Audit Upgrade Package:

Omega_CA_MS_SQL_[VS]_[MN]_[PT]_Upgrade.sql Upgrade SQL Script of Omega CA Engine and Repository
Omega_CA_MS_SQL_ReadMe_Upgrade.txt Release specific Upgrade instructions

The acronyms are two digit numbers, 0 left padded and stand for:

VS - Version
MN - Maintenance Release
PT - Patch Number

Optionally a fourth position might be available indicating any Fix-like package.

Privilege Requirements

The Install, Upgrade and Uninstall SQL scripts must always be executed with SYSADMIN privileges!

Executing the SQL Scripts:

To execute any of the provided SQL Scripts in SSMS, do one of the followings:

1. Create a new query window 2. Load the .sql script from the file
... and paste the .sql script content there.

._‘) Solution1 - Microsoft SOL Server Management Studic (Administrator) ‘_,j' Solution? - Microseft SOL Server Management Studio (Administrator)
File Edit View Project Tools Window Help

File | Edit View Project Tools Window Help

- F -2 J B s I
(<] | Fi} M ‘ I NewQuery 3 2 &3 A0 lﬁl ‘ ¥ Connect Object Explorer... AR R RS | | - - | B | - ‘ £
Execut .
| | e | | *¥ Disconnect Object Explorer | ‘ ‘ |
Object Explorer > 1 x New »
g - 0
Connect~ ¥ *¥ [V
—— Open ' 45 Project/Solution... Ctrl+Shift+0
Sl =} 192.168.20.152 (SQL Server 15.0.2130.3 - sa) > .
Databases Conned i, Add 3 Folder... Ctrl+Shift+Alt+ 0
Security DEcnnee + Close Merge Extended Event Files...
Server Objects o
Replication Regist 5] Close Solution Merge Audit Files...
LD‘)’E“; i A New Query Save Selected ltems Ctrl+5 & File... Ctrl+0
lways On High Avai
M Activity Monit Save Selected ltems As... (@ Analysis Services Database...
Integration Services Start W savedl Ctrl+Shift+5 ¥ File with New Connection...
B S0L Server Agent Stop - S M :
i F] XEvent Profiler : View in Browser Ctrl+Shift+W T File Disconnected...
au
Browse With... Palicy

Press the Execute (F5) button in SSMS!
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2 CHAPTER 2: Installing Omega Core Audit

The Omega Core Audit deployment mostly consists in installing the Back-End part (Engine and Repository) into
the target server. The Front-End part is a simple deployment of the windows desktop Application binaries and
setting of the connectivity to the target server.

2.1 Engine and Repository Install

2.1.1 Engine and Repository Install Prerequisites

1. Required Server Audit

Omega Core Audit installs a Server Audit Specification with important details to satisfy audit-related security
compliance regulations and standards. The later requires presence of a FILE-based server audit that must be
created priory.

If the server audit has not been created the install will fail with error:

Server Audit Omega CA Srv_Aud not created!

You must create the Server Audit with name Omega_CA_Srv_Aud.

A template for the create command is found commented in the Install script:

-- Script To create Server Audit Omega CA Srv Aud.
-- Set FILEPATH as per your environment.

/*

CREATE SERVER AUDIT [Omega CA Srv Aud]

TO FILE

(

FILEPATH = N'C:\MS Sqgl Server Audit\',

MAXSIZE = 100 MB,
MAX ROLLOVER FILES
RESERVE_DISK SPACE
)

WITH (QUEUE DELAY = 1000, ON FAILURE = CONTINUE) ;
GO

*/

Sy
OFF
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2.1.2 Engine and Repository - Install

To install the Omega Core Audit Engine and Repository, logon on the target server and execute the Install script
in a SSMS query window:

Omega_CA_MS_SQL_[VS]_[MN]_[PT]_Install.sql

_«} Omega_CA_MS_SQL_01_00_00 Install.sql - DESKTOP-KO00ZOK.OmegaCoresudit (sa (59} - Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctr+Q) P - & x
File  Edit  Wiew Query Project Tools  Window  Help

fe-0|f-u-uEE| Brvany ARAKAR|[XAA]2-C-[B] | H etun S mrED-.

© 0% | OmegaCoreaudic viaEreal @)= sEne.

- | b Execute

Connect~ # *# ¢ o~ +
o
= [@ DESKTOP-KQO02OK (SQL Server 15.02000.5 - sa) =
® M Databases uide, chapter Deployment
Security ithout warranty of any kind.
Server Objects 6 |-- -
Replication 7 | 77 Notes: ) ) . )
Polygase 8 |-- 1. Do not change or modify this script without contacting support.
9 |-~ 2. Run only with SYSADMIN privileges!
Always On High Availability e
Managerment 11
@ 0 Integration Services Catalogs 12
@ 22 S0L Server Agent 13 |-- @. Omega CA Install - Prerequisite Checks
m 9] XEvent Profiler 14 EIPRINT('G. Omega CA Install - Prerequisite Checks');
15
16 |use [master]
17 60
18
19 -- 0.1 Omega CA Install - Server Audit Check
26 FIPRINT('@.1 Omega CA Install - Server Audit Check');
21
22 | declare @icnt_aud_srv int;
23
24 [lset @ent_aud_srv = (
25 |select COUNT(*) from master.sys.server_file_audits t
26 |where t.name = 'Omega_CA_Srv_sud' ] |
27 |3
28
90 3 F et and ceu - 8 v
1%~
EF Messages
0. Omega Ci Install - Prer -
0.1 Omega CA Inscall -
1. Create OMEGACA Owmer
1.1 Create OMEGACA Owner Login
1.2 Gramt sysadmin to OMEGACA Owmer Login
1.3 Disable OMEGACA Oumer Login
Z. Install Omega Core Audit Database
Z.1 Omega Cor udit DE Create
Z.Z Omega Cor wadit DE Others
The module 'P_ACC_POL_COPY' depends on the missing ckject 'OMEGACA.P_ACC DOL_INS'. The medule will still be created; however, it cannot run su.
100% - 4 »
@ Query executed successfully. DESKTOP-KQOU20K (15.0 RTM)  sa (35) | OmegaCorefudit | 00:00:11 O rows

Press the Execute (F5) menu button!

The installation is performed generally in the following order:

. Omega CA Install - Prerequisite Checks

. Create OMEGACA Owner

. Install Omega Core Audit Database

. Omega Core Audit Database Owner

. Create Omega Core Audit Server Roles

. Create Omega Core Audit Server Logins

. Create Omega Core Audit DB Roles

. Create Omega Core Audit DB Users

. Create MSDB User for Omega Core Audit Admin
. Omega Core Audit Database Data

10. Create Server Triggers

11 Create Omega Core Audit Events Job

12. Omega Core Audit Pre-Deployed Policies
13. Insert Omega Core Audit Version

OoONOOTULTRA,WNFHO

Check the content of the Messages tab after the install. Normally there should be no errors!
Check also for any INVALID Engine or Repository Object[s]. There should be no INVALID objects.

Refer to Appendix Utility Scripts, 6.1.3 Omega Core Audit Object Dependencies validity.

DATAPLUS
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2.2 Engine and Repository - After the Install

Omega Core Audit will not activate any access control, audit or protection feature after the install!

You have to manually activate the Access Control and Real-Time Protection DDL modules and create policies on
them and also enable (server ones) create (DB) policies into the Audit module. You must also activate the DB
Audit Trails Collect Job.

See the System Components form and respective modules policy forms for the above.

Immediate Actions

1. Change the password of the Repository Schema Owner OMEGACA, although account is locked during install.

2. Change the password of the Omega Core Audit Administrator server login OMEGACAADM, created during the
install. This account is active and unlocked!

3. Change the password of the Omega Core Audit Security Analyst server login OMEGACASA, created during the
install. This account is active and unlocked!

DATAPLUS
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2.3 Application Deployment

Download, unzip and deploy the Omega Core Audit software package on your PC. All the software’s files will be
created in one single directory. There is no installation routine in the proper sense, no installer and no registry
entries created, just the files you are extracting from the compressed package.

@Qﬂ « DATAPLUS » OmegaCorcBuditMSSQL » CoreAuditSQL v | #2 ][ Search Coreauditsq 2|

Eile  Edit ‘iew Tools Help
Organize v Include in library + Share with = Burn New folder =~ 0 @

-

a DATAPLUS o Marne Date modified Type Size

images .
I @& OmeqaC,exe 8272025 1148 P Application 78,359 KB

_siteground_mail a_a i i
| OmegalChini 942/2025 11:18 Phd Configuration sett.,, 1KE

AkMGRep
OregaCoredudit
OrnegaCorefudit_ UM
4 OrnegaCorefudithASS0L
Benchrmark
CoreAuditS0L

Searching for iterms... W Computer

The application files deployed in this version are:

OmegaCA.exe The application’s executable binary file
OmegaCA.ini  System parameters initialization file

Before you first connect to the target server[s] with the Omega Core Audit application, you need to configure the
target server section entries in the OmegaCA.ini initialization parameter file.

J *OmegaCA.ini - Notepad =~ — O *
File Edit Format View Help
[M5_SQL_Client]
MS_SQL_Path=<NATIVE>

[Last_Entry]
Last_DB=DB_UB

[System]
UNF_REC_MAX_ROWS=108008
UNF_MON_MAX_ROWS=108000
MAX_ERR_ST_DS=2560

[MS_SQL_01]
HOST=192.168.1.161
PORT=1433

[MS_SQL_82]
HOST=192.168.1.1062
PORT=1433

L 100%  Windows (CRLF) UTF-8

OmegaCA.ini comes with two target server connection sections, *“MS_SQL_01" and “"MS_SQL_02". Add or change at will.
Warning:

The first three sections ([MS_SQL_Client, [Last_Entry] and [System]) are managed by the application and must
not be changed! The rest of the sections are the individual target server section entries that must be manually
configured as described below.
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Server Section Entry details:

e HOST IP Address or Hostname of the MS SQL server.
PORT MS SQL server listening TCP Port.

There is no limit of other sections for Server connections as per your choice.
Initializations file remarks:

Do not modify sections other then the target monitored server ones!

Use only alphanumeric and underscore for parameter values!

Do not change section and parameter names, only their values where allowed!

Do not use the names of the first three sections for the server connection sections!
Use only unique names for all server connection sections!

AN

After you have deployed the application and configured the initialization parameters:

e Create a shortcut to the OmegaCA.exe file and Paste it on your desktop.
e Double-click on the shortcut to launch the Omega Core Audit application!

MS SQL Server Connectivity

The Omega Core Audit application connects to the MS SQL Server using MDAC 2.8 — which is found in almost
every Windows PC

DATAPLUS
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3 CHAPTER 3: Upgrading Omega Core Audit

The Omega Core Audit upgrade mostly consists in upgrading the Back-End part (Engine and Repository) into the
target server. The Front-End part is a simple replace of the Application binary OmegaCA.exe.

3.1 Engine and Repository Upgrade

3.1.1 Engine and Repository Upgrade Prerequisites

The following are the Omega Core Audit upgrade prerequisites:

1. Backup your Omega Core Audit environment

Take a backup of the Omega Core Audit Engine and Repository before performing any upgrade!

For details on this topic refer to the CHAPTER 5: Omega Core Audit — Maintenance, topic 5.1 Engine and
Repository Backup.

2. Time-Frame for Upgrade

It is advised that Omega Core Audit upgrade is performed at time-frames of low system activity and avoid the
peak hours.

3. Deactivation of System Components

Before applying of this Upgrade, the following active system components must be disabled / suspended.

System Component MS SQL component Application form

Access Control Module OMEGACA_ACC System Components
RTP DDL Module OMEGACA_RTP_DDL System Components
DB Audit Trails Collect Job OMEGACA_TRANS System Components

Use the Disable / Suspend buttons to deactivate these system components.
Notes:
1. The Upgrade SQL script will check for the availability of these components and stop if any is still active.

2. Remember to re-activate the disabled / suspended immediately after the upgrade!

The list of the system components that need to be disabled before the Upgrade is also listed in the "Upgrade
Suspend List" section of the Omega_CA_ReadMe_Upgrade.txt document.

DATAPLUS
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3.1.2 Engine and Repository - Upgrade

To upgrade the Omega Core Audit Engine and Repository, logon on the target server and execute the Upgrade
script in @ SSMS query window:

Omega_CA_MS_SQL_[VS]_[MN]_[PT]_Upgrade.sql

Image Not available

(This is the first release of Omega Core Audit)

Press the Execute (F5) menu button!
Check the content of the Messages tab after the install. Normally there should be no errors!
Check also for any INVALID Engine or Repository Object[s]. There should be no INVALID objects.

Refer to Appendix Utility Scripts, 6.1.3 Omega Core Audit Object Dependencies validity.

3.2 Engine and Repository - After the Upgrade

Remember to re-activate the system components that you disabled / suspended before the Upgrade, as they are
listed above and also on the "Upgrade Suspend List" section of the Omega_CA_ReadMe_Upgrade.txt document.

3.3 Application Upgrade

Upgrade of the Omega Core Audit Application will simply consist in replacing your current desktop-deployed
OmegaCA.exe with the new version downloaded into the Upgrade Software Package.

Occasionally the Initialization file structure might change too, to satisfy new or deprecated parameters; this will be
indicated on each case.

DATAPLUS
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4 CHAPTER 4: Uninstalling Omega Core Audit

The Omega Core Audit un-installation consists in uninstalling the Back-End part, Engine and Repository in the
target server. The Front-End part is a simple removal of the Application binaries.

4.1 Engine and Repository Uninstall

To uninstall the Omega Core Audit Engine and Repository, logon on the target server and execute the Uninstall
script in @ SSMS query window:

Omega_CA_MS_SQL_[VS]_[MN]_[PT]_Uninstall.sql

l_-,? Ornega_CA_ME_SQL_01_00_00_Uninstall.sql - DESKTOP-KQ0020K master (sa (34)) - Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+ Q) P - =2 x
File  Edit View Query Project Tools  Window  Help
[@- o2 | Brewouey @R R RS ¥
| master Sl bbene o yEAHEFER AES =
=

Connect~ ¥ % & »

2
= @ DESKTOP-KQOOZOK {SOL Server 15.0,2000.5 - sa) 3
# 1] Databases 4 : Omega Core Audit MS SQL User Guide, chapter Deployment
Security 5 i d ts, without warranty of any kind.
Server Objects L ettt ittt
Replication 7 ) . o .
Palyfase 8 |-- 1. Do not change or modify this script without contacting support.
9 | -- 2. Run only with SYSADMIN privileges!
& 171 Always On High Availability S O
Management 1
a Integration Services Catalogs 12 |-- 1. Uninstall System Components
% 43 50L Server Agent 13 EIPRINT('1. Uninstall System Components');
@ [F] XEvent Profiler 14
15 | USE [master]
16 60
17
18 -- 1.1 Drop Server Audit Specification
19 EIPRINT('1.1 Drop Server Audit Specification’);
20

21 |alter server audit specification [Omega CA Srv_Aud SPC] WITH (STATE=OFF);

22 |drop server audit specification [Omega_CA_Srv_Aud_SPC]:

23

24 -- 1.2 Drop Server Audit

25 | PRINT('1.2 Drop Server Audit');
26

27 |alter server audit [Omega_CA_Srv_Aud] WITH (STATE=OFF);
28 | drop server audit [Omega CA Srv_Aud];

EF Messages

Uninstall Systew Components -
1 Drop Serwver Audic Speci

z Drop Server Audic
3 Uninstall Accecc Control Trigger
4 all RTP DDL Trigger

11 OMECACA TPANE Zcheduled Job

able OMEGACA TRANE Job

OMEGACA_TRANS Job

Tninstall Omega Core Audit Ldwin User on MSDE

3 Uninstall Omega Core Audit Security Analyst Ussr on MSDB -
100 % -

@ Query sxecuted successfully, DESKTOP-KO0020K (15.0RTh) 53 (34) | master | 00:00:04 | O rowvs

Press the Execute (F5) button in SSMS!

The un-installation is performed in the following order:
1. Uninstall System Components

2. Uninstall OMEGACA_TRANS Scheduled Job

3. Drop Omega Core Audit Database

4. Drop Omega Core Audit Server Logins and Roles

Check the content of the Messages tab after the install. Normally there should be no errors!

There should be nho Omega Core Audit objects left in the server and also the OmegaCoreAudit database should
have been dropped!

DATAPLUS
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4.2 Engine and Repository - After the Uninstall

Uninstall will not:

1. Drop any server audit and server audit specification other than those created by Omega Core Audit during
install.

2. Drop any database audit specification you have created on the monitored databases.

4.3 Application Uninstall

To uninstall the Omega Core Audit Application, simply delete your PC deployed files OmegaCA.exe and
OmegaCA.ini and any shortcut on our desktop.
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5 CHAPTER 5: Omega Core Audit - Maintenance

The Omega Core Audit is a software solution made fully in MS SQL, leaving apart the Application which interacts
with the Repository and through it with Engine.

For its maintenance and backup operations, same MS SQL guided rules and practices are followed as for any

other user application running inside an MS SQL server.

5.1 Engine and Repository Backup

It is important that you frequently backup the Omega Core Audit environment, just like any other database driven
Backup of Omega Core Audit mostly consists in the backup of its back-end, server-installed parts

software.
Engine and Repository.

5.1.1 Server Objects Backup

Save the T-SQL body text for the following server objects:

OMEGACA_ACC
OMEGACA_RTP_DDL

OMEGACA_TRANS server scheduled job

all server trigger on logon
all server trigger on DDL event

In SSMS locate the object, right-click, Script <object type>as/CREATE To/File...

|.“; Solution? - Microsoft SOL Server Managernent Studio (Administrator)

File  Edit  Wiew  Project  Tools  Window  Help

Q- | ?*j = -2 Hu | J% Mew CQueny J:i‘l ;@ DM ﬁa DAY | |:'|—‘I
i | | Execute |

Object Explorer * 1 X

Caonnect= ¥ ¥ VS

- -|| '|p return

17

= @ DESKTOP-KQO0020OK (SOL Server 15.0.2000.5 - sa)
Databases
Security
= Server Objects
Backup Devices
Endpoints
Linked Servers
= Triggers
QMEGACA ACC
ﬂﬁ; OREGALC Script Server Trigger as 3 | CREATE To P T Mew Query Editor Window
Replication — ALTER To 5 |E]‘ —
Polyfase CREATE OR ALTER T :
Bbways On High Disable ° Y I& Clipboard
Management Palicies » DROP To ’
Integration Servid DROP And CREATE To »
Facets
o2 50L Server Agent SELECTT
XEwent Profiler Start PawerShell B
IMEERT Tar
Repers > LIPDATE To
Delete DELETE Ta
Refresh EXECUTE Ta
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5.1.2 Database Backup

In SSMS locate OmegaCoreAudit database, right-click, Tasks/Back Up ...

@ Back Up Database - OmegaCoredudit - m} *
'.?:Ie;:;:::ge IT Script ~ @ Help
F Media Optians
F Backup Options Source
Database OmegaCoredudit ~
Recovery model: FLULL
Backup type: Full ~
[ Copy-only backup
Backup component:
@) Datshaze
() Files and filegroups:
Destination
Back up to: Disk, ~
Connection aCoredudit 12 bak Add
Server
DESKTOP-KQ0020K, Remove
Connection:
23 Lontents
o¥ Wiew connection properties
Progress
Ready
e

The Backup Type must be “Full”. Choose Backup Component as “Database”. Select a Destination as Disk using
button “Add”.

Press button OK to generate the database backup file on disk!
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5.2 Engine and Repository Maintenance

DBA Note:
The system must be monitored for:

Size of the OmegaCoreAudit database

Size of the Security Events Trail table SYS_UNF_TRAIL
Size of the MSSQL Server audit trail stored on files
Free space available on the OS volume[s]

Correct execution of the DB Audit Trails Collect job

The OmegaCoreAudit database is subject to DBA and OS maintenance tasks as any other application inside the
MS SQK server; including the purging of “old” records according to your needs when size grows.

Repository

The Omega Core Audit Repository maintenance will mostly and rarely consist only in purging old records from the
Security Events Trail table, according to your audit records retention policies, and also space availability and
needs in the MS SQL Server and operation system hosting machine. The above is a usual DBA job, but (obviously)
it should be performed in timeframes of lowest activity, and with audit record generating modules and features of
Omega Core Audit stopped or disabled!

In case of log burst in each or both, which may be generated for many reasons, including a user or application
change of behavior, a miss-configured audit setting, or a persistent violation occurring (which can be an attack!),
the size of the Security Events table could grow more than their normal.
In this case the DBA must:

1. Delete records from the SYS_UNF_TRAIL

2. Shrink the OmegaCoreAudit database to reclaim space in the OS volume
3. (Optionally) remove audit files from Server Audit OS directory (MS SQL Service must be stopped )

Refer to Appendix A. Utility Scripts “6.1.8 MS SQL DB size monitoring for Omega Core Audit”.
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6 Appendixes
This appendix contains SQL commands utilities related to Omega Core Audit and MS SQL server security areas.

6.1 Appendix A. Utility Scripts

6.1.1 MS SQL Server-level Audit

Description:
Audits on MS SQL server

Server Audits:

use master
go

select * from sys.server audits t
order by name

Server Audit Specifications:

use master
go

select * from sys.server audit specifications t
order by name

Server Audit Specification Details:

use master
go

select * from sys.server audit specification details t
order by audit action name

6.1.2 MS SQL Database-level Audits

Description:
Audits on MS SQL databases

Database Audit Specifications:

use <db name>
go

select * from sys.database audit specifications t
order by name

Database Audit Specification Details:

use <db name>
go

select * from sys.database audit specification details t
order by audit action name
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6.1.3 Omega Core Audit Object Dependencies validity

Description:
Shows any object depending on non-existing/found object[s]

use OmegaCoreAudit

go
SELECT

cte.referencing id, cte.referenced class desc,

obj name = QUOTENAME (SCHEMA NAME (all object.[schema id])) + '.' +
QUOTENAME (all object.name) ,

'Invalid object name ''' + cte.obj name + '''' as "Invalid Object",

all object. [typel
FROM (
SELECT
sed.referencing id, referenced class desc,
obj name = COALESCE (sed.referenced schema name + '.', '') + sed.referenced entity name

FROM sys.sql expression dependencies sed

WHERE sed.is ambiguous = 0

AND sed.referenced id IS NULL

) cte

JOIN sys.objects all object ON cte.referencing id = all object. [object id]

You should see none. Excepted are objects related to Jobs on the MSDB database!

6.1.4 Omega Core Audit database objects

Description:
Shows database objects of Omega Core Audit

To list all objects:

use OmegaCoreAudit
go

select t.*

from sys.objects t

where t.is ms_ shipped = 0
order by t.type desc, t.name

To list objects grouped by object types:

use OmegaCoreAudit
go

select t.type desc, count(*) as Obj No
from sys.objects t

where t.is ms shipped = 0

group by t.type desc

order by t.type desc

6.1.5 Omega Core Audit MS SQL Server Triggers

Description:
Shows the MS SQL server triggers firing status

DATAPLUS
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use master
go

select * from sys.server triggers t
where t.name like 'OMEGACA %'
order by name

Colum “name” values:

OMEGACA ACC trigger for the Access Control module
OMEGACA RTP DDL trigger for the Real-Time Protection DDL module

Column “is_disabled” values:

1 trigger is disabled
0 trigger is enabled

6.1.6 Omega Core Audit server job

Description:
Shows Omega Core Audit job and history

Omega Core Audit server job:

use msdb
go

select * from dbo.sysjobs view t
where name = 'OMEGACA TRANS'

Omega Core Audit server job history:

use msdb
go

select * from dbo.SysJobHistory t
where step name = 'Omega CA Trans Step 1'

6.1.7 MS SQL Server (FILE) audit trail

Description:
Show SQL Server audit trail of Server Audits on file:

use master
go

SELECT
Eo*
FROM sys.fn get audit file(
'C:\MS_Sqgl Server Audit\*',
DEFAULT,
DEFAULT
) t
where event time > '2025-03-22 22:20:08.0000000"
order by event time
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6.1.8 MS SQL DB size monitoring for Omega Core Audit

Description:
Monitoring the size of all databases including Omega Core Audit

To view the size of the MS SQL Server databases, run the SQL command:

use master
go

exec sp helpdb;
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6.2 Appendix B. Support and Licensing

6.2.1 Support

Omega Core Audit clients are entitled to:

new versions
upgrades and fixes
new features
online support

SLA:

Response Time SLA: 2 Business Days

Support Call/Online: 09:00 GMT to 21:00 GMT, Monday to Friday
Emergencies: we are here to help

Resolution Time: case-related

For product documentation, forum and knowledge base, visit our site:
www.dataplus-al.com/omega-core-audit

For technical issues, comments, ideas and impressions, e-mail us at:
support@dataplus-al.com

Also follow us on the next social media sites where DATAPLUS is present:

YouTube https://www.youtube.com/channel/UCa59gQuGg5tvd2vie1 MsMOw
LinkedIn https://www.linkedin.com/company/dataplus-al

6.2.2 Licensing

Omega Core Audit license is perpetual. It allows the customer to use the licensed software indefinitely and not
tied to the product version.

Omega Core Auditing for MS SQL Server licenses number is the same as the number of licenses of your MS SQL
Server.

For pricing and licensing information, contact our Sale specialists at:
sales@dataplus-al.com

Copyright:

Copyright © 2007-2025 DATAPLUS. All rights reserved. Omega Core Audit is registered at US Copyrights Office
and is protected by US and international copyright laws. No part of this work may be reproduced, stored in a
retrieval system, adopted or transmitted in any form or by any means, electronic or otherwise, translated in any
language or computer language, without the prior written permission of DATAPLUS. Omega Core Audit and the
DATAPLUS logo are trademarks of DATAPLUS. All other trademarks are the property of their respective owners.
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