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1 CHAPTER 1: Omega Core Audit Overview

1.1 Introducing Omega Core Audit

Omega Core Audit provides an out-of-box, software-only security and compliance solution that helps customers
approach the complex and difficult security challenges in MS SQL Server systems today; protecting against
outsider and/or insider threats, unauthorized access and informational breaches or manipulation; this by enforcing
strong security controls and duty separation, in meeting regulatory compliance requirements, those being external
or internal.

Omega Core Audit implements strong practices of Access Control, Audit Monitoring and Real-Time Protection,
providing clear visibility and control into database activity, even for privileged accounts and more, the DBAs, thus
leading to a safer and more secure information system.

Omega Core Audit is a full back-end solution that is installed in minutes and easily managed by its applicative
interface. It enhances MS SQL Server native security features with state-of-art and value-added programming and
automation. It brings easiness to its users letting them focus only on the conceptual security tasks, without
concentrating on complex technical security configurations, made easy and plainly presented to them via its rich
user interface.

Security applied at the core - from within the server - ensures same rigid level of compliance from all possible
connection directions, applications, users or devices and offers maximum accuracy and immediate auditing and
protection action before user’s actions or transactions. It also requires no (or very minimal, industry
recommended) changes in existing security configurations.

MS SQL Server

i

/"’%/\

Logon
4
DDL

(Create, Alter, Drop, ....Grant, Revoke, Audit)

/(\1‘3 /'\

Core
Audit

DML

(Select, Insert, Delete, Update)

Omega Core Audit diagram
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1.2 Key Benefits

e Real-Time Access Control, mandatory authorization of the server logon process.
e Continuous Audit Monitoring, highly detailed, up to the full SQL

e Real-Time Protection for structural (DDL commands) changes.

e Enforcement on privileged accounts and SYSADMINSs.

e Common Security Events Trail for all modules.

e Separation of Duty and out-of-box Roles for system's main components.

e Secured Protected Areas.

e Change Control.

e Policy-based evaluation.

e Multi-factorial User & environment context authorization in real time.

e Automatic management of audit trail records.

e Full back-end solution - ensuring protection from all directions.

e QOut-of-box, Software-only solution.

e Transparent implementation - no (or tiny, industry recommended) change of existing setup.
e SIEM Integration.

1.3 Omega Core Audit Architecture

The Omega Core Audit solution has three main components:

e Omega Core Audit Engine: a MS SQL T-SQL software package containing core audit and protection logic,
Back-End installed into the repository and server running under SYSADMIN privilege.

e Omega Core Audit Repository: a MS SQL Server database containing all system configurations and audit
events, Back-End installed into the target MS SQL Server.

e Omega Core Audit Application: Windows-based client desktop Application, connecting to the target server

and interacting with the Engine and Repository.

Omega Core Audit Engine

The Omega Core Auditing Engine is a MS SQL T-SQL software package installed in the server under SYSADMIN
privileges. The Engine contains the core logic of the access control, auditing and protection.

Engine’s core objects are:

P_SS_% procedures T-SQL procedural objects containing core logic
OMEGACA_ACC Server Trigger on After Logon event
OMEGACA_RTP_DDL Server Trigger on Before DDL event
OMEGACA_TRANS Server scheduler job for audit trails collection

DATAPLUS
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Omega Core Audit Repository

The Omega Core Auditing Repository is a MS SQL Server database named OmegaCoreAudit, containing all objects
for Security Events data and all configuration options needed by the Engine.

OMEGACA a schema inside the database containing repository data and configurations
Omega Core Audit Application
The Omega Core Audit application is a Windows-based and database-enabled client desktop application that

connects to each target server. It is used to configure the system for all its operations and also monitor the
audited activity generated by the prior.

@ Security Events Trail — [m] *®
[ DateTime Range Search | Search Mode [ Summary Options | [Extra Options | Eff. User] )
P [custom Range.[ ¥ ] From[o2-03-2025 = |[on:00:00 [ = | ;B;T@_?I?nf_ o :ﬁf’;fﬁﬂme o e aoan |3 | sec” Acc [ Mss EFEE;VE i
\@ [ Avorun [ ] To e — (EEE 7P TyoeCode DsName <L|I:E:.L|I:i:p. = >

Search Options | Advanced
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Omega Core Audit SIEM integration option

Omega Core Audit’s open structure allows and enables automatic retrieval of audited events to SIEMs and Log
Management Systems that support:

e “Pull” by running a MS SQL query - supported by its open structure and as specifically by each SIEM

Note

Omega Core Audit is fully autonomous. SIEM built-in integration is an option for clients owning a SIEM system.
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1.4 Compatibility, Requirements and Limitations

MS SQL Server support
Omega Core Audit supports on MS SQL Server versions 2019, 2022 and 2025.

All editions of the MS SQL Server are supported!

Omega Core Audit Application requirements
The OS, hardware and software requirements of Omega Core Audit Application are:
e All x86/x64 versions of Windows from XP and above supported by MDAC 2.8.
MDAC 2.8 for MS SQL client connectivity.
Omega Core Audit limitations
Omega Core Audit has currently the following limitations:

1. Only databases opened in Read-Write mode are supported.

Visit our website for news on current developments.

www.dataplus-al.com
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1.5 Release notes for version 1.0.0

New in 1.0.0:

This is the first release of Omega Core Audit for MS SQL Server.

Fixes in 1.0.0:

This is the first release of Omega Core Audit for MS SQL Server.

Note:

Full development is presented in Annex B. Development History
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2 CHAPTER 2: System Wide Functionalities, Utilities and Guidelines

2.1 Common Application functionalities

2.1.1 Connecting to the target database

With the Omega Core Audit application you can connect one-at-a-time to all MS SQL Servers in which you have
previously installed the Omega Core Audit Engine and Repository, and that you have configured in its initialization
file.

Connecting to the target database

After you have opened the Omega Core Audit Application, to connect to (one of) the monitored target MS SQL
Servers, in the Application’s main menu, tab Omega CA, System Access group, click the menu button Logon
(green key) which is enabled when application is not connected and disabled otherwise.

& Omega Core Audit

@‘@3

Omega CA

3 Logon
" Settings

This will invoke the target database System Authentication form. The Database combo box loads the target
database section entries configured in the initialization file OmegaCA.ini (refer to the Omega Core Audit
Deployment Guide, topic Omega Core Audit Application Deployment for more details on connectivity).

Enter the username and password of your Omega Core Audit account on the selected target database.

@ System Authentication ==
[system Authentication |

Username  [OMEGACAADM

Password

I~ Show Passwor d

Daabee
=

Press the Logon button to connect to the target database. After a correct authentication, the application’s main
Menu will display other menus, according to the Omega Core Audit Role grants of the current user.
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Target database information

After logging on to the target server, the edit boxes of the Server panel, bottom-left of the application’s main
form, will be filled with information related to the target server.

Server
Status DB Entry Connected User Machine Mame Instance Name

Corveced Jos.s [owecacuom [uerasoroooos ||

Platform Edition Time Started Version

Windows 10 Pro  jDeveloper Edition (64-bit) §14-08-2025 18:16:37 |Microsoft SQL Server 2019 (RTT

The Server panel fields are:

Status Connection Status of the target server

DB Entry Target database connection entry as loaded from the initialization file
Connected User The Omega Core Audit user account connected to the target server
Machine Name Name of the server’s host

Instance Name Name of the instance (when applies)

Platform Target server’s platform

Edition Target server’s edition

Time Started Time last started of the target server

Version MS SQL Server

Disconnecting from the target server

To disconnect from the target server on which you are connected, in the Application’s main menu, tab Omega CA,
System Access group click the menu button Logout (red lock) which is enabled when application is connected and
disabled otherwise. This will close the connection to the target server.

24 Omega Core Audit - §

Omega CA

Q Logout

This will clear all the fields of the Server panel, except for the Status!
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2.1.2 Software License Activation

Initially the Omega Core Audit will with full features for a Trial evaluation.

Omega Core Audit

for MS SQL Server

The Trial period is 30 days. After the trial period expires the application’s main features will disable.

The software can be registered during the Trial period or after its expiration by clicking on the red-lock button on
the right of the program’s name — on form’s bottom

= Professional Edition Registration

Professional Edition Registration
Registered Ta [DataPlus |

Serial Mo,

|DDDDDDDD-DDDDDDDD-DDDDDDDD

The “Registered To"” and the Serial number are both assigned to the client by DATAPLUS (the Order button!).
Complete both and press button Register to register the software. You will receive a confirmation on the right
combination of Registered To/Serial.

DATAPLUS
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2.1.3 Client-side information retrieval

Information presented in the Omega Core Audit Application is processed via a classic two-tier architecture, where
the Application represents the Client tier and the Omega Core Audit Repository is the server tier. All data queried
is returned to the client, limited only by the network and local PC RAM amount!

Omega Core Audit Application is equipped with highly detailed searching functionalities in all important areas of
the Omega Core Audit Repository. In all the main forms, searching is implemented into the Search Options panel
which is present at the top of the search-enabled forms.

Complete the necessary search options and press the button (usually) named “Search”, or blue arrow. The search
query will be passed to the server, executed and results returned as a whole dataset to the client.

Performance Note:

Remember that Omega Core Audit is a typical Windows Desktop data-aware application. The whole set of records
queried on the server is returned as a record-set and there is no “Next 50 Records” concept. As the Omega Core
Audit Engine and Repository are integrated inside the monitored server, queried is the “live production” machine!

Large amounts of records, most probable when searching in Records Search Mode (!), are normally limited only
by your server and network capacity, and also the amount of your local workstation’s RAM. Queries like:

1. FTSs - full table scans on the (large table) Security Events Trail.
2. Large amount of data returned from Security Events Trail.

Not only can cause burden on the database server and then on the network, but in the later case the application
will throw an error because of the incapacity of your local workstation’s RAM to handle the big amount of
information. To protect from such eventual failures, the Omega Core Audit sets limits in the queries performed in
the Security Events Trail, for queries of both Search modes Summary and Records (discussed in respective
topics); and raises Warnings when these limits are met. These limits are implemented via the two initialization
parameters “Unified Trail Max. Rows"” and “Unified Monitor Max. Rows”, both default set to 100,000, which you
can increase in the form “System Settings”.

Hint

Search Summary first, and next on raw records!

2.1.4 Information presentation

In the Omega Core Audit Application the information is mostly presented in two main general forms. For the
classic table-viewing of the records, grid components are used. These grids offer a highly flexible graphical
interface for data viewing, grouping, filtering and interaction. For showing individual records, usually standard
windows components (like edits, combos, checkboxes ..., etc) are used.

The Application is equipped with all necessary client-side functionalities like:

Multiple views

Multiple datasets implemented either in tab or data grid level.

Filtering

DATAPLUS
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Filter the data by creating filter conditions. Click on the column’s down-arrow button to invoke the dropdown list
containing unique values from the current column. Click on the values you want, or click on the (Custom...) option
to invoke the Custom Filter dialog. Filter conditions and Filter Customize button will appear down the grid.

Sorting

Click on the column headers to switch between ascending/descending sorting methods. Click on the column
header holding Ctrl to clear sorting. For multiple-column sorting, click on column headers holding Shift.

Grouping

Drag the column header to the special Grid Group Box area (whenever you see the text “Drag a column header
here to group by that column” above the grid) to group the records tree-like. Multiple levels of grouping are
supported.

Column moving and view/hide

Column moving for viewing and hiding is available. Right-click on the column and in the grid's popup menu that
opens, see option “Remove This Column” and “Field Chooser”.

Master detail relationships

Master detail relationship implemented at, grid, tab and form level.

2.1.5 Data Exporting in standard file formats

Omega Core Audit Application offer exporting of data grids into Excel, Text, Html and Xml format files. This
functionality is implemented (usually) via the “Export...” button placed on the right of the grids.
Clicking on the button invokes a File Export menu with the above four file formats options in respective icons.

2.1.6 DateTime Field Format

The Omega Core Audit application always uses the DD-MM-YYYY and optionally HH24:MI:SS DateTime format
models for DateTime fields, both in display and input.

Examples:
December 31 of 2015 would be 31-12-2015
December 1 of 2015 would be 01-12-2015

All the DateTime Pick/Edit components are set this way. You should stick to the above format for Date Inputs with
non-Calendar components, such as Values for Date Factors in Policy Conditions!

DATAPLUS



15

fe=mt DATAPLUS Omega Core Audit for MS SQL Server - User’s Guide - 1.0.0

2.2 Secured Areas

The “Secured Areas” feature of Omega Core Audit implements groups and/or combinations of objects and
statements to be audited and optionally protected. Secured Areas are implemented directly or as a group of
Secured Sub-Areas.

The implementation has specific differences according to modules as below:

Access Control
The Secured Area is not visually implemented, as it is represented by the database as a whole itself.
Standard Audit

The Secured Area is implemented as a group of Secured Sub-Areas. Sub-Areas are defined as on each Audit
Specification and can be individual user statements or database object to be audited, depending on the type.
Remind that:

e There is no Protection feature in Standard Audit.
e The “Secured sub-Area” is not visually presented in the Omega Core Audit Application!

Real-Time Protection DDL
The Secured Area is implemented directly as a combination of at least one (or more) of database Name, Object

Owner Name, Object Type, Object Name and DDL Action (Event), thus combining statements and object features.
The Secured Area is defined and visually presented on the RTP DDL Policy level.

2.3 Policy-Based Evaluation Model

Omega Core Audit implements a policy-based auditing and protection as a flexible mechanism for authorizing
access to database, application structure and data. It combines a policy-based evaluation model with a user &
environment context multi-factorial authorization on real-time. This evaluation model is applied in Access Control,
and Real-Time Protection DDL modules. It is also partially used in the Standard Audit module. The implementation
has differences specific to modules.

2.3.1 Policies

Policies represent the security controls enforced for access control, auditing and real-time protection. Their
evaluation results in a True/False result that indicates policy’s compliance. They are compounded by rules, and
their compliance result is calculated as a function of rules evaluation and based on policy’s own options.

2.3.2 Rules

Rules are the building blocks of the policies. Their evaluation results in a True/False result that indicates rule’s
compliance. They are compounded by conditions, and their compliance result is calculated as a function of
conditions evaluation and based on rule’s own options.

2.3.3 Conditions

Conditions are the building blocks of the rules. Their evaluation results in a True/False result that indicates
condition’s compliance. Their compliance result is defined by its factor evaluation.
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Conditions are evaluated based on:

e Factor validation by operation codes like =, >, >= <>, [NOT] LIKE, [NOT] BETWEEN, [NOT] IN, ..., etc,
versus operands values, i.e. user & environment real-time values like host, terminal, IP address, program
used, machine, user, time and many more. Wildcard characters (like % and more) are supported for (NOT)
LIKE operands; in general full MS SQL syntax is supported.

e Factor validation by Minimum Trust Level - required match with different predefined factor identities assigned
with trust levels.

2.3.4 Factors

Factors represent environment and user context information, whose real-time extracted values are recognized and
used of in the evaluation of conditions.

For a Condition Evaluation of type Operand, the factor’s value will be matched with the condition’s Operation
Code and Operand(s) value(s). For a Condition Evaluation of type Trust Level, the factor's value will be used to
determine the assigned Trust Level from factor’s identities, and check if it matches with the minimum trust level
required. For a Condition Evaluation of type Validate Expression, the factor’s code and value should be provided to

an user-defined function having two input Character parameters (for code and value) and returning a Boolean
result that will set the Condition’s evaluation result.

2.3.5 Policy Cache

The Policy Cache mechanism implements a policy evaluation memory model that significantly enhances audit
operation performance. It bypasses full re-evaluation of the policy on repeated input values. It is reset by changes
performed in the whole policy structure, including rules, conditions and [NOT] IN lists.

The cache mechanism is implemented separately for each policy module, the respective form are available under
the main menu Audit Policies, bottom to every module’s button that opens the policies forms.

Reminder:
Cache is applied at Access Control and Real-Time Protection DDL modules only!
Important Note:

Under normal circumstances all policies where cache applies should be cache-enabled!
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2.4 Debug and Diagnostics
Omega Core Audit comes with a set of functionalities for debugging and diagnostics.
2.4.1 Client-Side Debug

Client-Side Debug enables displaying of debug messages during the application run. Activating Debug will produce
messages on the content of important client-side SQLs queries or executions and also important application code
points. It is helpful for performing debug and diagnosis of application’s possible issues or behavior understanding.

Omegaca (=30

select * from (

select

ROWIDTOCHAR(ROWID) as ROW.ID, TIMESTAMP_STS, POLICY_TYPE_CODE, USERNAME, SESSIONID, ACTION_MAME,
OBJECT_OWNER, OBJECT_NAME, OBJECT_TYPE, OS_USER, USERHOST, TERMINAL, IP_ADDRESS, CLIENT_ID, STATEMENTID,
ENTRVID, SYSTEM_PRIVILEGE, OBJ_PRIVILEGE, SYS_PRIVILEGE, GRANTEE, AUDIT_OPTION, ISDBA, MODULE,
IDENTIFICATION_TYPE, BG_JOB_ID, FG_JOB_ID, RETURNCODE, RETURN_MESSAGE, CURRENT_USER, ISSUE_NAME

from v_sys_unf_trail

where TIMESTAMP_STS between TO_TIMESTAMP('22-05-2020 00:06:01 000000000, *dd-mm-yyyy hh24:mi:ss.FF’) and
TO_TIMESTAMP('22-05-2020 01:06:01.999899999", 'dd-mm-yyyy hh24:miss.FF')

order by timestamp_sts
) where ROWNUM <= 100000

To enable the functionality, in the Application’s main menu, tab Tools, click on the button Debug (button’s image
will change to indicate an active debug). To disable click again button Debug. You will receive a message in both
cases.

T Omega Core Audit - OMEGACAADM.

@E]Q)'

Omega CA  Audt Trsls  Audd Policies  Security lssue Tracking  Reports  Administrstion

Full Error Stack

The Full Error Stack produces extra debug information on eventual program errors. The Full Error Stack is
controlled by the Application’s Debug status! The detailed error stack part will be added to the normal error
message.

Application Error - Bxception Stack (=l

"Q." ORA-00942: tble or view does not exist

"~ [00704496}{OmegaCA.exe } Oracle RaiseOracleEmoriqqrp2l Oracle TOracleSessionipl4System. TObject
[005584CAJ{OmegaCA. exe } Vel.Controls. TWinControl SeflmeSqqrv (Line 10854, "Vel.Controls.pas”)

[005572B2]{ OmegaCA.exe } Vcl.Contrels. TWinCentrol. DefaultHandlerSqqrpy (Line 10184, "Vel.Controls.pas”)

[006585F2]¢ OmegaCA.exe } Vel Forms. TCustomForm.DefaultHandlerSqarpy (Line 5611, "Vcl.Forms.pas”)

[0055305B]{ OmegaCA.exe } Vel.Controls. TWinControl WMNCDestroySqqrr27Winapi.Messages. TWMNoParams (Line 11436,
"Vel.Controls.pas")

[00552656]¢ OmegaCA.exe } Vel Contrals. TContral. WndProcSqqrr24Winapi Messages. TMessage (Line 7313, “Vel.Controls.pas”)
[0055905B]{ OmegaCA.exe } Vel.Controls. TWinCentrol WMNC DestroySqqr27Winapi.Messages. TWMNoParams (Line 11436,
"Vel.Controls.pas")

[00552656]¢ OmegaCA.exe } Vel Contrals. TContral. WndProcSqqrr24Winapi Messages. TMessage (Line 7313, “Vel.Controls.pas”)
[0041008B]{ OmegaCA.exe } System.LocaleCharsFromUnicodeSqqruiipbipeitSpi (Line 38791, "System.pas")
[0040FAFL{OmegaCA.exe } System.UnicodeToUtfBSqqrpeuipbui (Line 37472, "System.pas")

[0041008B}{OmegaCA.exe } System.LocaleCharsFromUnicodeSqqruiuipbipcitSpi (Line 38791, “System.pas")
[0040A4F4]{OmegaCA. exe } System.CharFromWCharSqqrpcipxbii (Line 24615, "System.pas")

[006C2E53] OmegaCA.exe } OracleTypes. TVariables.CountSqqrv
[00713F38]{OmegaCA.exe } Oracle.TOracleQuery.BindVariablesSagqry
[007137B9]{OmegaCA.exe } Oracle. TOracleQuery.ParseSqqro

[00714323]{ OmegaCA.exe } Oracle.TOracleQuery.GetErrorLocationSqqrv

[0071549F]{ OmegaCA. exe } Oracle.TOracleQuery. RaiseExceptionSqqry
[00715C3A}{OmegaCA. exe } Oracle.TOracleQuery.InternalExecuteSqqrooii

[00716E4E]{OmegaCA.exe } Oracle.TOracleQuery. ExecutermaySqqrii
[00716CFL]{OmegaCA.exe } Oracle.TOracleQuery. ExccuteSqqry
[006EA12D}{OmegaCA. exe } OracleData. TOracleDataSet InternallnitFieldDefsSqqry
[006E7047]{OmegaCA.exe } OracleData. TOracleDataSetIntenalOpenSaqry

[006A4CB6]{ OmegaCA. exe } Data.DB.Db. TDataSet.DolntemnalOpensqqry (Line 12527, "Data.DB.pas")

[006A4D16]{ OmegaCA.exe } Data.DB.Db. TDataSet.OpenCursorSqqro (Line 12556, “Data.DB.pas')
[006A4BCD]{OmegaCA exe | Date.DB.Db. TDataSet, SetActiveSgqre (Line 12508, "Data.DB.pas")

[006A4A09]{ OmegaCA. exe } Data.DB.Db. TDataSet.Opensaqry (Line 12464, “Data.DB.pas"}

[013B5837]{OmegaCA.exe } ace_pol.Tfr_ace_pol Button_SearchClickS qqrpl4System. TObject (Line 191, "acc_pol.pas')
[00552BC3]{ OmegaCA.exe } Vel.Contrals. TContrel Click$gqry (Line ... _—

Detailed up to the line number of the failing application code-unit, it facilitates program’s debug and diagnostics
and enables support to immediately locate the faulting code unit and line.
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Doroine = )

Welcome Page | =] MAIN | =] UnitDM |5 Jacespel| =] acc_pol_upd v
& v = v Tiracc pol + Tirace_pol Button_SearchClick -0

@ statusbarl.SimpleText := 'Searching..... L o
° v_acc_pol.Close;

® v_acc_pol.SQL.Clear:

® v_acc_pol.SQL.Add('select t.rowid, t.* from v_acc_pol t '

+ str WHERE
+ ' order by t.policy id ' );

. if UnitDM.DESUG then
begin
. showmessage (v_ace_pol.SQL.Text):
end; E
. v _acc pol.Open;
. statusbarl.SimpleText := '’ :

// Set Grid Focus

L] if cxGridiDBIableViewl.DataController.DataScource.DataSet.RecordCount > 0 then

begin
° cxGrid1DBTableViewl.ApplyBestFit () ;
L] cxGridl.SetFocus;

end;
L] end;

procedure Tfr_acc_pol.CheckBox1Click (Sender: TObject):
® begin

@ 191: 16 Insert Code| Design| History

According to specific operations, the full error stack is produced as one or more of:

e Program Error Message Dialogs
e Clipboard text (later topic)
e Report Scan Message field content

Full Error Stack in Clipboard

The Full Error Stack feature is also available at operating system’s Clipboard — and as such Paste-able on any text
editor, ex. Notepad/WordPad — under the following circumstances:

On each unattended Error Message Dialog
On all Report Class single-Items form execution Error Message Dialog *

ORR-00942: table or view does not exist

[00704436] {OmegaCh.exe
[005584CA] {Omegalh.exe
[005572B2] {OmegaCh.exe
[006585F2] {Omegalh.exe
[0055905R] {Omegalh.exe
[00552656] {OmegaCh.exe
[0055905E] {Omegalh.exe
[00552656] {OmegaCh.exe
[0041008B] {Omegalh.exe
[0040FAF1] [OmegaCl.exe
[0041008E] {Omegalh.exe
[0040R4F4] {Omegalh.exe
[00&C2E53] [{OmegaCh.exe
[00713F39] {Omegalh.exe
[007137B9] {Omegalh.exe
[00714323] {Omegalh.exe
[0071549F] {Omegalh.exe
[00715C3R] {Omegalh.exe
[00T16E4E] {Omegalh.exe
[00716CF1] [OmegaCl.exe
[006ER12D] {Omegalh.exe
[006ET7047] {Omegalh.exe
[006R4CEE] [OmegaCh.exe
[006R4D16] {Omegalh.exe
[006R4BCD] {Omegalh.exe
[006A4209] {Omegalh.exe
[013B5B37] {Omegalh.exe
[00552BC3] {OmegaCh.exe
[00CT7007C] {Omegalh.exe
[00CT71944] [OmegaCl.exe

Oracle.RaiselracleErrorsggrp2lOracle.T0racleSessicnipldSystem. TObject
Vcl.Controls.TWinControl. SetImesggrv (Line 10854, "Vcl.Controls.pas™)
Vecl.Controla.TWinControl.DefaultHandlersggrpv (Line 10184, "Vel.Controls.pas™)
Vecl.Forms.ICustomForm. DefaultHandlersgqrpv (Line 5811, "Vcl.Forms.pas™)
Vecl.Controls.TWinControl . WMNCDestroy$qqrr2TWinapi .Messages. TWMNoParams (Line 11436, "Vcl.Controls.pas™)
Vcl.Controls.TControl.WndProcéggrr24Winapi.Messages.THessage (Line 7313, "Vcl.Controls.pas™)
Vecl.Controls.IWinControl . WMNCDestroysqqrr27Winapi.Messages.IWMNoParams (Line 11436, "Vcl.Controls.pas™)
Vecl.Controls.TControl.WndProcéqqrr24Winapi .Messages.TMessage (Line 7313, "Vcl.Controls.pas™)
System.LocaleCharsFromUnicode$ggruivipbipcitipi (Line 38791, "System.pas™)
System.UnicodeToUtfgfqgrpcuipbui (Line 37472, "System.pas”)
System.LeocaleCharsFromUnicodesggruiuipbipeitSpi (Line 38791, "System.pas™)
System.CharFromWCharsgqgrpcipxbii (Line 24615, "System.pas™)

OracleTypes.TVariables.Countéggry

Oracle.TOracleQuery.BindVariablessqgrv

Oracle.TOracleQuery.Parse$qggqro

Oracle.TOracleQuery.GetErrorlocationggqrv

Oracle.TOracleQuery.RaiseExceptionsggqrv

Oracle.TOracleQuery.InternalExecutesqqrooii

Oracle.T0racleQuery.Executedrraysgqgrii

Oracle.TOracleQuery.Executesqqrv

OracleData.T0racleDataSet.InternalInitFieldDefssqqrv

OracleData.TOracleDatadet.Internaldpensgqrv

Data.DB.Db.TDataSet.DolnternalOpentggrv (Line 12527, "Data.DB.pas™)
Data.DB.Db.TDataSet.0penCursorsggre (Line 12556, "Data.DB.pas™)

Data.DB.Db.TDatajet.5etActivesggro (Line 12508, "Data.DB.pas™)

Data.DB.Ob.TDataSet.0pensggrv (Line 12464, "Data.DB.pas™)

acc_pol.Tfr acc pol.Button SearchClickfggrpld4System.IObject (Line 191, "acc _pol.pas™)
Vel.Controls.TControl.Clicksqqrv (Line 7423, "Vcl.Controls.pa3s™)

JvEPCore . TOvEFCustomControl. Clicksqggrv

Jv¥PButtons. TIvXPCustomButton.Clicksggry

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

* On both cases use Ctrl-V just before clicking the OK button of the Error Message Dialog
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DATA

2.4.2 Server-Side individual Policy Debug

You can set the Debug option for each policy on any module, to produce special debug information outputted to a
common policy debug table for all modules. Activating Policy Debug will produce debug information for each
policy, rule and condition evaluation/processing of the debug-activated policy. It is helpful for performing debug
and diagnosis of eventual issues or behavior understanding.

The Policy Debug Log form is common to policies of all modules. It is accessible in the main menu Audit Policies.

22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC
22-05-2020 01:43:01 |OMEGACAEVDEV2 |ACC
22-05-2020 01:48:01 |OMEGACAEVDEV2 |ACC
22-05-2020 01:48:01 |OMEGACAEVDEV2 |ACC
22-05-2020 01:49:01 |OMEGACAEVDEVZ |ACC
22-05-2020 01:49:01 |OMEGACAEVDEVZ |ACC
22-05-2020 01:49:01 |OMEGACAEVDEV2 |ACC
RecNo = 18

W4 o

EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access
EV Developer Access

3|Developer 1Access
3|Developer 1Access 0000004
3|Developer 1 Access 0000005
3|Developer 1 Access
4|Developer 2 Access
4|Developer 2 Access (0000008
4|Developer 2 Access

3|Developer 1 Access
3|Developer 1 Access (0000004
3|Developer 1 Access
4|Developer 2 Access
4|Developer 2 Access |0000006

UNSET
UNSET
TRUE

FALSE
FALSE
UNSET
FALSE
FALSE
FALSE
UNSET
UNSET
FALSE
FALSE
UNSET
[TRUE

Policy: evaluation. ..

@ Policy Debug E=R[EsE
[Search Options

Policy Type Policy Name DebugLevel _Rule Name Condition Code_ Debug Log

E | - I |
Username Date-Hr, Min, Sec From Date-Hr, Min, Sec To
o5z w0z mip mlRzos0m v 23 k][0 x5 %] P Acve

IPoI\cy Debug

[Date Debug [username  [Pol. Type|Policy Hame [Rule 1d]Rule Name [cond. Code]Eval. Res.[Debug Log |

.
o]

Rule: evaluation...

Operand: 'OMEGACAEVDEV L' = 'OMEGACAEVDEV L', FACTOR_ID=20
Operand: "WORKGROUPIDEVDD1' = "'<DOMAIN\HOST »', FACTOR_ID=10
Rule: ALL TRUE - FALSE

Rule: evaluation...

Operand: 'OMEGACAEVDEV L' = 'OMEGACAEVDEV2', FACTOR_ID=20
Rule: ALL TRUE - FALSE

Policy: ANY TRUE - FALSE

Policy: evaluation. ..

Rule: evaluation...

Operand: 'OMEGACAEVDEV2' = 'OMEGACAEVDEV 1", FACTOR_ID=20
Rule: ALL TRUE - FALSE

Rule: evaluation...

Operand: 'OMEGACAEVDEV2' = 'OMEGACAEVDEV2', FACTOR ID=20

Important Notes:

Policy Debug is set at the server level and will persist for all policy executions until set off. Use the Policy Debug
option only casually and not permanently, as it will make the debug table grow big and possibly add unnecessary
burden to the system’s performance!

Cache is applied at Access Control and Real-Time Protection DDL modules only!

2.4.3 System Error Log

Any potential execution error of the Omega Core Audit’s is silently stored in a central system error log, without
any interruption of the activities. To view any such errors, in the Administration main menu tab, System

Components group click on the System Error Log button. The form System Error Log will open.

@ System Error Log

[E=8 B (==

‘Search Options

Date-Hr, Min, Sec From

Date-Hr, Min, Sec To

Usernanne

Llser Host

1P Address 05 Liser

Evosaies o s sdp sdfpesean | 3B 30 24 T Aove

Error Data

[System Errar Log

|

[pate Log

Jusername|user Host

[P address[os user

BG. Job Id[Error Data

Rec Mo =10
P

24-03-2024 23:115:54 575 WINCTRL-ODG3R?] OracleServiceDELIVEDL | 117863 |ORA-29260: network error: Connect Failed because
24-03-2024 23:15:54 |5¥5 WINCTRL-ODGIRY] OracleServiceDELIVEDL | 117864 ORA-29260: network error: Connect Failed because
24-03-2024 23:16:33 |5¥5 WINCTRL-ODG3RF] OracleServiceDELIVEDL | 117863 ORA-29260: network error: Connect Failed because
24-03-2024 23:16:33 |5¥3 WINCTRL-ODGIR?] OracleServiceDBLIVEDD | 117864 ORA-29260: nebwork error: Connect Failed because
24-03-2024 23:17:33 5YS WINCTRL-ODGIR?I OracleServiceDBLIVED] | 117863 ORA-29260: network error: Connect Failed because
24-03-2024 23:17:34 5YS WINCTRL-ODG3R? OracleServiceDBLIVEDD | 117864 ORA-29260: network error: Connect Failed because
24-03-2024 23:18:33 5YS WINCTRL-ODG3R 7 OracleServiceDBLIVEDD | 117864 ORA-29260: netwark error: Connect Failed because
24-03-2024 23:18:33 5Y5 WINCTRL-ODG3R7I OracleServiceDBLIVED] | 117863 ORA-29260: netwaork error: Connect Failed because
24-03-2024 23:1%:33 |5¥5 WINCTRL-ODGIRF] OracleServiceDBLIVEDL | 117663 ORA-29260: network error: Connect Failed because
24-03-2024 23:1%:33 |5¥5 WINCTRL-ODGIR] OracleServiceDELIVEDL | 117864 ORA-29260: network error: Connect Failed because

|
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You can search by user, error log content and date-time log interval.

There categories of errors thrown to the system error log are:

1. Potential errors during operations for whatever reason. These errors will not interfere with user actions, failing
execution/iteration will be skipped and user action will continue.

2. Severe errors in Omega CA functionality performing, or Omega CA errors indicating miss-configurations in
policy setup, for example “inactive rule included in policy formula”, or “*no Active Condition[s] found” when
policy evaluation. These errors will stop the user action and raise an error.

3. Internal Omega Core Audit Warnings, for example in the DB Audit Trails Collect Job, unknown values in
columns. This might be the case for new codes provided by MS SQL Server, thus an upgrade required on
Omega Core Audit, if not in the last version. Respective description fields will take the value of
<UNDECLARED> in the Repository’s Security Events Trail.

Important Note:

Although you are supposed not to see at all errors of the categories above, however, because of the importance
of the subject, it is advised to view daily the System Error Log and also any time you might have a doubt for any
policy, rule, condition evaluation result.
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3 CHAPTER 3: Security Events Trail

Omega Core Audit Repository features a Security Event Trail of audit and protection events from the following
source modules:

e Access Control
° Audit
e Real-Time Protection DDL

The unification of security events from different sources (functional modules) into a single trail offers benefits in
visualization, management and provides a better look into the monitored database activity.

3.1 The Security Events Trail form

The Security Events Trail form is of most importance and is used to view the audited database activity. To open it,
in the Main Menu, Tab Security Events, group Security Events Trail click the button Security Event Trail.

3.1.1 Security Events Trail form - Overview

In this form the Security Event records are searched and presented in both Summary and Records general views,
as determined by the Search Mode.

@& Security Events Trail - O ®
| DateTime Range Search I Search Mode |Summary Options | |Extra Options I Eff. Userl Search Template
< = >
— — earch IR 7] Audit Da | Server Login ¥ Schema Name ™ sec.]” Acc, [~ mss Effective
‘@ [custom Range. [~ | From[15-082025 ~ |[p0:00:00 5] | Summary || M [/ Action Name "/ HostName | Object Name 2 oo se U
= W] Pal. Type Code [v] DB Name v| Object Type
AutoR To [18-08-2025 « |[23:59:59 C hh ‘ Ll on P
L e " Record fm |< > [~ Er. [ App.
Search Options | Advanced
rv- Login Pol. Type Action  Schema _Obj. Name Host NameD8 Name Ciient 1P Session ID Succeedediin. Meg. Add. Info SQL Text DDL Body Trai Eval-
ese
ISECUI"K\/ Events Last search on 9/18/2025 7:21:16 PM, DateTime range 18-09-2025 00:00:00 - 18-09-2025 23:59:59
Dashboard | Events Summary
Events by Time
160
120
80
40
o+
9/18/2025 7:05:00 PM 9/18/2025 7:07:00 PM 9/18/2025 7:09:00 PM 9/18/2025 7:11:00 PM 9/18/2025 7:13:00 PM 9/18/2025 7:15:00 PM 9/18/2025 7:17:00 PM 9/18/2025 7:19:00 PM 9/18/2025 7:21:00 PM
9/18/2025 T:06:00 PM 9/18/2025 T:08:00 PM 9/18/2025 7:10:00 PM 9/18/2025 7:12:00 PM 9/18/2025 7:14:00 PM 9/18/2025 7:16:00 PM 9f18/2025 7:18:00 PM 9f18/2025 7:20:00 PM
Events by Server Login Events by Policy Type Events by Action Name
180 o 350 4 ng
180 H i
120 i 30 | 180
120 i 250 : :423
100 | 200 | 100
80 3 i
P i 150 HE
: i 80
“0 i 100 HI )
@ i ]
0 I |
NT Service\SQLSE... OMEGAC... OMEGAC... OMEGACAEV... |4 0 A ALTER ALTER_PROCEDURE ENABLE INSERT RESET PASSWORD UPDATE
NT Servic... OMEGAC... OMEGAC... ACC AUD  RTP-DDL ALTER_LOGIN DELETE EXECUTE LOGOM SELECT
Events by Schema Name Ewents by Object Type Ewents by Host Mame Events by DB Name
< » >
300 450 | soo 300
150 300 i| 400 150
0 150 i 200 [}
OMEGACAEVAPP 0+ E [ master
4 LOGIN PROCEDURE M UB1-03-01-00003 M OmegaCA_Benchmark

In the Summary mode, the several dashboards in the first tab Dashboard, and summary dataset in the second tab
Events Summary, display overall visual and summary information on the audited security events.

In the Records mode, the Security Events are presented in whole as a dataset in the first tab Security Events, and
individually in the second tab Event Details, for each previously selected in the first.
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3.1.2 Searching the security events

On top of the form features a flexible search on the Security Events, with security-related built-in templates and
custom conditions on over 30 search-enabled fields of top importance.

DateTime Range Search [ Search Mode [ Summary Options | [Extra Options | Eff. User] n Search Template
— — [Search PLIRUTE 7] Audit Da | Server Login [ Schema Name ("I [~ Sec.[ Ace. [~ Mss Effective

'.0 \Custom Range., v|Ff°m|1809—1025 = |fpoooeon 2] | Srme g mn || Action Name ] Host Name ] Object Name [ DOL DML 5E User ;

\ = w| Pal. Type Code [w| DE Mame | Object Type 4

. Auto-Ry To [18-08-2025 - |[23:58:58  hh B3} " on =

L Crecord || o | ¢ > I Em. [ Asp.

Search Options W Advanced
Srv. Login Pal. Type Action  Schema Obj. Name HostMameDB Name ClientIP Session ID SucceededRin. Msg. Add. Info SQL Text DDL Body Trail Eval.

_  [omEcacasvare Reset

2 2

Advanced Search Options
38 User Login _ App Mame Obj. Type Login TypeSequence Trans, Id  Class Type Class DescSecurable Trg. Login Trg. User

—  [omEGACAEVAFP ==

Search components of the Security Events Trail form are described below:

Date Time Range Search

In this panel you define the obligatory DateTime range conditions for searching the Security Events.

DateTime Range Search | Several predefined DateTime Range intervals are
— available in the combo box. Or choose any interval
o

by “Custom Range...”.
They will auto-complete when you click the Search (blue arrow) button, with the date-time referenced from the
database server! If the Custom Range interval is chosen, it will unlock for editing and auto-complete the Date
Time editors with the range of the current date.

|custom Range. ] Fromo1-05-2020 + |[po:00:00 5]

[ AutoRun e0 = To [21-05-2020 - |[23:58:59 Z]

To search the Security Events, press the Search (blue arrow) button and wait until search completes. The Auto-
Run checkbox, available in Summary mode only, will enable auto-searching of audited security events.

Search Mode

Here you define the mode in which search will be performed.

Search Mode Summary Security Events are presented in summary mode, by grouping fields of choice in
—Search the Summary Options fields. Database audited activity is displayed visually and
¥ Summary as a summary dataset. Default option.
" Record Records Security Events are presented at record-level, with almost 30 fields of top

importance, and also at individual record-level.
Summary Options

In this panel, activated for Search Mode Summary only, the following summary search options are defined:

| summary Options | Date Format The format of DateTime fields when present in

l;I'Fmt.- v| Server Login ' summary mode: Month, Date, Hour or Minute.
- o : *"-Elht'n Nc‘lmEd : Host Name Summary Fields selected for summary grouping. Press the
Cmh | SESni [ - - (3], Fields “Plus” button to invoke form Event Columns and
add other available fields by double-clicking on

the grid. Press the “Minus” button to remove a
field from group display.
Extra Options

In this panel built-in security templates can be activated with a single click to implement specific conditions on the
search of security events, according to specific built-in aspects of database security.
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Extra Options [

W Sec.|” Acc.|” mss !
[ DOL DML SE

Security Grant and revoke actions on system, roles and objects privileges
Audis and No-Audit actions on user statements and object privileges
Actions on Users and Roles
Actions on important MS SQL Server security related objects
Actions on any object of Omega Core Audit repository schema

Access System access activity, logons and logoffs

MSS Actions on MS SQL-owned objects (Dictionary included)

DDL DDLs - Data Definition commands

DML DMLs - Data Manipulation commands (SELECT not included)

S-E Actions of kind SELECT and EXECUTE

Errors All non-successful security events, Return Code not 1, either from MS SQL or Omega Core Audit
Application Actions performed on user-made databases

Effective User

A Top-SQL action is an action explicitly launched by the user. A non-top SQL is an action called implicitly by the
user, ex. via a trigger or from the body of a procedure called by the user.

Eff. User Checking the Effective User On checkbox will activate searching of Top-SQL security events only!

Effective
User

[ On

Search Options

In this panel search conditions on the most important fields of the Security Event record are defined.

Search Options W Advanced
3rv. Login Pol. Type Action Schema Obj. Name Host MameDE Mame ClientIP  Session ID SucceededRin. Msg. Add. Info SQL Text DDL Body Trail Eval.
= [omEGACAEVARR

Reset

The field search groups start with the Srv. Login and Policy Type and end with the Trail Eval.. By default all field
search groups contained are inactive. To set search conditions click on the triple dash (--) labeled buttons of every
field. In the button’s drop-down menu that opens, choose the fields’ search conditions operator (=, <>... like...
null) and set the Operand’s value in the Edit box that will open appropriately according to the Operator chosen.
Use the Reset button to clear all search conditions in this panel.

Advanced Search Options

Advanced Search Options
JB User Login App Mame Obj. Type Login TypeSequence Trans. Id  Class Type  Class DescSecurable Trg. Login @~ Trg. User

= OMEGACAEVAPP

Reset
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In this panel search conditions for other important fields of the Security Event record are defined. It operates the
same as the Search Options panel. Not visible by default, is activated by checking the checkbox Advanced on the
main Search Options panel. The fields search groups start with the IP Address and Terminal and end with the
Target (DB) User. By default all field searches are inactive. Use the Reset button to clear all search conditions in
this panel.

Notes

1. It is at this form that mostly the topic “Important Performance Note"” of the paragraph “Client-Side information
retrieval” mostly applies. Try to narrow the DateTime Range Search interval, especially in Records Search Mode,
when searching the Security Events. Although the “Audit DateTime” field is the sole indexed (by default) in the
Repository’s table, extend your search with other field conditions for large DateTime intervals.

2. Search on SQL Text, DDL Body, Return Message and Trail Evaluation is case-insensitive.

3. The separator for operands in case of IN/NOT IN operators is the semicolon (;).

Search Template

On form’s top left, the Search Template allows for persisting and reloading all search configurations above except
for the values of Date and Time fields “from and to” values when “Custom Range ...” is chosen.

Search Template

Application Security

Load press button to load saved-search from disk
Save press button to save saved-search from disk
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3.1.3 Dashboard

When Security Events are searched in Summary mode, the first tab Dashboard contains several ones for the
security events by fields of top importance.

[SECUI’W Events Last search on 9/18/2025 7:21:16 PM, DateTime range 18-09-2025 00:00:00 - 18-09-2025 23:59:59 ]

Dashboard | Events Summary

Events by Time
160
120
80
40
[,
9/18/2025 7:05:00 PM 9/18/2025 7:07:00 PM 9/18/2025 7:09:00 PM 9/18/2025 7:11:00 PM 9/18/2025 7:13:00 PM 9/18/2025 7:15:00 PM 9/18/2025 7:17:00 PM 9/18/2025 7:19:00 PM 9/18/2025 7:21:00 PM
9/18/2025 7:06:00 PM 9/18/2025 7:08:00 PM 9/18/2025 7:10:00 PM 9/18/2025 7:12:00 PM 9/18/2025 7:14:00 PM 9/18/2025 7:16:00 PM 9/18/2025 7:18:00 PM 9/18/2025 7:20:00 PM
= =
Events by Server Login [Events by Palicy Type [Events by Action Name
4 350 4 200
150 | 30 | e
120 i 250 e
80 | 200 ;
Pu i 150 jg
o ] 1?3 1 o1 = | — =
NT Service\SQLSE... OMEGAC... OMEGAC... OMEGACAEVY... < a < ALTER ALTER_PROCEDURE ENABLE INSERT RESET PASSWORD UPDATE
MT Servic... OMEGAC... OMEGAC... ACC AUD  RTP-DDL ALTER_LOGIN DELETE EXECUTE LOGON SELECT
2
Events by Schema Name \ |Events by Host Name
td
300 00
150 400
1] 200
OMEGACAEVAFP [ master
LOGIN PROCEDURE P! UB1-03-01-00003 P! OmegaCA_Benchmark

The dashboards available are:

Events by Time, Server Login, Policy Type, Action Name, Schema Name, Object Type, (user) Host Name, and DB
Name.

Right-click on each chart to save it as a Bmp file.
Hint:

Availability of each chart is related to the presence of the field in the summary search, as defined in the Summary Options
panel fields.

3.1.4 Events Summary

The second tab Events Summary displays a summary of Security Events, same base data of the charts in the first
tab Dashboard! The last field “Trail No.” is an event count of the grouped fields!

[Securrty Events  Lastsearch on 9/18/2025 8:03:00 PM. DateTime range 18-09-2025 00:00:00 - 18-03-2025 23:53:58

Dashboard  Events Summary

Draq a column header here to group by that column (2] Export...
Audit DateTime | Action Name Pol. Type ([Server Login Host Name DB Name Schema Name [object Type [succTrailno. |
18-09-2025 19:11:00 | UPDATE AUD OMEGACAEVDEA UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP B 4
18-09-2025 18:11:00 |UPDATE AUD OMEGACAEVDEV2 UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP v 4
13-03-2025 19:12:00 LOGON acc NT Service\SQLSERVERAGENT | UB1-03-01-00003 “ 3
18-09-2025 19:12:00 LOGON Acc NT Service\SQLTELEMETRY | UB1-03-01-00003 g 2 D
18-09-2025 18:13:00 |LOGON acc NT Service|SQLSERVERAGENT | UB1-03-01-00003 v 3
18-09-2025 19:14:00 LOGON ACC NT Service\SQLSERVERAGENT | UB1-03-01-00003 v 3
18-09-2025 19:15:00 |ALTER AUD OMEGACAEVAPP UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP v 2
18-09-2025 18:15:00 | ALTER_PROCEDURE RTP-DDL | OMEGACAEVAPP UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP PROCEDURE v 1
18-09-2025 19:15:00 DELETE AUD OMEGACAEVAPP UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP v 2
18-09-2025 19:15:00 | DELETE AUD OMEGACAEVDEV1 UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP v 1
18-09-2025 19:15:00 | EXECUTE AUD OMEGACAEVDEV 1 UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP v 1
18-09-2025 19:15:00 |INSERT AUD OMEGACAEVDEV1 UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP d 2
18-09-2025 18:15:00 |LOGON acc NT Service|SQLSERVER AGENT |UB1-03-01-00003 v 3
18-09-2025 19:15:00 LOGON Acc OMEGACAEVAPP UB1-03-01-00003 v 10
18-09-2025 18:15:00 |LOGON acc OMEGACAEVDEV1 UB1-03-01-00003 v 10
13092025 19:15:00 | SELECT AUD OMEGACAEVDEV1 UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP 2 3
18-09-2025 19:15:00 UPDATE AUD OMEGACAEVAPP UB1-03-01-00003 OmegaCA_Benchmark OMEGACAEVAPP d 4
18-09-2025 19:15:00 |UPDATE AUD OMEGACAEVDEV1 UB1-03-01-00003 OmesaCA Benchmark OMEGACAEVAPR v 3
&) =]
L T

Use the Export... button to export the summary dataset in different file formats - txt, xIs, html and xml.
Use the Mark button to invoke the form “Security Events - Mark” to perform retrieved records marking.
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3.1.5 Security Events

When the Security Events are searched in Record mode, the first tab Security Events displays security events at
record-level, with fields of top importance.

[Securrty Events  Last search on 9/18/2025 §:08:06 PM. DateTime range 18-09-2025 00:00:00 - 15-09-2025 23:59:59
Security Events | Event Details

Drag a column header here to group by that column

[Audit DateTime Server Login DB User Session Id | Policy Ty |Action Name DB Name Schema Name [Object Name | Object Type [Host Name Client TP [class Tyg—
2025-09-18 19:10:50,6375374 OMEGACAEVAPP | OMEGACAEVAPP 55| AUD UPDATE OmegaCA_Benchmark |OMEGACAEVAPP |EMP UB1-03-01-00003  |192.168.20.152 |U
2025-09-18 19:10:51, 1757475 |OMEGACAEVAPP | OMEGACAEVAPP 56 AUD DELETE OmegaCA_Benchmark |OMEGACAEVAPP |[EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:51,7190182  OMEGACAEVAPP | OMEGACAEVAPP 56 ALD ALTER OmegaCA_Benchmark |OMEGACAEVAPP P_EMP_INS UB1-03-01-00003 |192.168.20.152 |p
2025-09-18 19:10:51,7190182 |OMEGACAEVAPP | OMEGACAEVAPP 56/ AUD ALTER OmegaCA_Benchmark |OMEGACAEVAPF [P_EMP_INS UB1-03-01-00003  |192.168.20.152 [P
2025-09-18 19:10:51,8333333 | OMEGACAEVAPP 56 RTP-DDL |ALTER_PROCEDURE | OmegaCA_Benchmark [OMEGACAEVAPP |P_EMP_INS PROCEDURE |UB1-03-01-00003 |192.168.20.152
2025-09-18 19:10:52.3333333 OMEGACAEVDEV 1 56 ACC LOGON UB1-03-01-00003 |192.168.20,152
2025-09-18 19:10:53, 4981085  OMEGACAEVDEV1 | OMEGACAEVDEV1 55 AUD INSERT OmegaCA_Benchmark [OMEGACAEVAPP |EMP UB1-03-01-00003  |192.168.20.152 |U
2025-09-18 19:10:54,0166783 | OMEGACAEVDEV1 |OMEGACAEVDEV1 56 AUD SELECT OmegaCA_Benchmark |OMEGACAEVAPP |[EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:54,0316350 | OMEGACAEVDEV1 | OMEGACAEVDEV1 56 ALD SELECT OmegaCA_Benchmark [OMEGACAEVAPP |[EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:54,5593468 | OMEGACAEVDEV1 | OMEGACAEVDEV1 55/ AUD SELECT OmegaCA_Benchmark |OMEGACAEVAPP |EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:54,5593468 |OMEGACAEVDEV1 |OMEGACAEVDEV1 56/ AUD UPDATE OmegaCA_Benchmark |OMEGACAEVAPP [EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:55,0835542 | OMEGACAEVDEV1 | OMEGACAEVDEV1 56 ALD SELECT OmegaCA_Benchmark [OMEGACAEVAPP |[EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:55.0835542 | OMEGACAEVDEV1 | OMEGACAEVDEV1 56/ AUD DELETE OmegaCA_Benchmark |OMEGACAEVAPP |EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:55,60086 16 | OMEGACAEVDEV1 | OMEGACAEVDEV1 56 ALD SELECT OmegaCA_Benchmark |OMEGACAEVAPP |EMP UB1-03-01-00003 |182.168.20.152 |U
2025-09-18 19:10:55.5233333 OMEGACAEVDEV 1 54/ACC LOGON UB1-03-01-00003 |192.168.20.152
2025-09-18 19:10:55.5299315 | OMEGACAEVDEV1 | OMEGACAEVDEV1 54| AUD SELECT OmegaCA_Benchmark |OMEGACAEVAPP |EMP UB1-03-01-00003 |192.168.20.152 |U
2025-09-18 19:10:55,6299315  OMEGACAEVDEV1 | OMEGACAEVDEV1 54/AUD SELECT OmegaCA_Benchmark |OMEGACAEVAPP |EMP UB1-03-01-00003 |182.168.20.152 |U
2025-09-18 19:10:55,5466667 OMEGACAEVDEY 1 54/ACC LOGON UB1-03-01-00003 |192,168.20,152
RecNo =693

> oW [4] | |I|E|

Use the Export... button to export the summary dataset in different file formats - txt, xIs, html and xml.

3.1.6 Event Details

The second tab Event Details displays an individual full view of the record selected in the first tab Security Events.

[Security Events
Security Events  Event Details

Last search on 9/18/2025 8:08:06 PM. DateTime range 18-09-2025 00:00:00 - 18-09-2025 23:59:55

|Audit DateTime |Audit DateTime UTC

| Pol. Type| Policy Type Name|5erver Login

|5ession Id | Host Name

|client 1p

|Action 1D | Action Name

£2025-09-18 19:10:51 | 2025-09-18 17:10:51.8333333 |RTP-DOL

Real-Time Protection| OMEGACAEVAPP

56 |UB1-03-01-00003

192.168,20.152

ALTER._PROCEDURE

|DB Name |Schema Name |Ob]'ect Name

|Ob]'ect Type |"

d J|Return M

g |Add itional Info

[soL Text

[DDL Body |

OmegaCA_Benc| OMEGACAEVAP? P_EMP_INS

PROCEDURE 4

Success

ALTER PROCEDURE [OM

|Class Type |Class Type Desc |5ecurahle Class Desc |Application Name |Session Id |DB User |Host Name |Logi|| Type |]s Pooled |5erver Name |
56 UB1-03-01-00003 UB1-03-01-00003
|5erver1nstancehlame|" q Number |Target5erver Login |Target DB User |]sCqumn Per |F|Ie Name ‘Audit File Offset |

|Duration Milliseconds |Response Rows |Aﬁ'ected Rows |Connection Id |Data Sensitivity Information |User Defined Event Id |User Defined Information |Permission Bitma

Trail Evaluation
[Pol. 1d: 1Pol. Resuit: ... [~] [_sQL |

Audit DateTime Insert
| |[2025-09-18 18:10:51.]

Login

Use the navigation buttons bottom-left to navigate the records dataset opened in the first tab; and to display in
full the currently selected in this one.
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Press the SQL button to display in full Additional Information and SQL Text fields. Press it again (this time labeled
Records) to switch back to full record Detail presentation.

Security Events Last search on 9/18/2025 8:08:06 PM. DateTime range 18-09-2025 00:00:00 - 13-09-2025 23:59:59
Security Events  Event Details
Additional Information |

=
SOL Text |
ALTER PROCEDURE [OMEGACAEVAPF]. [P_EMP_INS] ( ~

@p_emp_id int,

@p_first_name varchar{50),
@p_last_name varchar(50),
@p_dept_id varchar(50),
@p_date_hire date,

@p_salary numeric{18,3)

)

AS
BEGIN

insert into [OMEGACAEVAPF].EMP
{emp_id, first_name, last_name, dept_id, hire_date, salary) W

Trail Evaluation Login Audit DateTime Insert

I
Pol. Id: 1Pol. Resuit: ... [+ | |Record [ | [2025-09-18 19:10:51.
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3.2 Security Events Trail fields

The following are the most important fields of the Security Events trail in Omega Core Audit application:

28

Field Name

Row ID

Audit DateTime
Audit UTC

Audit DateTime Ins
Sequence Number
Action Id

Action Name
Succeeded

Return Message
Permission Bitmask
Is Column Permission

Session Id

Server Principal Id
Database Principal Id

Target Server Principal Id
Target Database Principal Id
Object Id

Class Type

Session Server Principal Name
Server Principal Name
Server Principal SID
Database Principal Name
Target Server Principal Name
Target Server Principal SID
Target Database Principal Name
Server Instance Name
Database Name

Schema Name

Object Name

SQL Text (Statement)
Additional Information

File Name

Audit File Offset

User Defined Event Id

User Defined Information
Transaction Id

Client IP

Application Name

Duration Milliseconds
Response Rows

Field Description

Unique ID of the record. Primary Key.

Timestamp of the audit event. This field is indexed
Universal Time Coordinated of the Security Event.
Timestamp of the record insert in the Security Events trail.
Sequence of records

Id of the audited action

Name of the audited action

User’s action status:

1 = success

0 = fail

Details of the User’s action status

Permissions that were grant, denied, or revoked
Is a column level permission:

1 = true

0 = false

ID of the session

ID of the login context
ID of the database user context

Server principal ID on which GRANT/DENY/REVOKE is performed

Database principal ID on which GRANT/DENY/REVOKE is performed
Id of the object
Audit type

Identity of the original login

Current login

Current login security identifier (SID)
Database current user

Target login of action

SID of target login.

Target database user of action

Name of the server instance

Database context in which the action occurred
Schema context in which the action occurred
Name of the object on which action occurred
SQL text of the action

Additional information for the action

The path and name of the audit log file
Buffer offset in the audit file

User defined event ID

Extra information added by user writing audit log via sp_audit_write
Id of the transaction

IP of the client’s machine

Name of the client’s application

Execution duration in milliseconds

Number of rows returned in the result
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Affected Rows
Connection Id

Data Sensitivity Information
Host Name

Policy Type Id

Policy Type Code

Policy Type Name

Server Name

Login Type

IS_POOLED

Trail Eval.

Object Type

Class Type Desc.
Securable Class Desc.
DDL Body

Note

Number of rows affected by the statement
ID of the connection in the server

Information types and sensitivity labels of the classified columns
Host Name of the client's machine

Id of the policy type

Code of the policy type

Name of the policy type

Name of the server’s machine

Type of the server login

Instance number

0 — not pooled

1 — pooled

Policies related to this trail record

Type of the object on which action is performed
Type of the action’s class

Type of the securable class

T-SQL body of the object after the DDL action

A field receives value from one or more modules, but not (in every case) by all of them.
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3.3 Automatic MS SQL Server Audit Trail Management

The Access Control and Real-Time Protection DDL Security Event records are written (in real-time) directly into
the Omega Core Audit Repository, table Security Events (OMEGACA.SYS_UNF_TRAIL).

The Audit records are initially written (in real-time) into the MS SQL Server audit files as defined in the used
Server Audit[s].

The retrieval of audit records from the MS SQL server audit files to Omega Core Audit Security Events Trail is
done by the “DB Audit Trails Collect” job that runs periodically (every 60 seconds by default on install).

The OMEGACA_TRANS Scheduler job is installed by the installation script and is managed by the Omega Core
Audit application, in the form System Components.

Obviously the OmegaCoreAudit database and its objects are subjects to common both routine and/or instant DBA
and OS maintenance tasks, as any other application inside the MS SQL Server; including the purging of “old”
records according to your needs when size grows.

Refer to Omega Core Audit Deployment Guide, topic “5.2 Engine and Repository Maintenance” for more details on
the above.
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4 CHAPTER 4: Access Control

4.1 How it works

The Access Control module establishes database perimeter defense by applying mandatory access control to all
connections to the database. It operates on top of MS SQL Server “on logon” trigger feature and implements a
special software protection layer that supersedes standard user logon privileges. No users, including privileged
accounts and DBAs, can log on to the database without complying with the access control policies. In short: the
Access Control Module features a Database Firewall, and is working from inside it - as the last resort.

Each logon is evaluated on real time against the access control policies, access is mandatory, users will be able to
log into the database only after complying (Policy evaluated to TRUE) with at least one policy. Non-compliant
connections can be rejected in real time and logged off from the database.

Multi-factor user authorization permits logon only on specific combination of user & environment context values,
be those user, host, and terminal names, IP addresses, program used, time and many more.

Access control security events provide details on user’s logon activity into the system. An access control security
event is generated depending on the settings of the evaluated policies and results of TRUE/FALSE. Evaluation of
multiple policies by a login action generates a single access control security event.

A specific feature of the Access Control comparing to other modules is that an access control security event is
always generated if no policy authorizes. You will always have an access control security event for a non-

complying logging!

Protection

When the Access Control module has been set in non-Silent Mode, and no Access Control policy has been
evaluated to TRUE, the end user’s LOGON will fail will the message:

“Logon failed for login '<login_name>' due to trigger execution”

4.1.1 Access Control for MS SQL Connections

The “MS SQL Internals” policy is installed by default and establishes a secure logon channel for the following MS
SQL internal logins:

NT Service\MSSQLSERVER

NT SERVICE\SQLSERVERAGENT
NT SERVICE\SQLTELEMETRY
NT SERVICE\SQLWriter

Sa

You must activate this policy before setting the Access Control module to non-Silent (protective) mode!
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4.2 Access Control Guidelines

4.2.1 General Guidelines

Create secure login channels into the database for individual, or groups of users according to their work profiles,
by creating policies permitting access to them.

Although the Omega Core Audit processing cost on Access Control is very small comparing to the cost of the MS
SQL logon process, it is advised that you beware the performance anyway.
Remember that for each logon all access control policies are evaluated. Thus be aware of the evaluation cost by:

e Have a limited number of Access Control policies, especially when the User Appliance option is All Users.

e Use the Users Apply option of the policy’s User Appliance and declare users to the respective list.

e Enable the Use Cache option for all policies.

e Disable the Debug Log option for all policies.

e Beware intensive connections from interfaces and software’s authenticating with common database
credentials.

Note:

Omega Core Audit’s Access Control module has demonstrated to cause no performance impact even on live
systems with 3-4 thousands connections per minute from interfaces only, plus the continuous operations of
hundred users working on application systems with the characteristic of opening a separate session for each
application form.
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4.2.2 Silent Access Control Module

The Access Control module’s Silent mode controls the protective action regarding the connection’s compliance.
The protective action is the rejection of the user’s logon, but when Silent is enabled, user will be allowed to logon,
independently to the result of policies evaluation.

The Access Control Silent mode is enabled by default on Omega Core Audit install. Use the Silent mode for
database access behavior discovery (retaining the audit capability), until you establish secured access paths for all
logging accounts to the database through your policies. Mind the database internal actions, like those of MS SQL
accounts, mostly via jobs, and those of application schemas or interfaces!

Normally the Access Control module’s Silent mode would be used only during the time of initial setup or on
emergency. Deactivate this option after you have properly configured Access Control through your policies, so
that unauthorized connections are not allowed to continue!

Access Control module’s Silent mode is managed into the System Components form in the main menu
Administration, Access Control tab, Silent Checkbox.

4.3 Access Control Policies

Access control policies enforce and formalize security compliance policies on user’s connections to the database.
To view the policies, in the Application’s main menu Audit Policies, tab Access Control click the menu button
Policies. This will open the Access Control Policies form.

@& Access Control Policies — O >
|Search Options |

Policy Name Policy Description Server Login Dt. Created From  Dt. Created To

| |1 |1 | I Applies [19-09-2025 |[13-09-2025 | Active

Rule Mame Rule Description Factor Name Operand 1 Operand 2

[Access Control Policies

[Policy ID | Policy Name |Policy Description |Active|Audit Option  |Login Appliance|Rule Eval.|Use Cache|Debug Log|Date Created User Created|
1|M5 5QL Internals M5 SQL Internals w| |On Success/Failure |Users Apply Any True v 18-09-2025 18:16:31 |sa
2|EV Application Access |EV Application Access | W] |On Success Failure |Users Apply Any True v 18-09-2025 19:05: 10 |sa
3|EV Developer Access |EV Developer Access | W] |On Success/Failure |Users Apply Any True v 18-09-2025 19:05:10 |sa
4|EV DBA Access EV DBA Access v| |On Success/Failure |Users Apply Any True v 13-09-2025 15:05:10 |3

Copy
Rec Mo =4

Search Options

e All search options are available as case-free and (optional) partial value.

¢ When Checkbox Applies is checked, the search will return all policies that apply for the login. The later must
be entered in full and is case-sensitive.

e Operand 1 will also search for the Operand’s value in IN/NOT IN Condition’s list.

The following are the properties of the Access Control policy:

Field Name Field Description
Policy ID Unique identifier of the policy
Policy Name Unique Name of the policy within the module.
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Policy Description | Description of the policy.

Active Policy status, Active or Inactive.
Audit Option Security event generation. Available options:
Disabled No Access Control security event is created.
On Failure Access Control security event is created on a FALSE Policy.

On Success and Failure Access Control security event is always created.
Login Appliance Policy appliance regarding server logins. Available options:

All Users Policy is applied to all logins.

Users Apply Policy is applied only to logins in the Logins Apply List.

Users Exclude Policy is not applied to logins in the Logins Exclude List.

Rule Evaluation Policy’s evaluation mode regarding rules. Available options:
Any True Policy is True when at least one rule is evaluated True.
All True Policy is True if all rules are evaluated True.
Formula User defined logical formula built on rules.
Formula Text of the policy’s logical formula built on rules.
Use Cache Use of Policy Cache on evaluation. Available options:
Checked Cache is enabled for policy, recommended value and
default on create.
Unchecked Cache is not enabled for policy, non-recommended value.
Debug Log A Debug Log is created when policy is evaluated. Available options:
Checked Debug log is enabled for policy, hon-recommended value.
Unchecked Debug log is not enabled for policy, recommended and

default on create.

Enter the desired options and press the button Search on the right. The result will be listed in the Access Control
Policies grid. Press the Refresh button to refresh them.

4.3.1 Adding a new Access Control Policy

To create a new access control policy, in the form Access Control Policies, Access Control Policies grid, press the
button Add on the right. The form Add Access Control Policy will open.

@ Add Access Control Policy
[Add Access Control Policy

Policy Name |E\-' Developer Access |

g

Policy Description | EV Developer Access

Audit Option On Success/Failure | User Appliance  |Users Apply hd
e katon

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the rules.

4.3.2 Opening/modifying an Access Control Policy

To open an access control policy in full details for viewing and modification, select a policy record in the form
Access Control Policies, Access Control Policies grid and press the button Open on the right. The form Access
Control Policy will open.
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i@ Access Control Policy x
[Access Control Policy ]
Policy Mame [Ev Developer Access | Audit Option |on Success/Faiure -l
Policy Description [ Ev Developer Access| Login Appliance
Formula | | [Formula] [ UseCache [ Debuglog
Policy Rules |
Rule ID |Rule Name Rule Description | Active |Cond Eval. |Date Created |User Created |
3|Developer 1 Access Developer 1 Access v Al True 18-09-2025 19:05:10 |sa
4|Developer 2 Access Developer 2 Access v Al True 18-09-2025 19:05:10 |sa
RecMNo =2
Dt. Upd. |18-09-2025 19:07:19 User Upd. [oMEGACAADM Dt. Created User Created

To update any policy changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Del. Cache to manually clear the access control cache for this policy. Press the button Formula to
open the policy’s formula editor form. Press the button Users to open the user appliance/exclusion form.

4.3.3 Deleting an Access Control Policy

To delete an access control policy, select a policy record in the form Access Control Policies, Access Control
Policies grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected policy will
be deleted together with its cache, rules, conditions and [not] IN lists. You will receive a confirmation, or the error
message when failure.

4.3.4 Copying an Access Control Policy

To copy an access control policy, select a policy record in the form Access Control Policies, Access Control Policies
grid and press the button Copy on the right. The form Copy Access Control Policy will open.

& Copy Access Control Policy @
[Cupy Access Control Policy ]

Policy Name ‘E\l‘ Developer Access |

Policy Name ‘ EV Developer Access ‘ -

New Policy Description ‘Senior Dev Access |

New Policy Description | enior Developer Access

Set the required fields and press the button Copy. You will receive a confirmation, or the error message when
failure. The new policy will be created with its rules, conditions, [not] IN lists as the original policy and with an
Inactive status.

4.3.5 Access Control Policy Status

To change an access control policy status, select a policy record in the form Access Control Policies, Access
Control Policies grid and press the button Status below on the right. If the change status dialog box is confirmed,
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the current policy status will be reversed from its current setting. Policy must have active rule for its status to be
set as Active. If the policy Audit Option is other then All Users, respective Apply and Exclude lists must have at
least one entry.

4.4 Access Control Rules

Access control rules are defined under policies. To view the access control rules for the selected policy open the
form Access Control Policy. The rules bounded to the policy will be listed in the Policy Rules grid.

|Policy Rules
|Rule D |Rule Name |Rule Description |Active |-Cond Eval. |Date Created |U5er Created |
3 Developer 1 Access Developer 1 Access vl Al True 18-09-2025 19:05:10 |sa
4|Developer 2 Access Developer 2 Access v Al True 18-09-2025 19:05:10 |sa
Recho =2
The following are the properties of the Access Control rule:
Field Name Field Description
Rule Id Unique identifier of the rule
Rule Name Name of the rule.
Rule Description Description of the rule.
Active Rule status, Active or Inactive.
Condition Evaluation | Rule evaluation mode regarding conditions. Available options:
Any True Rule is True when at least one condition is evaluated True.
All True Rule is True if all conditions are evaluated True.
Formula User defined logical formula built on rules.
Formula Text of the rule’s logical formula built on conditions.

Press the Refresh button to refresh them.

4.4.1 Adding a new Access Control Rule

To create a new access control rule for the selected policy, in the form Access Control Policy, Policy Rules grid,
press the button Add on the right. The form Add Access Control Rule will open.

ﬁ' Add Access Control Rule @

[Add Access Control Rule

Policy Name |E‘v' Developer Access | Add
Rule Name |

|Deve|oper 3 Access

Rule Description Developer 3 Access ‘

Cond Evaluation |,c\|| True L'

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new rule will be created with an Inactive
status. You can change that later, after adding the conditions.
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4.4.2 Opening/modifying an Access Control Rule

To open an access control rule in full details for viewing and modification, select a rule record in the form Access
Control Policy, Policy Rules grid and press the button Open on the right. The form Access Control Rule will open.

@ Access Control Rule X
[Access Control Rule ]
Palicy Name Developer Access ‘ Cond Evaluation Al True -
Rule Name |Develnper 2 Access
Rule Description | Developer 2 Access |Fnrmula | [ ]
Formula
|Rule Conditions ‘
|Condition ID‘Active|Cond. Eval|Factor Name|Opr. Symbol|0perand 1 |0perand 2|Min. Trust Level | Date Creat
&/ [ |Operand |Login Mame = COMEGACAEVDEV2 Undefined 18-09-2025 ]
7 [ |Operand |ClientIP = 192.168.20.152 Undefined 18-09-2025 |
Recho =2
S e [ I ®
Dt.Upd. [15-09-2025 19:07:15 | UserUpd. [OMEGACAADM | Dt Created [13-09-2025 19:05:10 | User Created

To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Formula to open the rule’s formula editor form based on conditions.

4.4.3 Deleting an Access Control Rule

To delete an access control rule, select a rule record in the form Access Control Policy, Policy Rules grid and press
the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be deleted together

with its policy cache, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

4.4.4 Access Control Rule Status

To change an access control rule status, select a rule record in the form Access Control Policy, Policy Rules grid
and press the button Status below on the right. If the change status dialog box is confirmed, the current rule
status will be reversed from its current setting. Rule must have at least one active condition for its status to be set

as Active.
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4.5 Access Control Conditions

Access control conditions are defined under policy rules. To view the access control conditions for the selected
rule open the form Access Control Rule. The conditions bounded to the rule will be listed in the Rule Conditions

grid.

|Rule Conditions
|Cond'rtion ID|Active|Cond. Eval|Factor Name |Opr. Symbol| Operand 1 Operand 2|Min. Trust Level(Date Creat
6| v |Operand |Login Mame = COMEGACAEVDEV2 Undefined 18-09-2025 |
7| W |Operand |ClientIP = 192.168,20,152 Undefined 18-09-2025 |
RechNo =2
X ST D

The following are the properties of the Access Control condition:

Field Name Field Description
Condition ID Unique identifier of the condition
Active Condition status, Active or Inactive.
Condition Evaluation | Condition evaluation mode regarding factor. Available options:
Operand Condition is evaluated by comparing the retrieved value of the
factor with the operand's value.
Trust level Condition is evaluated by comparing the retrieved value of the

factor with the pre-declared Factor's trust level values.
Validate Expression Condition is evaluated as a result of a user-defined database
function returning a Boolean result.

Factor Factor being evaluated

Operation Symbol Code the operation type applied to the evaluation of the Factor's retrieved value.
Operand 1 Value of the first operand.

Operand 2 Value of the second operand.

Minimal Trust Level Minimal required trust level.

Press the Refresh button to refresh them.

4.5.1 Adding a new Access Control Condition

To create a new access control condition, in the form Access Control Rule, Rule Conditions grid, press the button
Add on the right. The form Add Access Control Condition will open.

@ Add Access Control Condition (=]
[Add Access Control Condition ]
RuleMame  Developer 2 Access ]

Factor Application Module - 7 bvel

[Candition E vauation |
ondition Evaluation
" Operand £ TrustLevel " Validate Expression |

Operand

Operation Code [ < Cperand 1 |sq\p\us,exe \

Set the required fields and press the button Add.
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You will receive a confirmation, or the error message when failure. Choosing the condition evaluation mode
through the radio-boxes opens respective input fields. The new condition’s status can be set on creation, except
when condition evaluation Operand and operation code [not] IN that are created as Inactive.

4.5.2 Opening/modifying an Access Control Condition

To open an access control condition in full details for viewing and modification, select a condition record in the
form Access Control Rule, Rule Conditions grid and press the button Open on the right. The form Access Control
Condition will open.

& Access Control Condition

[Acce ss Control Condition

Rule Name [peveloper 2 Access |

Condition Code [pooooos Factor [session User |

| '] g

|Cnndiﬁnn Evaluation
Condition Evaluation

@ Operand Trust Level Validate Expression

Operand

Operation Code |= LI Operand 1 |OMEGACAEVDEVZ |
sernd2 | |

Dt Updated  |07-05-2020 20:25:52 User Updated | OMEGACAADM

Dt. Created I07-05-2020 20:24:57 User Created SyS

To update any condition changes press the button Save.

You will receive a confirmation, or the error message when failure. Press the Operand List button to set Operand
list when condition evaluation of type Operand and Operation Code [not] IN.

4.5.3 Deleting an Access Control Condition

To delete an access control condition, select a condition record in the form Access Control Rule, Rules Conditions
grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected condition will be
deleted together with its policy cache, and [not] IN lists.

You will receive a confirmation, or the error message when failure.
4.5.4 Access Control Condition Status

To change an access control condition status, select a condition record in the form Access Control Rule, Rules
Conditions grid and press the button Status below on the right. If the change status dialog box is confirmed, the
current condition status will be reversed from its current setting. If condition evaluation is of type Operand and
Operation Code is [not] IN, then the condition must have at least one active IN list record for its status to be set
as Active.
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5 CHAPTER 5: Audit

5.1 How it works

The Audit module ensures a reliable and continuous auditing monitoring and is based on the MS SQL Server’s
native audit capabilities.

It ensures an answer in real time to the classical questions - Who/What/How/When/Where in regard to user’s
activity in the system. It operates on top of MS SQL native audit features, is easily configured and graphically
enables a complex set of auditing commands via the interface. Auditing in MS SQL Server is done at two levels:

e Server level — auditing commands at server and databases
e Database level — auditing commands on individual databases

Automatic MS SQL audit trails management is effective. The DB Audit Trails Collect Job reads the audited events
from the files stored into the dedicated OS directory and loads them to the Omega Core Audit Repository.

Note

Omega Core Audit supports only audit of type FL (FILE). In case of multiple Server Audits, they must write to the
same OS directory, as the DB Audit Trails Collect Job looks into a single (configurable) OS directory only!

5.2 Audit Guidelines

Standard Auditing is relatively inexpensive, as demonstrated by audit benchmark tests performed by Microsoft
and other third parties. However in order to minimize any possible performance impact and to keep the Security
Events Trail from growing big too quickly, narrow the scope of the audit by referring sensitive objects in
combination with the important permissions.

Follow these guidelines for minimal performance impact on the system:

e Although auditing is relatively inexpensive, limit the number of audited events as much as possible.

e Evaluate your auditing. Have a clear understanding of your auditing and then devise an appropriate auditing
strategy. Avoid unnecessary auditing.

e Audit knowledgeably! Audit the minimum number of user’s statements or objects needed to get the targeted
information. Balance the sufficient amount of security information with your ability to store and process it.

Create audits for important statements [permissions] given to specific users, administrators, developers and

schema owners, and also for important objects, each more set in more detail at rule level by the two available
policy types.
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5.3 Existing MS SQL Audits
Existing (Standard) audit settings might be enabled in your database, prior to Omega Core Audit installation.
These audits are supported by Omega Core Audit as long as they:

e Are of type FILE
e Write into the same OS directory
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5.4 Server Audits

The Server Audit determines the location of the audit events. To view the server audits, in the Application’s main
menu Audit Policies, tab Audit click the menu button Server Audits. This will open the Server Audits form.

ﬁ Server fudits EI@
‘Search Options |
Server Audit
[Server Audits ]
|nudit d |Server Audit TlType Descl Active |l:ln Failure Desc (Queue Delay |Max File Size |Max Rollover Files [Max Files |Reserve Disk Space |Log File Path |

65555 | Omega_CA_Bench_Srv_Aud FILE v COMTINUE 1000 100 3 a CH\MS_Sql_Server_Audit),

65556 | Omega_CA_Sry_aud FILE CONTINUE 1000 100 5 0 CH\MS5_Sql_Server_Audith
RecMo=2
({server Audit = Omega_CA_Srv_aud) or (Server Audit = Omega_CA_Bench_srv_Aud)) |+
T B [ szl

The following are the properties of an Audit Server

Field Name

Audit Id

Server Audit

Type Description
Active

On Failure Description

Queue Delay

Max. File Size

Max. Rollover Files
Max. Files

Reserve Disk Space
Log File Path

Field Description

ID of the audit

Name of the audit

Audit type description

Server audit status, Active or Inactive.

On Failure (audit event cannot be written) condition:

CONTINUE - continues operation

FAIL OPERATION - fail action

SHUTDOWN - shutdowns the server instance

Maximum time in milliseconds before writing to disk.

On 0, an audit write will guarantee before the event can continue
Maximum size, in megabytes, of the audit

Maximum number of files to use with the rollover option
Maximum number of files to use without the rollover option.
Amount of disk space to reserve per file. ON/OFF

Path to where audit is located.

Enter the desired options and press the button Search on the right. The result will be listed in the Server Audit
grid. Press the Refresh button to refresh them.

5.4.1 Adding a new Server Audit

To create a new server audit, in the form Server Audits, Server Audits grid, press the button Add on the right. The

form Add Server Audit will open.
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@ Add Server Audit (=23
[ﬁdd Server Audit ]
Server Audit
|Omega_CA_Srv_Aud | add
File Mode |Max Rollover Files LI
File Path |C:'I,MS_SqI_Server_P.udit'l, |
File: Max, Size 100 2 MB  File Max. No 3 —
Rreserve Disk Space Queue Delay 1000 2! milliseconds
On Failure |CONTINLIE - |

The File Mode can be Max. Rollover Files (the suggested one) and Max Files.

Note:

The SHUTDOWN server permission has been explicitly denied to role OMEGACA_ADMIN on install. To use the

SHUTDOWN at On Failure this Deny must first be revoked!

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new server audit will be created with an

Inactive status.

5.4.2 Opening/modifying a Server Audit

To open a server audit in full details for viewing and modification, select a server audit record in the form Server
Audits, Server Audits grid and press the button Open on the right. The form Server Audit will open.

ﬁ Server Audit @
[Ser\rer Audit ]

Server Audit |Ornega_CP._Srv_P.ud |

Save

File Mode [Max Rallover Files |

File Path |C:'|,MS_SqI_Server_F\udit'l, |

File Ma, Size 100 £ MB  FileMax. Mo = —

Rreserve Disk Space Queue Delay 1000 | miliseconds

On Failure |CONTINUE - |

To update any server audit changes press the button Save.
You will receive a confirmation, or the error message when failure.

5.4.3 Deleting a Server Audit

To delete a server audit, select a server audit record in the form Server Audits, Server Audits grid and press

button Delete on the right.
You will receive a confirmation, or the error message when failure.
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5.4.4 Renaming a Server Audit

To rename a server audit in full details for viewing and modification, select a server audit record in the form
Server Audits, Server Audits grid and press the button Rename on the right. The form Rename Server Audit will
open.

ﬁ Rename Server Sudit @

[Rename Server Audit l

Server Audit |0mega_C.¢\_Srv_.¢\ud | A
ename

Server Audit New Mame |Omega_c.n_5rv_nud Mew

To rename the server audit enter the new name and press the button Save.
You will receive a confirmation, or the error message when failure.

5.4.5 Server Audit Status

To change a server audit status, select a server audit record in the form Server Audits, Server Audits grid and
press the button Status below on the right. If the change status dialog box is confirmed the current server audit
status will be reversed from its current setting.
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5.5 Server Audit Specifications

Server Audit Specification is a collection of server-level audit options. To view the server audit specifications, in
the Application’s main menu Audit Policies, tab Audit, click the menu button Server Audit Specifications. This will
open the Server Audit Specifications form.

@& Server Audit Specifications — O *
|Search Options |
Server Audit Specification Server Audit Name
u ] |
Server Audit Spedifications ]
Server Aud. Spc ID [Server Audit Specification 7|server Audit | Active [Date Created |
65537 |Server_Aud M5_Aud 16-10-2024 20:04:41
65547 |Omega_CA_Srv_Aud_SPC Omega_CA_Srv_Aud d 18-09-2025 18:16:31
RecMo =2
{{Server Audit Specification = Server_Aud) or (Server Audit Specification = Omega_CA_Srv_aAud_SPC))
[ v

The following are the properties of the Server Audit Specification:

Field Name Field Description

Server Audit Spc. ID Unique identifier of the server audit specification
Server Audit Specification | Name of the server audit specification

Server Audit Server Audit to which the Specification is bound
Active Server audit specification status, Active or Inactive

Enter the desired options and press the button Search on the right. The result will be listed in the Server Audit
Specifications grid. Press the Refresh button to refresh them.

5.5.1 Adding a new Server Audit Specification

To create a new server audit specification, in the form Server Audit Specifications, Server Audit Specifications grid,
press the button Add on the right. The form Add Server Audit Specification will open.

@ Add Server Audit Specification X

[Add Server Audit Specification ]

Server Audit Spedfication |Omega_CA_Sr\r_Aud_5PC |
-1

Server Audit |Omega_CA_Srv_Aud

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new server audit specification will be
created with an Inactive status.

Note:
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You can create only one server audit specification bound to a server audit. If you need a new one, you must
create a new server audit for it.

5.5.2 Opening/modifying a Server Audit Specification

To open a server audit specification in full details for viewing and modification, select a server audit specification
record in the form Server Audit Specifications, Server Audit Specifications grid and press the button Open on the
right. The form Server Audit Specification will open.

@ Server Audit Specification X

[Ser\rer Audit Specification ]

Server Audit Spedfication |Omega_CA_Sr\r_Aud_5PC |
Server Audit LI

|Omega_CA_Srv_Aud

To update any server audit specification press the button Save.
You will receive a confirmation, or the error message when failure.

5.5.3 Deleting a Server Audit Specification

To delete a server audit specification, select a server audit specification record in the form Server Audit
Specifications, Server Audit Specifications grid and press button Delete on the right. If the delete dialog box is
confirmed, the selected server audit specification will be deleted.

You will receive a confirmation, or the error message when failure.

5.5.4 Server Audit Specification Status

To change a server audit specification status, select a server audit record in the form Server Audit Specifications,
Server Audit Specifications grid and press the button Status below on the right. If the change status dialog box is
confirmed the current server audit specification status will be reversed from its current setting.
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5.6 Server Audit Specification Details

Server Audit Specification Details are the audit options set on server-level. To view the server audit specification
details, in the Application’s main menu Audit Policies, tab Audit, click the menu button Server Audit Spc. Details.

47

This will open the Server Audit Specifications Details form.

& Server Audit Specification Details

‘Sear:h Options

Action Mame Server Audit 5 pecification

| [0mega_Ca_Srv_tud SPC |

Server Audit Specification Details

Action Name |Class Des{‘.lActivelAudited Result

Server Aud Specification | Date Created ‘

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP |SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC

DATABASE_OBJECT_PERMISSION_CHANGE_GROUP |SERVER. SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC

A VRAE YRR VAR ARG YRR YARL NARLVRRL YRRL VRN VARA YRA5 YR0L Y

SCHEMA_OBJECT _CHANGE_GROUP

SUCCESS AND FATLURE |Omega_CA_Srv_Aud_SPC

RecMo = 25

LN | T

18-09-2025 18:16:31

18-09-2025 18:15:31

DATABASE_OWNERSHIP_CHANGE_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC | 18-09-2025 18:16:31
DATABASE_PERMISSION_CHANGE_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC | 18-09-2025 18:16:31
DATABASE_PRINCIPAL_CHANGE_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC  |18-09-2025 18:16:31 E—
DATABASE_ROLE_MEMBER_CHANGE_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC  |13-09-2025 18:16:31
FAILED_DATABASE_AUTHENTICATION_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC  |13-09-2025 18:16:31
FAILED_LOGIN_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC  |13-09-2025 18:16:31
LOGIN_CHANGE_PASSWORD_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC  |18-09-2025 18:16:31
SERVER

18-09-2025 18:156:31

[]

AUDIT_CHANGE _GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC | 18-09-2025 18:16:31
BACKUP_RESTORE_GROUP SERVER. SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC | 18-09-2025 18:16:31 Delete
DATABASE_CHANGE_GROUP SERVER. SUCCESS AND FAILURE |Omega_CA_Srv_Aud SPC | 18-09-2025 18:16:31
DATABASE_OBJECT_CHANGE_GROUP SERVER SUCCESS AND FAILURE |Omega_CA_Srv_Aud_SPC | 18-09-2025 18:16:31
DATABASE_OBIECT_OWNERSHIP_CHANGE_GROUP |SERVER SUCCESS AND FATLURE |Omega_CA_Srv_Aud_SPC | 18-09-2025 18:16:31

Refresh

The following are the properties of the Server Audit Specification Detail:

Field Name
Action Name
Class Description
Active

Audited Result

Field Description

Name of group or name of audit action
Description of action’s class

Server audit specification status, Active or Inactive
Audited result:

SUCCESS AND FAILURE
SUCCESS
FAILURE

Server Aud. Specification

Enter the desired options and press the button Search on the right. The result will be listed in the Server Audit

Specification Details grid. Press the Refresh button to refresh them.

Name of the Server audit specification to which the detail is bound
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5.6.1 Adding Server Audit Specification Details

To create a new server audit specification detail, in the form Server Audit Specification Detail, Server Audit

Specification Details grid, press the button Add on the right. The form Add Server Audit Specification Detail will
open.

@& Add Server Audit Specification Detail x

Audit Operations ~ Audit Operations Log

| Add Server Audit Spedification Detail |

Aud Spedfication |nmeqa cA_srv_Aud_SPC j

|5earch Options |

Action Group
|SERVER | [ search |

|.-5.-:tion Groups |
[ Check Al

SERVER. OBJECT CHAMGE GROLP
SERVER_OBJECT_OWNERSHIP_CHAMGE_GROUP
v SERVER._OBJECT_PERMISSION_CHAMNGE_GROUP
v SERVER_OPERATION_GROUP

v| SERVER_PERMISSION_CHAMGE_GROUP
SERVER_PRIMCIPAL _CHANGE_GROLP
SERVER_PRIMCIPAL _[MPERSOMATION_GROUP
SERVER_ROLE_MEMBER._CHANGE _GROUP
SERVER_STATE_CHAMGE_GROLP

Select the (Server) Audit Specification in the combo-box, search the Action Groups and check the desired options,
and press the button Add.

The command confirmations, or the error message when failure, are displayed at tab Audit Operations Log.

Note:

You cannot add a detail to an enabled server audit specification. Disable the later first!

5.6.2 Deleting a Server Audit Specification Detail

To delete a server audit specification detail, select a server audit specification detail record in the form Server
Audit Specification Detail, Server Audit Specification Details grid and press button Delete on the right. If the delete
dialog box is confirmed, the selected server audit specification detail will be deleted.

You will receive a confirmation, or the error message when failure.

Note:

You cannot delete the detail of an enabled server audit specification. Disable the later first!
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5.7 Database Audit Specifications

Database Audit Specification is a collection of database-level audit options. To view the database audit
specifications, in the Application’s main menu Audit Policies, tab Audit, click the menu button DB Audit
Specifications. This will open the DB Audit Specifications form.

@ DB Audit Specifications - [}

|5earch Options
Database DE Aud 5pecification Server Audit Name
|OmegaC.-'-\_Bend1mark j || | | |

[DB Audit Specifications
[DB Audit Specification |DB Name |Server Audit | Active [Date Created | Refresh
Omega_CA_Bench_DB_Aud_Spc OmegaCA_Benchmark Omega_CA_Bench_Srv_ v 18-09-2025 19:05:10

Delete

RecMo =1
Status

o

The following are the properties of the Database Audit Specification:

Field Name Field Description

DB Audit Specification Name of the database audit specification

DB Name Name of the database

Server Audit Server Audit to which the Specification is bound
Active Database audit specification status, Active or Inactive

Enter the desired options and press the button Search on the right. The result will be listed in the DB Audit
Specifications grid. Press the Refresh button to refresh them.

5.7.1 Adding a new Database Audit Specification

To create a new database audit specification, in the form DB Audit Specifications, DB Audit Specifications grid,
press the button Add on the right. The form Add DB Audit Specification will open.

& Add DB Audit Specification x

[Add DB Audit Specification |
Database |OmegaCA_Benchmark LI
DB Aud Specification |Omega_CA_Benm_DB_Aud_Spc |

Server Audit |Omega_CA_Srv_Aud LI

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new database audit specification will be
created with an Inactive status.

Note:
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You can create only one database audit specification bound to a server audit within the same database. If you
need a new one, you must create a new server audit for it.

5.7.2 Opening/modifying a Database Audit Specification

To open a database audit specification in full details for viewing and modification, select a database audit
specification record in the form DB Audit Specifications, DB Audit Specifications grid and press the button Open on
the right. The form DB Audit Specification will open.

& DB Audit Specification x

[DB Audit Specification |

Database |DmegaCA_Benchmark| | =
ve

DB Aud Specification |Omega_CA_Benm_DB_Aud_Spc |

Server Audit |Omega_CA_Bend1_Srv_Aud LI

To update any database audit specification press the button Save.
You will receive a confirmation, or the error message when failure.

5.7.3 Deleting a Database Audit Specification

To delete a database audit specification, select a database audit specification record in the form DB Audit
Specifications, DB Audit Specifications grid and press button Delete on the right. If the delete dialog box is
confirmed, the selected database audit specification will be deleted.
You will receive a confirmation, or the error message when failure.

5.7.4 Database Audit Specification Status

To change a database audit specification status, select a database audit record in the form DB Audit
Specifications, DB Audit Specifications grid and press the button Status below on the right. If the change status
dialog box is confirmed the current database audit specification status will be reversed from its current setting.
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5.8 Database Audit Specification Details

Database Audit Specification Details are the audit options set on database-level. To view the database audit
specification details, in the Application’s main menu Audit Policies, tab Audit, click the menu button DB Audit Spc.
Details. This will open the Database Audit Specifications Details form.

@& Database Audit Specification Details — m]

Search Options
Database Action Name DB Awudit S pecification Class Description Principal Name

OmegaCA_Benchmark ¥ ‘ || H H

Object Schema Name Object Mame

E .

Database Audit Specification Details

|Action Name DB Hame [Class Desc. |Active|object Schema|object Name Principal Name |Audited Result DB Aud Specification B
DATABASE_ROLE_MEMBER_CHANGE_GROUP OmegaCA_Benchmark DATABASE v OmegaCA_Benchmark |public SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc
AUDIT_CHANGE_GROUP OmegaCA_Benchmark DATABASE v OmegaCA_Benchmark |public SICCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc
DATABASE_PERMISSION_CHANGE_GROUP OmegaCA_Benchmark DATABASE v OmegaCh_Benchmark pubiic SUCCESS AND FAILURE [Omega_CA_Bench_DB_Aud_Spc
DATABASE_OBJECT_PERMISSION_CHANGE_GROUP OmegaCA_Benchmark [DATABASE v OmegaCA_Benchmark |public SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc
SCHEMA_OBJECT_CHANGE_GROUP OmegaCA_Benchmark DATABASE v OmegaCA_Benchmark |public SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc I~ al
DELETE OmegaCh_Benchmark (OBJECT_OR_COLUMN| ¥ |OMEGACAEVAPP |EMP public SUUCCESS AND FATLURE [Omega_CA_Bench_DB_Aud_Spc

UPDATE OmegaCA_Benchmark |(OBJECT_OR_COLUMM | v |OMEGACAEVAPR |EMP public SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

DELETE OmegaCA_Benchmark |SCHEMA d OMEGACAEVAPP OMEGACAEVDEV2 |SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

EXECUTE OmegaCA_Benchmark |SCHEMA v OMEGACAEVAPP | OMEGACAEVDEV2 |SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

INSERT OmegaCA_Benchmark | SCHEMA 4 OMEGACAEVAPP OMEGACAEVDEV2 |SUCCESS AND FATLURE |Omega_CA_Bench_DB_Aud_Spc

SELECT OmegaCA_Benchmark | SCHEMA v OMEGACAEVAPP OMEGACAEVDEV2 [SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

UPDATE OmegaCA_Benchmark |SCHEMA v OMEGACAEVAPP | OMEGACAEVDEV2 |SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

DELETE OmegaCA_Benchmark | SCHEMA 4 OMEGACAEVAPP OMEGACAEVDEV1 |SUCCESS AND FATLURE |Omega_CA_Bench_DB_Aud_Spc

EXECUTE OmegaCA_Benchmark |SCHEMA v OMEGACAEVAPP OMEGACAEVDEV1 [SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc|™—]

INSERT OmegaCA_Benchmark | SCHEMA d OMEGACAEVAPP OMEGACAEVDEV1 [SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

SELECT OmegaCA_Benchmark |SCHEMA v OMEGACAEVAPP | OMEGACAEVDEV 1 |SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

UPDATE OmegaCA_Benchmark | SCHEMA L4 OMEGACAEVAPP OMEGACAEVDEV1 [SUCCESS AND FAILURE |Omega_CA_Bench_DB_Aud_Spc

RecNo = 22
[ v |4| E'Iz‘

The following are the properties of the Database Audit Specification Detail:

Field Name Field Description

Action Name Name of group or name of audit action

DB Name Name of the database

Class Description Description of action’s class

Active Server audit specification status, Active or Inactive
Object Schema Schema owner of the object

Object Name Name of the object

Principal Name Name of the database principal

Audited Result Audited result:
SUCCESS AND FAILURE
SUCCESS
FAILURE
DB Aud. Specification Name of the database audit specification to which the detail is bound

Enter the desired options and press the button Search on the right. The result will be listed in the Database Audit
Specification Details grid. Press the Refresh button to refresh them.
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5.8.1 Adding a new Database Audit Specification Detail — Action Group

To create a new database audit specification detail for action groups, in the form Database Audit Specification
Details, Database Audit Specification Details grid, press the button Add on the right, and click on the Action Group
menu. The form Add Database Audit Specification Detail — Action Group will open.

@ Add Database Audit Specification Detail - Action Graup @

Audit Operations | audit GOperations Log

| Add Database Audit Specification Detail - Action Group
Database |OmegaC.ﬁ._Benchmark j
Aud Specification |Omega_C."-\_Bench_DB_Aud_Spc j

| Add

|Search Options |

Ackion Group
baTaBASE| | [ search ]

|P.cti0n Groups |
[ Check all

DATABASE CHAMNGE GROLP
DATABASE_LOGOUT_GROUP
DATABASE_OBJECT _ACCESS_GROUP
DATABASE_OBIECT _CHAMGE _GROUP
v| DATABASE_OBIECT _OWNERSHIP_CHANGE_GROUP
v| DATABASE_OBIECT _PERMISSICN_CHAMGE_GROUP
DATABASE_OPERATION_GRCOUP
DATABASE_OWMNERSHIF _CHAMGE _GROURP
DATABASE_PERMISSION _CHAMGE _GROUP
v| DATABASE_PRINCIPAL_CHAMNGE_GROUP
DATABASE_PRINCIPAL_IMPERSCNATION_GROUP
v| DATABASE_ROLE_MEMBER _CHAMGE_GROUP
FAILED_DATABASE_AUTHEMTICATION_GRCOUP
SUCCESSFUL_DATABASE _AUTHEMTICATION _GROUP

Set the Database Name and Database Audit Specification. Search the action groups and check the ones to audit.
Press the button Add.

The command confirmations, or the error message when failure, are displayed at tab Audit Operations Log.

Note:

You cannot add a detail to an enabled database audit specification. Disable the later first!
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5.8.2 Adding a new Database Audit Specification Detail — Action on Database

To create a new database audit specification detail for actions on databases, in the form Database Audit
Specification Details, Database Audit Specification Details grid, press the button Add on the right, and click on the
Actions on Database menu. The form Add Database Audit Specification Detail — Action on Database will open.

@ Add Database Audit Specification Detail - Action on Database

=3

[Add Database Audit Specification Detail - Action on Database

J

Audt Operations | Audit Operations Log |

| Audit Operations

Database |OmegaCF\_Benchmark - |

Aud specification |Omega_CF\_Bench_DB_Aud_Spc LI
Action [upDaTE ~|

| it Principals |

Principal
| | [ Search ]

[ Check all

dbo
gueskt
INFORMATION_SCHEMA
sys

v OMEGACAEVDEYZ

v OMEGACAEVDEWL

v OMEGACAEVDEA

v OMEGACAEVAPP
db_owner
db_accessadmin

m

db_securityadmin
db_ddladmin
db_backupoperator

db_datareader

Set the Database Name, Database Audit Specification and the audited Action. Search the database principals and
check the ones to audit. Press the button Add.

The command confirmations, or the error message when failure, are displayed at tab Audit Operations Log.

Note:

Auditing the public principal means auditing all principals!
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5.8.3 Adding a new Database Audit Specification Detail — Action on Schema

To create a new database audit specification detail for actions on schemas, in the form Database Audit
Specification Details, Database Audit Specification Details grid, press the button Add on the right, and click on the
Actions on Schema menu. The form Add Database Audit Specification Detail — Action on Schema will open.

@ Add Database Audit Specification Detail - Action on Schema @
[ﬂdd Database Audit Specification Detail - Action on Schema

Audit Operations | Audit Operations Log m
| Audit Operations |

Database |OmegaC.°._Benchmark w7 |

Aud Specification |Omega_CP._Bench_DB_P.ud_Spc LI

Schema Name  [OMEGACAEVAPP ~|
Action [sERT ~|

|F'.udit Principals |

Principal
| | [ Search ]

[~ Check all

public -
dbo

guesk

INFORMATION _SCHEMA
sys

OMEGACAEYDEYE
OMEGACAEVDEY]
OMEGACAEYDEA
OMEGACAEVAPP
db_owner
db_accessadmin
db_securityadmin
db_ddladmin
db_backupoperator
db_datareader
db_datawriter
db_denvdatareader
db_denvdatawriter

m

Set the Database Name, Database Audit Specification, Schema Name and the audited Action. Search the database
principals and check the ones to audit. Press the button Add.

The command confirmations, or the error message when failure, are displayed at tab Audit Operations Log.
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5.8.4 Adding a new Database Audit Specification Detail — Action on Object

To create a new database audit specification detail for actions on objects, in the form Database Audit Specification
Details, Database Audit Specification Details grid, press the button Add on the right, and click on the Actions on
Object menu. The form Add Database Audit Specification Detail — Action on Object will open.

@ Add Database Audit Specification Detail - Action an Ohject @
[Add Database Audit Specification Detail - Action on Chject ]
Audit Operations | audic Operations Log
| Audit Operations ||P.udit Principals |

Database |OmegaCA_Benchmark v| Action |DELETE LI Principal
o | | [ Search ]
Aud Specification |Omega_Cn_Bench_DB_nud_Spc LI
[~ check al
[search Optons
JDlc
Object Schema * Object Type Ohject Mame dbo
[omEGaCaEvarr -] | | [ search ]| quest
INFORMATION_SCHEMA,
|Objects For Audit | sYs
v OMEGACAEWDEWZ
| Gl ] v OMEGACAEVDEW!
|x |l:lwner |l:lhiect Type |Dbiect Name | ¥ OMEGACAEYDBA
OMEGACAEYAPP
OMEGACAEVARP SOL_SCALAR_FUMCTION | F_VAL_EXPR_TEST db awner
V| | OMEGACAEYAPP USER_TAELE DEPT db:accessadmin
V| | OMEGACAEYAPP LISER._TAELE EMP db_securityadmin
db_ddladmin
OMEGACAEYARP WIEW W_EMP db_backupoperator
OMEGACAEVAPP SQL_STORED_PROCEDLUF|P_EMP_DEL gg_gatareader
_dakawriter
OMEGACAEYAPP SQL_STORED_PROCEDUFP_EMP_INS db_derdatarsader
OMEGACAEYAPP SQL_STORED_PROCEDURP_EMP_UPD db_denydatawriter
RechMo=7
R 4

Set the Database Name, Database Audit Specification, and the audited Action. Search the database objects and
check the ones to audit. Search the database principals and check the ones to audit. Press the button Add.

The command confirmations, or the error message when failure, are displayed at tab Audit Operations Log.

5.8.5 Deleting a Database Audit Specification Detail

To delete a database audit specification detail, select a database audit specification detail record in the form
Database Audit Specification Details, Database Audit Specification Details grid and press button Delete on the
right. If the delete dialog box is confirmed, the selected database audit specification detail will be deleted.

You will receive a confirmation, or the error message when failure.

Note:

You cannot delete the detail of an enabled database audit specification. Disable the later first!
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6 CHAPTER 6: Real-Time Protection DDL

6.1 How it works

The Real-Time Protection DDL module enforces security compliance and defense on structural changes into the
MS SQL server (change management). It operates on top of MS SQL Server DDL event trigger feature and
implements a special software protection layer that supersedes standard user DDL privileges. No users, including
privileged accounts and DBAs, can perform DDL actions on the Secured Areas without complying with the real-
time protection DDL policies.

DDL actions are evaluated against real-time protection DDL policies implementing Secured Areas to be audited
and protected. Secured Areas are defined as combinations of database name, schema, object type, object name
and DDL event (action) and represented at policy level. Authorization is mandatory; compliance is achieved if all
applying DDL policies are evaluated to TRUE. Optionally, if the Real-Time Protection Policy’'s Deny setting is
disabled, the DDL action will be rejected in real-time and not allowed to continue.

Optionally, if the Real-Time Protection DDL Policy’s Silent Deny setting is disabled, then the DDL action will be
rejected in real time and not allowed to continue.

Multi-factor user authorization permits logon only on successful combination of user & environment context
values, be those user, host, and terminal names, IP addresses, client identifier, program used, time and many
more.

Real-time protection DDL security events provide details on user's DDL activity into the system. A real-time
protection DDL security event is generated depending on the settings of the evaluated policies and results of
TRUE/FALSE. Evaluation of multiple policies by a DDL action generates one single real-time protection DDL
security event.

Protection

When the Real-Time Protection DDL policy has been set in non-Silent Mode, and the policy has been evaluated to
FALSE, the end user’s DDL action will fail will the message:

“DDL Policy non-compliance!”

6.2 Real-Time Protection DDL Guidelines

6.2.1 General Guidelines

In a properly developed environment, DDL (Data definition language) commands should be rare when comparing
with normal actions such a logons and data operation - selecting, inserting, updating, deleting, executing... and
so. Although full DDL audit can be performed, it is advisable even here to narrow the scope of the auditing to the
areas of interest.

Create Secured Areas mainly by Object Owner that can also be combined with one or more of Object Name,
Object Type and Action (Event) performed. For example you audit and protect all DDLs for a certain Schema or
for a certain Schema and all objects of type TABLE ... and so on.

Use the rules to authorize the Secured Area defined at policy level. Mind the DDL Body option to activate full
object’s original DDL body preservation in the field with the same name in the Security Events Trail.
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Area Reminder:

If Area is not defined the policy will not be evaluated!

Be aware of the evaluation cost of the Real-Time Protection policies by:

e Have a limited number of Real-Time Protection DDL, policies, especially when the User Appliance option is All
Users.
Enable the Use Cache option for all policies.
Disable the Debug Log option for all policies.

6.2.2 Silent Deny RTP DDL Policies

The RTP DDL Policy’s Silent Deny mode controls the protective action regarding the compliance of the DDLs being
executed on the Secured Area covered by the policy. The protective action is the rejection of the user’s DDL, but
when Silent Deny is enabled, the DDL will be allowed to execute, independently to the result of policies
evaluation.

The RTP DDL Policy’s Silent Deny mode is enabled by default on each new policy. Use the Silent Deny mode for
database DDL behavior discovery (retaining the audit capability), until you establish secured access paths for
DDLs affecting your defined Security Areas through your policies. Mind the MS SQL Server internal actions, mostly
via jobs, and those of application schemas or interfaces!

Normally the Real-Time Protection DDL Policy’s Silent Deny mode would be used only during the time of initial
setup or on emergency. Deactivate this option after you have properly configured Real-Time Protection DDL
through your policies, so that unauthorized DDLs are not allowed to continue!

The Silent Deny option is managed for each RTP DDL Policy, Silent Deny Checkbox in DDL Policy form.
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DATA

6.3 Real-Time Protection DDL Policies

Real-time protection DDL policies enforce and formalize security compliance policies on user’s DDL actions into the
database. To view the policies, in the Application’s main menu Audit Policies, tab RTP DDL click the menu button
Policies. This will open the Real-Time Protection DDL Policies form.

@ Real-Time Protection DDL Policies — O x
|Search Options |

Policy Name Policy Description Server Login Dt. Created From  Dt. Created To

| || | I Applies [15-09-2025 |[15-09-2025 | Active

Rule Name Rule Description Factor Name Operand 1 Operand 2 Area Factor Area Operand

Real-Time Protection DDL Policies

Policy ID_|Policy Name |Policy Description |Active|Audit Option  |Login Appliance|Rule Eval [Silent Deny|Use Cache|Debug Log|DDL Log|CMD Log|Dats
1|EV Application DDl |EV Application DDz w| |On Success/Failure |All Users Any True v v W 18-0¢
2|EV Security and Audit [EV Security and Audit| (| |On Success/Failure |All Users Any True v v W 18-0¢
3|EV Logins and Roles  |EV Logins and Roles v| |On Success/Failure |All Users Any True v v [ 18-
RecMo =3
Stat
b v [4] [»]

Search Options

e All search options are available as case-free and (optional) partial value.

e When Checkbox Applies is checked, the search will return all policies that apply for the login. The later must
be entered in full and is case-sensitive.

e Operand 1 will also search for the Operand’s value in IN/NOT IN Condition’s list.

The following are the properties of the RTP DDL policy:

Field Name Field Description
Policy ID Unique identifier of the policy
Policy Name Unique Name of the policy within the module.

Policy Description
Active

Description of the policy.
Policy Active or Inactive.

Audit Option Security Events generation. Available options:
Disabled No RTP-DDL Security Event is created.
On Failure RTP-DDL Security Event is created on a FALSE Policy.

Login Appliance

Rule Evaluation

On Success and Failure RTP-DDL Security Event is always created.
Policy appliance regarding server logins. Available options:

All Users Policy is applied to all logins.

Users Apply Policy is applied only to logins in the Logins Apply List.
Users Exclude Policy is not applied to logins in the Logins Exclude List.
Policy’s evaluation mode regarding rules. Available options:

Any True Policy is True when at least one rule is evaluated True.
All True Policy is True if all rules are evaluated True.
Formula User defined logical formula built on rules.
Formula Text of the policy’s logical formula built on rules.
Silent Deny Action rejected or silent when not authorized (Policy evaluates FALSE). Available options:
Checked Silent mode is enabled, user’s action is allowed to continue. This is the
default value in policy creation.
Unchecked non-Silent mode, user’s action is rejected, an error message indicating

non-authorization is raised.
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Use Cache Use of Policy Cache on evaluation. Available options:
Checked Cache is enabled for policy, recommended value and default on create.
Unchecked Cache is not enabled for policy, non-recommended value.
Debug Log A Debug Log is created when policy is evaluated. Available options:
Checked Debug log is enabled for policy, hon-recommended value.
Unchecked Debug log is not enabled for policy, recommended and default on create.
DDL Log Stores the source of the object (DDL body) before modification into the RTP-DDL Trail
record.
CMD Log Stores the DDL's SQL full text into the RTP-DDL Trail record.

Enter the desired options and press the button Search on the right. The result will be listed in the Real-Time
Protection DDL Policies grid. Press the Refresh button to refresh them.

6.3.1 Real-Time Protection DDL Policy Secured Area

Each real-time protection DDL policy defines its own Secured Area. It is displayed into the Real-Time Protection
DDL Policy form, Secured Area grid. The Secured Area is defined as a logical combination of least one (or more)
of the four Area Factors whose values are evaluated with eight different operators. During a DDL event, when the
policy is iterated, if the user’s DDL action falls inside the defined Secured Area, then the policy is evaluated for
compliance. Otherwise the policy will be skipped and not evaluated.

[Gecured Area |

[Refresh ][ Add ][ Open ] [ Delete ]

|Area Factor |Opr.Co-de |{)perand |
DE Name = OmegaCA_Benchmark

Object Schemz| = OMEGACAEVAPP

The four Area Factors are:
Database Name Secured area’s database
Object Owner Secured area’s object owner.

Object Type Secured area’s object type. For example:
TABLE, FUNCTION, INDEX, PROCEDURE ...

Object Name Secured area’s object name.

Action (Event) Secured area’s DDL action (event). One of the following:
CREATE_TABLE, CREATE_INDEX, CREATE_PROCEDURE, GRANT_DATABASE, DENY_DATABASE,
REVOKE_DATABASE, LOGIN, ROLE ALTER_DATABASE_AUDIT_SPECIFICATION ...
The Secured Area is managed after the creation of the policy.
Note:
The Diesis # character is internally used by Omega Core Audit as the value separator in the case of IN and NOT
IN operands! Use only the Diesis # character to separate values and do not use it as part of any value, or as a

closing mark. To satisfy possible long IN/NOT IN lists, operand’s maximum length has been set to 2200
characters.

Manage them with the buttons on top of the factors grid
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6.3.2 Adding a new Real-Time Protection DDL Policy

To create a new real-time protection DDL policy, in the form Real-Time Protection DDL Policies, Real-Time
Protection DDL Policies grid, press the button Add on the right. The form Add Real-Time Protection DDL Policy will
open.

@ Add Real-Time Protection DDL Pelicy X
[Add Real-Time Protection DDL Policy ]
Policy Name Application DDLs
Policy Description Application DOLs

Audit Option |On Success/Failure LI User Appliance |.~5.II Users LI
Rule Evaluation |AII True LI [ DDLlog [v CMDLog

Set the required fields and press the button Add. You will receive a confirmation, or the error message when
failure. The new policy will be created with an Inactive status. You can change that later, after adding the rules.

6.3.3 Opening/modifying a Real-Time Protection DDL Policy

To open a real-time protection DDL policy in full details for viewing and modification, select a policy record in the
form Real-Time Protection DDL Policies, Real-Time Protection DDL Policies grid and press the button Open on the
right. The form Real-Time Protection DDL Policy will open.

55: Real-Time Protection DDL Policy X

[ReaI-T\me Protection DDL Policy

Policy Name [Ev Application DDis | Audit Option On Success/Failure -] _—

Policy Description [ EV Application DDIs Login Appliance  [all Users -

Rule Evaluation Del. Cache
5] d A
[E=ctred s ‘ I~ DDL Log ¥ VD Log

[Refresh] [_add_| [ open | [ Delete ] ¢ Silent Deny

|Area Factor |0pr. Code ‘Dperand |

¥ Use Cache [~ Debug Leg

DB Mame = OmegaCA_Benchmark
Object Schemz| = OMEGACAEVAPP Formula
‘ | lFormnla]
‘Pohcy Rules |
[Rule 1D Rule Name: Rule Description [ Active [cond Eval. [Date Created  [user Created |
1|Developer 1DDL Developer 1DDL vl Al True 18-09-2025 19:05:10 |sa -
2|Developer 2DDL Developer 2 DDL v Al True 18-09-2025 1%:05:10 |sa m
RecMo =2

Dt.Upd. [18-09-2025 18:10:29 | User Upd. [OMEGACAADM | Dt. Created [1809-2025 19:05:10 | User Created

To update any policy changes press the button Save. You will receive a confirmation, or the error message when
failure.

In the left part of the form you will see the Secure Area. Press the Refresh and Delete respective buttons to
refresh data and delete the selected Area Factor. Press the Add and Open buttons to open respective forms for
adding and modifying Area Factors. The “U” checkboxes stand for uppercase operand values.

Press the button Del. Cache to manually clear the real-time protection DDL cache for this policy. Press the button

Formula to open the policy’s formula editor form. Press the button Users to open the user appliance/exclusion
form.
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6.3.4 Deleting a Real-Time Protection DDL Policy

To delete a real-time protection DDL policy, select a policy record in the form Real-Time Protection DDL Policies,
Real-Time Protection DDL Policies grid and press the button Delete on the right. If the delete dialog box is
confirmed, the selected policy will be deleted together with its cache, rules, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.3.5 Copying a Real-Time Protection DDL Policy

To copy a real-time protection DDL policy, select a policy record in the form Real-Time Protection DDL Policies,
Real-Time Protection DDL Policies grid and press the button Copy on the right. The form Copy Real-Time
Protection DDL Policy will open.

& Copy Real-Time Protection DDL Policy @
[Copy Real-Time Protection DDL Policy ]

Policy Name |E\n' Application DDls |

Copy
Policy Description ‘ EV Application DDls ‘ T
New Policy MName |Applicah’0n DDls |

Mew Policy Description

Application DDIs| ‘ -

Set the required fields and press the button Copy.

You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

6.3.6 Real-Time Protection DDL Policy Status

To change a real-time protection DDL policy status, select a policy record in the form Real-Time Protection DDL
Policies, Real-Time Protection DDL Policies grid and press the button Status below on the right. If the change
status dialog box is confirmed, the current policy status will be reversed from its current setting. Policy must have
at least one active rule for its status to be set as Active. If the policy Audit Option is other then All Users,
respective Apply and Exclude lists must have at least one entry.
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6.4

Real-Time Protection DDL Rules

Real-time protection DDL Rules are defined under policies. To view the real-time protection DDL rules for the
selected policy open the form Real-Time Protection DDL Policy. The rules bounded to the policy will be listed in

the Policy Rules grid.

|PD|iE'5|' Rules
|Rule 1D |Ru|e Hame Rule Description | Active |Cc|-nd Eval. |Date Created User Created | Refresh
1|Developer 1 DOL Developer 1 DOL v Al True 18-09-2025 19:05:10 |sa
2|Developer 2 DOL Developer 2 DOL v Al True 18-09-2025 15:05:10 |sa E
Open
Delete
RecMo =2
oo 3 Status

The following are the properties of the RTP DDL rule:

Field Name

Rule ID

Rule Name

Rule Description
Active

Condition Evaluation

Formula

Field Description

Unique identifier of the rule.
Name of the rule.

Description of the rule.

Rule status, Active or Inactive.

Rule evaluation mode regarding conditions. Available options:

Any True Rule is True when at least one condition is evaluated True.
All True Rule is True if all conditions are evaluated True.
Formula User defined logical formula built on rules.

Text of the rule’s logical formula built on conditions.

Press the Refresh button to refresh them.

6.4.1 Adding a new Real-Time Protection DDL Rule

To create a new real-time protection DDL rule for the selected policy, in the form Real-Time Protection DDL
Policy, Policy Rules grid, press the button Add on the right. Form Add Real-Time Protection DDL Rule will open.

(=l

| Add
|
Developer 1 DDL | *

All True -

@ Add Real-Time Protection DDL Rule
[Add Real-Time Protection DDL Rule

Policy Name |E1.|' Application DDls

Rule Name: |Devel0per 10DL

Rule Description

Cond. Evaluation

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new rule will be created with an Inactive
status. You can change that later, after adding the conditions.
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6.4.2 Opening/modifying a Real-Time Protection DDL Rule

To open a real-time protection DDL rule in full details for viewing and modification, select a rule record in the
Real-Time Protection DDL Policy, Policy Rules grid and press the button Open on the right. The form Real-Time

Protection DDL Rule will open.

@ Real-Time Protection DDL Rule x
[ReaI-Tlme Protection DDL Rule ]
Policy Name | Cond Evaluation  [all True vI v
Rule Name [peveloper 2 D01 |
Rule Description Developer 2 DOL |Fnrmula | [ ]
Formula
‘ Rule Conditions |
[condition b [active|[cond Eval[Factor Name[opr. symbol| d1 _ [operand 2|Min. Trust Level Date Creal
3| W |Operand Login Mame = OMEGACAEVDEV2 Undefined 18-09-2025
4| v |Operand |ClientIP = 192.168.20.152 Undefined 18-09-2025

RecMo =2
— =]

LN )

Dt Upd. [18-09-2025 19:10:25 | UserUpd. [OMEGACAADM | Dt Created [18-09-2025 19:05:10 | User Created

To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Formula to open the rule’s formula editor form based on conditions.

6.4.3 Deleting a Real-Time Protection DDL Rule

To delete a real-time protection DDL rule, select a rule record in the form Real-Time Protection DDL Policy, Policy
Rules grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be
deleted together with its policy cache, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.4.4 Real-Time Protection DDL Rule Status

To change a real-time protection DDL rule status, select a rule record in the form Real-Time Protection DDL
Policy, Policy Rules grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current rule status will be reversed from its current setting. Rule must have at least one active

condition for its status to be set as Active.
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6.5 Real-Time Protection DDL Conditions

Real-time protection DDL conditions are defined under policy rules. To view the RTP DDL conditions for the
selected rule open the form Real-Time Protection DDL Rule. The conditions bounded to the rule will be listed in
the Rule Conditions grid.

| Rule Conditions |

|Cond'rtion 1D|Active|€ond Eval|Factor Name |Opr. Symbol| Operand 1 Operand 2|Min. Trust Level|Date Creal
3| I |Operand |Login Name = OMEGACAEVDEV2 Undefined 18-09-2025
4| |w |Operand |ClientIP = 192, 168.20.152 Undefined 18-09-2025

RecMo =2
o [ [ =]

The following are the properties of the RTP DDL condition:

Field Name Field Description
Condition ID Unique identifier of the condition.
Active Condition status, Active or Inactive.
Condition Evaluation | Condition evaluation mode regarding factor. Available options:
Operand Condition is evaluated by comparing the retrieved value of the
factor with the operand's value.
Trust level Condition is evaluated by comparing the retrieved value of the

factor with the pre-declared Factor's trust level values.
Validate Expression Condition is evaluated as a result of a user-defined database
function returning a Boolean result.

Factor Factor being evaluated.

Operation Symbol Code the operation type applied to the evaluation of the Factor's retrieved value.
Operand 1 Value of the first operand.

Operand 2 Value of the second operand.

Minimal Trust Level Minimal required trust level.

Press the Refresh button to refresh them.

6.5.1 Adding a new Real-Time Protection DDL Condition

To create a new real-time protection DDL condition, in the form Real-Time Protection DDL Rule, Rule Conditions
grid, press the button Add on the right. The form “Add Real-Time Protection DDL Condition” will open.

% Add Real-Time Protection DDL Condition ==

[Add Real-Time Protection DDL Condition ]

Rule Name [peveloper 2001 ]
7 @ctivel

Factor Client Identifier 2
5on |

 TrustLevel " Validate Expression ‘

-] Operand 1 \appusen |
|

Set the required fields and press the button Add.
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You will receive a confirmation, or the error message when failure. Choosing the condition evaluation mode
through the radio-boxes opens respective input fields. The new condition’s status can be set on creation, except
when condition evaluation Operand and operation code [not] IN that are created as Inactive.

6.5.2 Opening/modifying a Real-Time Protection DDL Condition

To open a real-time protection DDL condition in full details for viewing and modification, select a condition record
in the form Real-Time Protection DDL Rule, Rule Conditions grid and press the button Open on the right. The
form “Real-Time Protection DDL Condition” will open.

& Real-Time Protection DDL Condition @
[ReaI-T\me Protection DDL Condition ]
Rule Mame |Developer 20DL |
Condition Code [oogooo4 Factor  |session User -~
|Condiﬁon Evaluation ‘
Condition Evaluation
@ Operand Trust Level Validate Expression
Operand
Operation Code |= LI Operand 1 |OMEGACAEVDEV2 |
Operand List Operand 2 | ‘
Dt. Created 07-05-2020 20:24:57 User Crested 5Y5

To update any condition changes press the button Save. You will receive a confirmation, or the error message
when failure.

Press the Operand List button to set Operand list when condition evaluation of type Operand and Operation Code
[not] IN.

6.5.3 Deleting a Real-Time Protection DDL Condition

To delete a real-time protection DDL condition, select a condition record in the form Real-Time Protection DDL
Rule, Rules Conditions grid and press the button Delete on the right. If the delete dialog box is confirmed, the
selected condition will be deleted together with its policy cache, and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.5.4 Real-Time Protection DDL Condition Status

To change a real-time protection DDL condition status, select a condition record in the form Real-Time Protection
DDL Rule, Rules Conditions grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current condition status will be reversed from its current setting. If condition evaluation is of type
Operand and Operation Code is [not] IN, then the condition must have at least one active IN list record for its
status to be set as Active.
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7 CHAPTER 7: Security Management
The Security module shows basic security on principals and permissions for server and databases.

7.1 Server Security

7.1.1 Server Principals

To view the server principals, in the Application’s main menu Security, tab Server click the menu button Server
Principals. This will open the Server Principals form.

ﬁ Server Principals

66

|Search Options

F.ole Principal

Server Principals

Principal Hame

Principal Id | Principal Type

##MS_AgentSigningCertificate #%

##M5_PolicyEventProcessinglogins #
##MS_PolicySigningCertificate ##
##MS_PolicyTsglExecutionLogin#
##MS_SmoExtendedSigningCertificate##
##MS_SQLAuthenticatorCertificate #%
##M5_SQLReplicationSigningCertificate
##MS_SQLResourceSigningCertificate #

bulkadrmin
dbereator

DESKTOP-KQ00 20K \Administra tor

105 |CERTIFICATE_MAPPED_LOGIN
257 |SQL_LOGIMN
106 | CERTIFICATE_MAPPED_LOGIN
103 | CERTIFICATE_MAPPED_LOGIN
# 102 |CERTIFICATE_MAFPED_LOGIN
101 |CERTIFICATE_MAPPED_LOGIN
10 |SERVER_ROLE
9 |5ERVER_ROLE
259 |WINDOWS_LOGIN

I |

diskadmin 8|SERVER_ROLE

NT AUTHORITY\SYSTEM 263 |WINDOWS_LOGIN

NT Service \MSSQLSERVER 262 |WINDOWS_LOGIN
L | T

Is Disabled|Create Date

24-09-20 121:58
24-09-2019 14:21:53
24-09-2019 14:21:16
24-09-2019 14:21:53
24-09-2019 14:21:16
24-09-2019 14:21:16
24-09-2019 14:21:16
24-09-2019 14:21:16
13-04-2009 12:59:06
13-04-2009 12:59:06
29-01-2025 00:45:18
13-04-2009 12:59:06
29-01-2025 00:45: 18
29-01-2025 00:45:18

29-01-2025 00:45:21
24-09-2019 14:21:16
29-01-2025 00:45:21
24-08-2019 14:21:16
2409-2019 14:21:16
24-09-2019 14:21:16
24-05-2019 14:21:16
13-04-2009 12:59:06
13-04-2008 12:59:06
29-01-2025 00:45:18
13-04-2009 12:59:06
29-01-2025 00:45: 18
29-01-2025 00:45:18

The following are the properties of the server principals:

Field Name Field Description

Principal Name

Name of the principal

Principal Id Numeric ID of the principal

Principal Type Type of the principal

Is Disabled Disabled status of the principal

Create Date Date creation of the principal

Modify Date Date last modify of the principal

Is Fixed Role if the principal is a built-in server role with fixed permissions

Press the Refresh button to refresh them.
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7.1.2 Server Permissions

To view the server permissions, in the Application’s main menu Security, tab Server click the menu button Server
Permissions. This will open the Server Permissions form.

* Server Permissions E@
|Search COptions |
Permission Principal Marne
| i )
[SBI’VEI’ Parmissions ]
|Elass Permission |5tate |Principal Name |Principal Type |
SERVER ADMINISTER. BULKE OPERATIONS |DEMY |OMEGACA_ADMIN SERVER_ROLE
SERVER ALTER ANY AVAILABILITY GROUP |GRANT |NT AUTHORITYSYSTEM WINDOWS_LOEIM
SERVER ALTER AMY AVAILABILITY GROUP |DEMY | OMEGACZA_ADMIN SERVER_ROLE
SERVER ALTER AMY CONMECTION DEMY | OMEGACA_ADMIN SERVER_ROLE
SERVER ALTER AMY CREDEMTIAL DEMY | OMEGAZA_ADMIN SERVER_ROLE
SERVER ALTER AMY EMDPOINT DEMY | OMEGACA_ADMIN SERVER_ROLE
SERVER ALTER AMY EYENT NOTIFICATION DEMY |OMEGACA_ADMIN SERVER_ROLE
SERVER ALTER AMY EVEMT SESSION GRANT |NT SERVICEVSQLTELEMETRY WINDWS_LiOiEIM
SERVER ALTER AMY EWENT SESSION DEMY | OMEGACA_ADMIN SERVER_ROLE
SERVER ALTER AMY LIMKED SERVER DEMY | OMESAZA_ADMIN SERVER_ROLE
SERVER ALTER ANY SERWER. ROLE DEMY | OMEGAZA_ADMIN SERVER_ROLE
SERVER ALTER RESOURCES DEMY | OMEGACA_ADMIN SERVER_ROLE
SERVER ALTER SETTINGS DEMY | OMEGAZA_ADMIN SERVER_ROLE
Rec Mo = 60 E‘
o T

The following are the properties of the server permissions:

Field Name Field Description
Class Permission class
Permission Permission name
State Permission state. Options:
DENY
REVOKE
GRANT
GRANT_WITH_GRANT_OPTION
Principal Name Principal grantee nhame

Principal Type Principal grantee type

Press the Refresh button to refresh them.
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7.1.3 Server Roles Permissions

To view the server role permissions, in the Application’s main menu Security, tab Server click the menu button
Server Role Permissions. This will open the Server Role Permissions form.

$ Server Role Permissions E'@
|Search Cptions |
Fole Principal Member Principal
[ I |
[Ser\rer Role Permissions ]
|Ro|e Principal |Member Principal |Member Type |
OMEGACH_ADMIN COMEGACALBDM SQL_LOGIN
OMEGACA_SECAMALYST |OMEGACASA SGL_LOGIN
sysadmin DESKTOP-KQO0ZOK \ Administrator |WINDOWS_LOGIN
sysadmin MT ServicelMSS0OLSERYER WINDOWS _LOGIN
sysadmin MT SERVICE\SQLSERVERAGENT  |WINDOWS _LOGIN
sysadmin MT SERWICE!SOLYriber WINDOWS_LOGIN
sysadmin MT SERWICE)Winmgmt SIMDOWS_LOGIN
sysadmin OMEGACA SOL_LOGIN
sysadmin COMEGACAEYDEA SQL_LOGIN
sysadmin sa SQL_LOGIN
Rec Mo =10
L T

The following are the properties of the server role permissions:

Field Name Field Description
Role Principal Role Principal granted
Member Principal Principal grantee
Member Type Principal grantee type

Press the Refresh button to refresh them.
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7.2 Database Security

7.2.1 Database Principals

To view the database principals, in the Application’s main menu Security, tab Database click the menu button
Database Principals. This will open the Database Principals form.

69

@ Database Principals E@
|Search Options |

Database DB Prindpal

|OmegaCA_Benchmark LI | |
[Database Principals ]
|Principa| Name |DB Name Principal Id | Principal Type |Create Date |I‘-'I<xiifv Date Is Fixed Role |Authentication Tvpe| IZ‘
guest OmegaCA_Benchmark 2|S0QL_USER 08-04-2003 09:10:42 |08-04-2003 09:10:42 MOME

INFORMATION_SCHEMA |OmegaCA_Benchmark 3|SQL_USER 13-04-2009 12:59:11 | 13-04-2009 12:59:11 MNOME —

5Y5 OmegaCA_Benchmark 4|50QL_USER 13-04-2009 12:59:11 | 13-04-2009 12:59:11 MNOMNE

OMEGACAEVDEV2 OmegaCA_Benchmark 5/5QL_USER 02-09-2025 23:32:31 |02-09-2025 23:32:31 INSTANCE
OMEGACAEVDEV1 OmegaCA_Benchmark 5|50L_USER 02-09-2025 23:32:31 |02-09-2025 23:32:31 INSTANCE
QOMEGACAEVDBA OmegaCA_Benchmark 7|5QL_USER 02-09-2025 23:32:31 |02-09-2025 23:32:31 INSTANCE
OMEGACAEVAPP OmegaCA_Benchmark 8|5QL_USER 02-09-2025 23:32:31 |02-09-2025 23:32:31 INSTANCE
db_owner OmegaCA_Benchmark 16354 DATABASE_ROLE |03-04-2003 09:10:42 | 13-04-2009 12:59:14 Ld MNOME
db_accessadmin OmegaCA_Benchmark 16385 |DATABASE_ROLE |08-04-2003 09:10:42 | 13-04-2009 12:59:14 v MOMNE
db_securityadmin OmegaCA_Benchmark 1635856 DATABASE_ROLE |03-04-2003 09:10:42 | 13-04-2009 12:59:14 v MNOME
db_ddladmin OmegaCA_Benchmark 16387 DATABASE_ROLE |08-04-2003 09:10:42 | 13-04-2009 12:59:14 Ld MNOMNE
db_backupoperator OmegaCA_Benchmark 16389 |DATABASE_ROLE |08-04-2003 09:10:42 | 13-04-2009 12:59:14 v MOME
db_datareader OmegaCA_Benchmark 16390 DATABASE_ROLE |08-04-2003 09:10:42 | 13-04-2009 12:59:14 v MNOME o
db_datawriter OmegaCA_Benchmark 16391 DATABASE_ROLE |03-04-2003 09:10:42 | 13-04-2009 12:59:14 Ld MNOMNE

L T lz‘

The following are the properties of the database principals:

Field Name
Principal Name

DB Name

Principal Id
Principal Type
Create Date

Modify Date

Is Fixed Role
Authentication Type

Press the Refresh button to refresh them.

Field Description

Name of the principal

Name of the database

Numeric ID of the principal

Type of the principal

Date creation of the principal

Date last modify of the principal

if the principal is a built-in database role
Description of the authentication type
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7.2.2 Database Permissions

To view the database permissions, in the Application’s main menu Security, tab Database click the menu button
Database Permissions. This will open the Database Permissions form.

ﬁ Database Permissions

[E=8 IR ™3

|Search Options

Database Permission

Class Description

Principal Name

|OmegaCA_Benchmark LI |

Object Schema Name Object Name

[Database Permissions

]

|Class ‘rc. issH

|DB Hame [object sch

[object name

DATABASE CREATE PROCEDURE
DATABASE CREATE VIEW
OBJECT_OR _COLUMM |SELECT
OBJECT_OR_COLUMN |SELECT
OBJECT_OR._COLUMN |SELECT
OBJECT_OR._COLUMN |SELECT
OBJECT_OR _COLUMM |SELECT
OBJECT_OR_COLUMN |SELECT
OBJECT_OR._COLUMN |SELECT
OBJECT_OR._COLUMN |SELECT
OBJECT_OR_COLUMM |SELECT

OmegaCA_Benchmark

OmegaCA_Benchmark

OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys
OmegaCA_Benchmark |sys

OmegaCA_Benchmark
OmegaCA_Benchmark

external_table_columns GRANT |public
external_languages GRANT | public
external_language_files GRANT | public
pdw_materialized_view_column_distribution_properties | GRANT |public
pdw_materialized_view_distribution_properties GRANT |public
pdw_materialized_view_mappings GRANT |public
sql_feature_restrictions GRANT | public
external_library_setup_errors GRANT | public
external_libraries_installed GRANT |public

OBJECT_OR_COLUMN |SELECT

RecMNo = 218

LN | T

OmegaCA_Benchmark |sys

sensitivity_dassifications GRANT |public

DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE
DATABASE_ROLE

|5tate |FrincipaIName |PrincipaIType | |Z|
GRANT |OMEGACAEVAPP |SQL_USER
GRANT |OMEGACAEVAPP |SQL_USER

O

The following are the properties of the database permissions:

Field Name
Class
Permission

DB Name
Object Schema
Object Name
State

Principal Name
Principal Type

Press the Refresh button to refresh them.

Field Description
Permission class

Permission name

Name of the database
Object schema owner name
Object name

Permission state. Options:
DENY

REVOKE

GRANT
GRANT_WITH_GRANT_OPTION
Principal grantee name
Principal grantee type
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7.2.3 Database Roles Permissions

To view the database role permissions, in the Application’s main menu Security, tab Database click the menu
button Database Role Permissions. This will open the Database Role Permissions form.

$ Database Role Permissions

[E=N Eon ==

|Search Options

Database Role Principal

Member Principal

|OmegaCA_Benchmark LI |

|
Search

[Database Role Permissions

|

|Ro|e Principa|| DB Name

| Member Principall Member Type

db_owner OmegaCA_Benchmark |dbo

db_owner

Recho =2
L

OmegaCA_Benchmark | OMEGACAEVDBA

SQL_USER
SQL_USER

The following are the properties of the database role permissions:

Field Name

Role Principal

DB Name
Member Principal
Member Type

Press the Refresh button to refresh them.

Field Description
Role Principal granted
Name of the database
Principal grantee
Principal grantee type
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8 CHAPTER 8: System Administration

The System Administration module handles the management of core system functionalities and module
availability, enabling the Omega Core Audit administrators to easily and quickly complete their tasks.

The managed functionalities are:

Main system modules and components.
Omega Core Audit users and roles.

System factors.

Database jobs, both Scheduler and Classic.

8.1 System Components

To view the main system components, in the main menu Administration, tab System Components click the menu

button System Components. This will open the form System Components.

@& System Components

[System Components

|System Components Availability ||Syshem Components Details
|5v5tem Component |5tatus | Refresh Access Control | standard Audit | RTP DDL | DB Audit Trails Collect
Access Control (&) Enabled
: 3 R
Standart Audit (&) Enabled I3 e res
- - Object Id: 564197060
Real Time Protection DOL (&2) Enabled
- - . Parent Class: 100 Disable
DB Audit Trails Collect @ Enabled Parent Class Desc: SERVER
SQL Server Agent (&2) Enabled Parent Id: o
Type: TR
Type Desc: SQL_TRIGGER
Create Date: 18-09-2025 18:16:30
Modify Date: 18-09-2025 19:05:31 Silent—
Rec Mo & M5 Shipped: O [ Silent
Status: (&@) Enabled
T @

|DB Audit Trails Collect - Job Logs

DB Audit Trails Collect

Drag a column header here to group by that column E
Tinstance Id |Step Name Message Run Status|Run Date |Run Time |Run Duration |Ret Time Interval
17011 Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185500 f* Last 100

17009 |Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185801

17007 |Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185700
17005 |Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185600
17003 Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185500
17001 |Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT, The step succeeded, 1| 20250923 185401
16999 Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185300
16997 |Omega CA Trans Step 1 |Executed as user: NT SERVICE\SQLSERVERAGENT. The step succeeded. 1| 20250923 185200
Rec Mo = 50
[ A T | 1 |

" Last 1000

" Al

=R =R =R R ]

o

Core modules and components availability is displayed in the System Components Availability grid.

The main Omega Core Audit system components and functionalities managed in this form are:
1. Access Control - Access Control module.
2. Standard Audit - MS SQL server audits availability.
3. Real Time Protection DDL - Real Time Protection DDL module.
4. DB Audit Trails Collect Job - Audit events collection job from OS dir to Repository.
5. SQL Server Agent - monitored only; not managed.

Press the Refresh button to refresh all of them.
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Use buttons Enable / Disable to respectively enable or disable:

Access Control
Standard Audit
Real Time Protection DDL
DB Audit Trails Collect Job

- Access control module.

- MS SQL Server Audits.

- Real Time Protection DDL module.
- Audit events collection job.

Detailed specific information for each of the above is presented in the respective tabs of the tab group System
Components Details. Double click each record of System Components Availability grid to focus on the respective

tab.

8.1.1 Access Control

To view and manage the Access Control module, in the form System Components, multiple tab group System
Components Details, choose tab Access Control.

Access Control | Standard Audit | RTP DDL | DB Audit Trails Collect

O

Name: OMEGACA_ACC
Object Id: 564197060

Parent Class: 100

Parent Class Desc: SERVER

Parent Id: 0

Type: TR

Type Desc: SOL_TRIGGER
Create Date: 18-09-2025 18:16:30
Modify Date: 13-09-2025 19:05:31
M5 Shipped:

Status: (&) Enabled

Refresh

Disable

—Silen
v Silent

¢]e*

In this Card View on the left you can see the details of the OMEGACA_ACC server-level FOR LOGON trigger that

implements the Access Control module.

Start and stop the module with the Enable / Disable buttons. Press the Refresh button to refresh module’s details.

Silent Access Control

The Silent mode of the Access Control module is managed in the group box Silent, which controls the setting of
the system parameter “Silent Access Control”. Check to enable the Silent Mode, uncheck to disable and run in
non-Silent mode! Press the button “Set” to make changes effective! This feature is by default Silent on Omega

Core Audit install.

8.1.2 Standard Audit

To view and manage the Standard Audit, in the form System Components, multiple tab group System
Components Details, choose tab Standard Audit.
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Access Control Standard Audit | RTP DDL | DB Audit Trails Collect

AuditId Name Create Date Type Desc  On Failure Desc Is State Enabled
65537 | MS_aAud 16-10-2024 20:02:59 |FILE CONTINUE
£5540 |M5_Aud_02 28-03-2025 17:57:16 |FILE CONTINUE
55541 | Anexcanap_Srv_Au| 18-07-2025 18:34:01 |FILE CONTINUE
65546 | Omega_CA_Srv_Au | 18-09-2025 18:16:24 [FILE CONTINUE
65547 | Omega_CA_Bench_| 18-09-2025 19:04:29 |FILE CONTINUE

Reclio 5

In this Card View on the left you can see the details of all available FILE-based Server Audits.

Press the Disable button to disable all server audits.
Press the Enable button to enable all server audits.

Press the Refresh button to refresh module’s details.

8.1.3 Real Time Protection DDL

To view and manage the Real Time Protection DDL module, in the form System Components, multiple tab group
System Components Details, choose tab RTP DDL.

Access Control | Standard Audit RTP DDL | DB Audit Trails Collect

Name: OMEGACA_RTP_DOL
Object Id: 580197117

Parent Class: 100
Parent Class Desc: SERVER

Parent Id: ]
Type: TR

Type Desc: SQL_TRIGGER

Create Date: 18-09-2025 18:16:30

Modify Date: 13-09-2025 19:05:31

M5 Shipped: 1

Status: (&) Enabled

In this Card View on the left you can see the details of the OMEGACA_RTP_DDL server-level FOR DDL_EVENTS
trigger that implements the Real-Time Protection DDL module.

Start and stop the module with the Enable / Disable buttons. Press the Refresh button to refresh module’s details.

8.1.4 DB Audit Trails Collect

The DB Audit Trails Collect Job reads audit events from the OS files and loads them to the Omega Core repository
table.

To view and manage the DB Audit Trails Collect Job, in the form System Components, multiple tab group System
Components Details, choose tab DB Audit Trails Collect.
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Access Control | Standard Audit | RTP DDL DB Audit Trails Collect
Name: OMEGACA_TRAMS ’_Ma:(l Rows
Job Id: {C927ADB2-9E5F-4C56-990 3-64047B25CF 36}
Originating Server Id: 0 Last Audit l Disable
Description: OMEGA Core Audit Trans Job |2|Z|25-E|9-23 16:11:41.0750603 |
Category Id: i
Owner Sid: 01| Server Audit Path
Date Created: 18-09-2025 18:16:30 |C: \MS_Sq_Server_Audit\® |
Date Modified: 18-09-2025 19:05:32
Version Humber: 5
Status: (&7) Enabled
MS S0L Server Agent Status

In the Card View on the left you can see the details of the Scheduler Job OMEGACA_TRANS that implements the
DB Audit Trails Collect job functionality.
Use the Enable / Disable buttons to start and stop the DB Audit Trails Collect job.
Press the Refresh button to refresh module’s details.

Job Elements:

Name

Max. Rows

Last Audit

Server Audit Path

Important Notes:

Description
Maximum number of events to retrieve in a job run. 0 for all events available.
UTC Date and time of the last event retrieved

OS Path on which Omega Core Audit reads the FILE-based audit events

1. All Server Audits from which you want to collect events must have their File Path to this directory.
2. You must put an asterisk (*) after the last anti-slash of the fully qualified path of OS audit folder.
3. Press the Set button to save the configuration of Max Rows and Server Audit Path

Job Run Interval Hint:

The job’s run interval is set to 60 seconds by default on install. You can change it via the SSMS (SQL Server

management Studio).

8.1.5 DB Audit Trails Collect Job logs

In the lower tab Collection Schedule Job Details you can see the execution logs of the Scheduler Job
OMEGACA_TRANS in the DB Audit Trails Collect — Job Logs tab, bottom of the form.

|DB Audit Trails Collect - Job Logs

DB &udit Trails Collect

Drag a column header here to group by that column

Tinstance Id|Step Name Message

Run Status|Run Date|Run Time |Run Duration|Retries Jl\t|:em|;vted|5eE

17011 |Omega CA Trans Step 1 |[Executed as user:
17009 |Omega CA Trans Step 1 |[Executed as user:
17007 |Omega CA Trans Step 1 |[Executed as user:
17005 |Omega CA Trans Step 1 |[Executed as user:
17003 |Omega CA Trans Step 1 |Executed as user:
17001 |Omega CA Trans Step 1 |[Executed as user:
16999 | Omega CA Trans Step 1 |Executed as user:
16997 |Omega CA Trans Step 1 |[Executed as user:

Rec Mo = 50

LN ¥ T

NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.
NT SERVICE\SQLSERVERAGENT. The step succeeded.

20250923
20250923
20250923
20250923
20250923
20250923
20250923
20250923

185900 0
185801
185700
185600
185500
185401
185300
185200

0|UB
0|UB
0[UB
0|UB
0|uB
0|UB
0[UB
0|UB

olo|ooo|lw o

[«]

| g

Time Interval
{+ Last 100
" Last 1000
Al

Press the Refresh button to retrieve job logs defined by the selected time interval into the Time Interval radio box
group. Switching the Time Interval will reload data with the selected time range.

DATAPLUS



fe=mt DATAPLUS Omega Core Audit for MS SQL Server - User’s Guide - 1.0.0

8.2 Omega Core Audit Accounts and Roles

8.2.1 Omega Core Audit Accounts

To view the Omega Core Audit accounts, in the main menu Administration, Omega CA Users & Roles group click
the menu button Omega CA Accounts. This will open the form Omega CA Accounts.

@ Omega Core Audit Accounts — X
(0mega Core Audit Accounts |
[DB Principal Name | (Refresh]
OMEGACAADM
OMEGACASA
ReclMo =2
bowow v

|Omega Core Audit Account Roles ‘

‘ Role Name Role Description |
OMEGACA_ADMIN Administrator

ReclMo = 1

The result will be listed in the Omega Core Audit Accounts Grid in the upper part of the form. Omega Core Audit
accounts are MS SQL logins which have been granted at least one Omega Core Audit MS SQL server role.

For each record selected you can see its assigned Omega Core Audit roles in the Granted Omega Core Audit Roles
tab in the lower Grid of the form.

Press the Refresh button to refresh both datasets.

8.2.2 Omega Core Audit Roles

To view the Omega Core Audit roles, in the main menu Administration, Omega CA Users & Roles group click the
menu button Omega CA Roles. This will open the form Omega CA Roles.

@ Omega Core Audit Roles - *
[Omega Core Audit Roles ]
[Role Hame |Role Description | (Refresh)
OMEGACA_ADMIN Administrator

OMEGACA_SECAMALYST  |Security Analyst

RecNo =2

L T

The Omega Core Audit roles are:

o OMEGACA_ADMIN Administrator, full functionalities.
e OMEGACA_SECANALYST  Security Analyst, overall (read-only) monitoring.
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8.3 System Factors

To view the Omega Core Audit system factors, in the main menu Administration, Miscellaneous group click the
menu button System Factors. This will open the form System Factors. The result will be listed in the System
Factors grid in the upper part of the form.

@ System Factors — [m| X
System Factors ]
Factor Code FactorId |Factor Name Factor Desc Access Control [RTP-DDL |
app_name 9| Application Name Application Name v v
dient_host 2 |Client Host Client Host v v
dient_ip 5|Client IP Client IP Address 4 v
db_name 10 |Database Name Database Name 4
event_type 14|Event Type Event Type '
login_name 1|Login Mame Login Mame {4 {4
login_type 3|Login Type Login Type v
object_name 12|Object Mame Object Name '
object_type 13|Object Type Chbject Type v
schema_name 11|Schema MName Schema Name v
SEerver_name 4|Server Name Server Name v v
sys_day_week & |System Day of Week System Day of Week 4 v
sys_hour 7 |System Hour 24 System Hour 24 v W
sys_month 8|System Maonth System Maonth v v
RecMNo = 14
o 4 B T
|PD|iC\¢' Type Appliances Factor Identities |
|Factor Value Trust Level No |Trust Level Name Date Created User Created |
Host-dba 3 |High Trust 23-09-2025 19:59:01 OMEGACAADM
host-dev-01 2 |Medium Trust 23-09-2025 19:59:15  |OMEGACAADM
RecMo=2
o v

The following are the properties of the system factors:

Field Name Field Description

Factor Code Unique code of the factor.

Factor Id Unique identification number of the system factor.
Factor Name Name of the factor.

Factor Description Description of the factor.

Access Control Applies or not to the Access Control module

RTP DDL Applies or not to the Real-Time Protection DDL module

Press the Refresh button to refresh them.

Factor Identities and Trust levels

On the lower right part of the form in the grid “Factor Identities”, declared identities are displayed for the above
selected system factor. System factor identities are used to evaluate condition’s with a Condition Evaluate type of
Trust Level. Use the respective buttons on the right of this tab to manage system factor’s identities.

The following are the trust levels of the system factor’s identities:

-1 - Undefined
0 - Untrusted
1 - Low Trust
2 - Medium Trust
3 - High Trust
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8.4 Database Jobs

To view the database jobs, in the main menu Administration, Miscellaneous group click the menu button Database

Jobs. This will open the form Database Jobs.

$ Server Jobs

[F=8 ECR /x>

]

[Ser\rer Jobs

Drag a column header here to group by that column

Start Step Id |Category 1d[(

|Originating Server ID |Job Name

| Enabled | Description

WM v [4]

[30b 10

{65682C71-5891-4C6A-88FD-5B078EF 17492} 0|OMEGACA_TRANS ' Dizabled |OMEGA Core Audit Trans Job 1 0

{804834C5-0349-4547-AESF-CESBE 728909C} 0 |syspolicy_purge_history (& Enabled Mo description available. 1 [i]
RecMo =2

Press the Refresh buttons to refresh them.
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9 Appendixes

9.1 Appendix A. Abbreviations

The following abbreviations are used in this document:

Omega CA Omega Core Audit

MS SQL MS SQL Server

ACC Access Control

AUD Auditing

RTP Real-Time Protection

DDL Data Definition Language
DML Data Manipulation language
RTP DDL Real-Time Protection DDL
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9.2 Appendix B. Development History

9.2.1 Newin1.0

New in 1.0:

This is the first release of Omega Core Audit for MS SQL Server.

Fixes in 3.0:

This is the first release of Omega Core Audit for MS SQL Server.
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9.3 Appendix C. Support and Licensing

9.3.1 Support

Omega Core Audit clients are entitled to:

new versions
upgrades and fixes
new features
online support

SLA:

Response Time SLA: 2 Business Days

Support Call/Online: 09:00 GMT to 21:00 GMT, Monday to Friday
Emergencies: we are here to help

Resolution Time: case-related

For product documentation, forum and knowledge base, visit our site:
www.dataplus-al.com/omega-core-audit

For technical issues, comments, ideas and impressions, e-mail us at:
support@dataplus-al.com

Also follow us on the next social media sites where DATAPLUS is present:

YouTube https://www.youtube.com/channel/UCa59gQuGg5tvd2vie1 MsMOw
LinkedIn https://www.linkedin.com/company/dataplus-al

9.3.2 Licensing

Omega Core Audit license is perpetual. It allows the customer to use the licensed software indefinitely and not
tied to the product version.

Omega Core Auditing for MS SQL Server licenses number is the same as the number of licenses of your MS SQL
Server.

For pricing and licensing information, contact our Sale specialists at:
sales@dataplus-al.com

Copyright:

Copyright © 2007-2025 DATAPLUS. All rights reserved. Omega Core Audit is registered at US Copyrights Office
and is protected by US and international copyright laws. No part of this work may be reproduced, stored in a
retrieval system, adopted or transmitted in any form or by any means, electronic or otherwise, translated in any
language or computer language, without the prior written permission of DATAPLUS. Omega Core Audit and the
DATAPLUS logo are trademarks of DATAPLUS. All other trademarks are the property of their respective owners.
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