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1 CHAPTER 1: Omega Core Audit Overview

1.1 Introducing Omega Core Audit

Omega Core Audit provides an out-of-box, software-only security and compliance solution that helps customers
approach the complex and difficult security challenges in the Oracle database systems today; protecting against
outsider and/or insider threats, unauthorized access and informational breaches or manipulation; this by enforcing
strong security controls and duty separation, in meeting regulatory compliance requirements, those being external
or internal.

Omega Core Audit implements strong practices of Access Control, Audit Monitoring and Real-Time Protection,
providing clear visibility and control into database activity, even for privileged accounts and more, the DBAs, thus
leading to a safer and more secure information system.

Omega Core Audit is a full back-end solution that is installed in minutes and easily managed by its applicative
interface. It enhances the Oracle native security features with state-of-art and value-added programming and
automation. It brings easiness to its users letting them focus only on the conceptual security tasks, without
concentrating on complex technical security configurations, made easy and plainly presented to them via its rich
user interface.

Security applied at the core - from within the database - ensures same rigid level of compliance from all possible
connection directions, applications, users or devices and offers maximum accuracy and immediate auditing and
protection action before user’'s actions or transactions. It also requires no (or very minimal, industry
recommended) changes in existing security configurations.

Oracle DB

i

Logon

[ —

DDL E l
(Create, Alter, Drop, ....Grant, Revoke, Audit) \ @
o
Audit

|

DML

(Select, Insert, Delete, Update)

Do Dok Bk

o1

Omega Core Audit diagram
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1.2 Key Benefits

e Real-Time Access Control, mandatory authorization of the database logon process.

e Continuous Audit Monitoring, highly detailed, up to the full SQL text and SQL bind parameters.
e Real-Time Protection for structural (DDL commands) and data (DML commands) changes.

e Enforcement on privileged accounts and DBAs.

e Common Security Events Trail for all modules.

e Separation of Duty and out-of-box Roles for system's main components.

e Secured Protected Areas.

e Change Control, full object source history before and after audited/protected event.

e Policy-based evaluation.

e Multi-factorial User & environment context authorization in real time.

e Row value and column authorization.

e Middle-tier Application Level Auditing and Protection by CLIENT_IDENTIFIER.

e Mapping of Oracle standard audit and FGA trails with audit settings (statement/privilege and object).
e Automatic management of audit trail records.

e Issue tracking module to mark and classify Security Events.

e Security Management, made easy for batch operations handling multiple commands.

e Full back-end solution - ensuring protection from all directions.

e Out-of-box, Software-only solution.

e Transparent implementation - no (or tiny, industry recommended) change of existing setup.
e Detailed reporting - dynamic reporting for all modules.

e SIEM Integration.

1.3 Omega Core Audit Architecture

The Omega Core Audit solution has three main components:

¢ Omega Core Audit Engine: An Oracle PL/SQL software package containing core audit and protection logic,
Back-End installed into the target database under the SYS schema and running with its privileges.

¢ Omega Core Audit Repository: An Oracle Schema Repository containing all system configurations and audit
events, Back-End installed into the target database.

e Omega Core Audit Application: A Windows-based client desktop Application, connecting to the target

database and interacting with the Engine and Repository.

Omega Core Audit Engine

The Omega Core Audit engine is an Oracle PL/SQL software package installed on each monitored database under
the SYS schema. The Engine contains the core logic of the access control, auditing and protection.

The Core Audit Engine’s main objects are:
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OMEGA_CORE_AUDIT
OMEGACA_ACC_DB_AF_LOGON
OMEGACA_RTP_DB_BF_DDL
OMEGACA_TRANS

Oracle Database PL/SQL Package Engine containing core logic
Oracle Database Trigger on After Logon event
Oracle Database Trigger on Before DDL event
Oracle Database scheduler job for Oracle audit trails collection

Omega Core Audit Repository

The Omega Core Auditing Repository is an Oracle Schema named OMEGACA, installed on each monitored
database, containing all objects for Security Events data and all configuration options needed by the Engine.

OMEGACA_TS An Oracle tablespace object, where all repository information is stored. Refer to the
Omega Core Audit Deployment Guide and Install script for more details.
OMEGACA An Oracle database schema, containing repository data and configurations.

Omega Core Audit Application

The Omega Core Audit Application is a typical Windows-based and database-enabled client desktop application
that connects to each monitored target database. It is used to configure the system for all its operations and also
to monitor the audited activity generated by the prior.
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i ool oML SE | o~ ved :
g adl To = = & Fh Object Mame E] Unirnarl N -
LfaiteRinlieo (& T & © Record ||~ vm_ i (©R) I Err. [ App| © Selected
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= =
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3000 ; | 4000
| 4000 | 2000 H
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Omega Core Audit SIEM integration

Omega Core Audit’s open structure allows and enables automatic delivery of audited events to SIEMs and Log
Management Systems that support records ingest through one of:

“Push” from Omega Core Audit to SIEM via TCP, built-in supported by the LMS module
by SIEM from Omega Core Audit via SQL query, as supported specifically by each SIEM

[ ]
« “Pull"

Note
Omega Core Audit is fully autonomous. SIEM built-in integration is an option for clients owning a SIEM system.
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1.4 Compatibility, Requirements and Limitations

Oracle Database support
Omega Core Audit supports Oracle Database versions 10g R2 — 21c.
Database support is independent of the operating system!

All editions of the Oracle database, Standard Edition (One) to Enterprise, and also the XE, are supported!

Omega Core Audit features availability by Oracle Database Editions:

Omega CA Features Oracle Database Editions
Access Control EE, SE, SE1
Standard Audit EE, SE, SE1
Real-Time Protection DDL EE, SE, SE1
Real-Time Protection DML EE, --—-, ----
Security Management EE, SE, SE1

Omega Core Audit Application requirements

The OS, hardware and software requirements of Omega Core Audit Application are:
e All x86/x64 versions of Windows from XP and above supported by the Oracle 32 bit database clients.
e All Oracle Database Clients from 10g R2 to 19c R2.

Omega Core Audit limitations

Omega Core Audit has currently the following limitations:

1. Only databases opened in Read-Write mode are supported.

2. Connectivity from Omega Core Audit application is currently supported only via 32 Bit Oracle Clients;
However this is the default and pre-deployed option - you don't have to change anything!

3. The Real-Time Protection DML module is functional on Oracle Enterprise Edition only (vendor limitation).

1.5 Omega Core Audit 3x Series

Starting with Oracle 12c a new audit mechanism is introduced in the Oracle database. The (new) Unified Audit
does coexist with the (old) Traditional Audit on Oracle database versions 12c, 18c, 19c and 21c. Starting with
Oracle 23c, the (new) Unified Audit is the only option.

Omega Core Audit version series 3.x.x supports only the Traditional Audit of the Oracle Database!

To list this audit settings on the database refer to Omega Core Audit Deployment Guide, Appendix A. Utility
Scripts - 6.4.3 Oracle Traditional vs Unified Audit Mode.

Visit our website for news on current developments.

www.dataplus-al.com
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1.6 Software Editions — Standard vs Professional

The Omega Core Audit comes in two editions:

Standard This edition is a free solution that you can use in Live and Production environments, with some
limitations, explained in table below.

Professional The Professional Edition is a commercial solution and uses all features of the software.

Omega Core Audit top features supported by Edition:

Omega Core Audit Features | Standard | Professional
Access Control Silent only * Yes
Standard Audit Yes Yes
Real-Time Protection DDL - Yes
Real-Time Protection DML - Yes
Issue Tracking - Yes
Security Management Yes Yes
Built-in SIEM Integration - Yes

* Access Control module is supported in Silent mode (active) only in the Basic Edition. The (protective) non-Silent
mode is a feature available on the Professional Edition only.

DATAPLUS
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1.7 Release notes for version 3.3.7

New in 3.3.7:
1. Oracle 21 support highlighted.

The Applications’ Delphi Components for Oracle are upgraded to the latest version to support Oracle database
version 21.

The Applications’ Delphi Components for data presentation have been upgraded.

2. Suspend all Core Components highlighted.

Enable/Disable single buttons at System Components form Ability to manage core components.

3. Improved Search on Policies.

Search on Policies improved with Rules, Conditions and Condition Lists details.
Fixes in 3.3.7:

1. All Statements mapping checkbox and Set button not showing for Oracle versions 12c R2 and higher; fixed in
this version.

Note:

Full development history for version 3 is presented in Annex B. Development History

DATAPLUS
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2 CHAPTER 2: System Wide Functionalities, Utilities and Guidelines

2.1 Common Application functionalities

2.1.1 Connecting to the target database

With the Omega Core Audit application you can connect one-at-a-time to all Oracle databases in which you have
previously installed the Omega Core Audit Engine and Repository, and that you have configured in its initialization
file.

Connecting to the target database

After you have opened the Omega Core Audit Application, to connect to (one of) the monitored target database,
in the Application’s main menu, tab Omega CA, System Access group, click the menu button Logon (green key)
which is enabled when application is not connected and disabled otherwise.

@ Omega Core Audit

@*o i

Omega CA About...

éi! Logon
" Settings

This will invoke the target database System Authentication form. The Database combo box loads the target
database section entries configured in the initialization file OmegaCA.ini (refer to the Omega Core Audit
Deployment Guide, topic Omega Core Audit Application Deployment for more details on connectivity).

Enter the username and password of your Omega Core Audit account on the selected target database.

@ System Authentication ==
[system Authentication |

[ Show Passwor d

[ oo

Press the Logon button to connect to the target database. After a correct authentication, the application’s main
Menu will display other menus, according to the Omega Core Audit Role grants of the current user.

If your account has entered grace time, a Warning will display the number of Days left before it expires.
If your account has expired you will receive an error message “"ORA-28001: the password has expired”, after

which the Password Expiration form will prompt, where you can enter and confirm your new Password and set it
with the Change button. After a successful change (*) you will logon to the system (target DB)

$ Password Expiration @
[Password Expiration |
New Password

[ Bhow Password;

* This is valid only when using default operating system’s Oracle Client (System option for Oracle Client at form System
Settings) and not for the default native Instant one (the default Native option). In the later the password will fail with error
“ORA-01017: invalid username/password; logon denied”. This is a program limitation.

DATAPLUS
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Target database information

After logging on to the target database, the edit boxes of the Database panel, bottom-left of the application’s
main form, will be filled with information related to the target database.

DB Enkry Connected User DE Mame DB Unigue Mare Yersion

17c RZ 62 OMEGACALDM DELIVEDL dhliveni 12.2.0.1.0

Hosk PlatForm Time Started Pure Unf. &ud. Spen Mode
READ WRITE

The Database panel fields are:

Status Connection Status of the target database

DB Entry Target database connection entry as loaded from the initialization file

Connected User The Omega Core Audit user account connected to the target database

DB Name Target database name

DB Unique Name Target database unique name

Version Target Oracle database full version

Host Target database host name

Platform Target database platform

Time Started Time last started of the target database

Pure Unf. Mode Unified Mode of the database: Pure (TRUE), Mixed (FALSE) - starting with Oracle 12.

NULL for versions before. This application supports Mixed mode only for Oracle >= 12.

Open Mode Open mode of the target database

Disconnecting from the target database

To disconnect from the target database on which you are connected, in the Application’s main menu, tab Omega
CA, System Access group click the menu button Logout (red lock) which is enabled when application is connected
and disabled otherwise. This will close the connection to the target database.

g Omega Core Audit - (

Omega CA

This will clear all the fields of the Database panel, except for the Status!

DATAPLUS
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2.1.2 Professional Edition Activation

Initially the Omega Core Audit will run in the Professional edition and day-Trial limited mode.

Omega Core Audit

N
Professional - Trial

Trial Days: 27

The Trial period is 30 days. After the trial period expires the application will switch to the Standard edition.

The Professional edition can be registered during the Trial period or after its expiration by clicking on the red-lock
button on the right of the program’s nhame — on form’s bottom

= Professional Edition Registration

Professional Edition Registration
Registered Ta [DataPlus |
Serial Mo, |

|DDDDDDDD-DDDDDDDD-DDDDDDDD

The “Registered To” and the Serial number are both assigned to the client by DATAPLUS (the Order button!).

Complete both and press button Register to register the Professional edition of the application. You will receive a
confirmation on the right combination of Registered To/Serial.

DATAPLUS
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2.1.3 Client-side information retrieval

Information presented in the Omega Core Audit Application is processed via a classic two-tier architecture, where
the Application represents the Client tier and the Omega Core Audit Repository is the server tier. All data queried
is returned to the client, limited only by the network and local PC RAM amount!

Omega Core Audit Application is equipped with highly detailed searching functionalities in all important areas of
the Omega Core Audit Repository. In all the main forms, searching is implemented into the Search Options panel
which is present at the top of the search-enabled forms.

Complete the necessary search options and press the button (usually) named “Search”, or blue arrow. The search
query will be passed to the server, executed and results returned as a whole dataset to the client.

Performance Note:

Remember that Omega Core Audit is a typical Windows Desktop data-aware application. The whole set of records
queried on the server is returned as a record-set and there is no “Next 50 Records” concept. As the Omega Core
Audit Engine and Repository are integrated inside the monitored database, queried is the “live production”
machine!

Large amounts of records, most probable when searching in Records Search Mode (!), are normally limited only
by your server and network capacity, and also the amount of your local workstation’s RAM. Queries like:

1. FTSs - full table scans on the (large table) Security Events Trail.
2. Large amount of data returned from Security Events Trail.

Not only can cause burden on the database server and then on the network, but in the later case the application
will throw an error because of the incapacity of your local workstation’s RAM to handle the big amount of
information. To protect from such eventual failures, the Omega Core Audit sets limits in the queries performed in
the Security Events Trail, for queries of both Search modes Summary and Records (discussed in respective
topics); and raises Warnings when these limits are met. These limits are implemented via the two initialization
parameters “Unified Trail Max. Rows” and “Unified Monitor Max. Rows"”, both default set to 100,000, which you
can increase in the form “System Settings”.

Hint

Search Summary first, and next on raw records!

2.1.4 Information presentation

In the Omega Core Audit Application the information is mostly presented in two main general forms. For the
classic table-viewing of the records, grid components are used. These grids offer a highly flexible graphical
interface for data viewing, grouping, filtering and interaction. For showing individual records, usually standard
windows components (like edits, combos, checkboxes ..., etc) are used.

The Application is equipped with all necessary client-side functionalities like:

Multiple views

Multiple datasets implemented either in tab or data grid level.

Filtering
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Filter the data by creating filter conditions. Click on the column’s down-arrow button to invoke the dropdown list
containing unique values from the current column. Click on the values you want, or click on the (Custom...) option
to invoke the Custom Filter dialog. Filter conditions and Filter Customize button will appear down the grid.

Sorting

Click on the column headers to switch between ascending/descending sorting methods. Click on the column
header holding Ctrl to clear sorting. For multiple-column sorting, click on column headers holding Shift.

Grouping

Drag the column header to the special Grid Group Box area (whenever you see the text “Drag a column header
here to group by that column” above the grid) to group the records tree-like. Multiple levels of grouping are
supported.

Column moving and view/hide

Column moving for viewing and hiding is available. Right-click on the column and in the grid’s popup menu that
opens, see option “"Remove This Column” and “Field Chooser”.

Master detail relationships

Master detail relationship implemented at, grid, tab and form level.

2.1.5 Data Exporting in standard file formats

Omega Core Audit Application offer exporting of data grids into Excel, Text, Html and Xml format files. This
functionality is implemented (usually) via the “Export...” button placed on the right of the grids.
Clicking on the button invokes a File Export menu with the above four file formats options in respective icons.

2.1.6 DateTime Field Format

The Omega Core Audit application always uses the DD-MM-YYYY and optionally HH24:MI:SS Oracle DateTime
format models for DateTime fields, both in display and input.

Examples:
December 31 of 2015 would be 31-12-2015
December 1 of 2015 would be 01-12-2015

All the DateTime Pick/Edit components are set this way. You should stick to the above format for Date Inputs with
non-Calendar components, such as Values for Date Factors in Policy Conditions!

DATAPLUS
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2.2 Secured Areas

The “Secured Areas” feature of Omega Core Audit implements groups and/or combinations of objects and
statements to be audited and optionally protected. Secured Areas are implemented directly or as a group of
Secured Sub-Areas.

The implementation has specific differences according to modules as below:

Access Control
The Secured Area is not visually implemented, as it is represented by the database as a whole itself.
Standard Audit

The Secured Area is implemented as a group of Secured Sub-Areas. Sub-Areas are defined as on each Standard
Audit Rule and can be individual user statements or database object to be audited, depending on the policy type.
Remind that:

e There is no Protection feature in Standard Audit.
e The “Secured sub-Area” is not visually presented in the Omega Core Audit Application!

Real-Time Protection DDL

The Secured Area is implemented directly as a combination of at least one (or more) of Object Owner Name,
Object Type, Object Name and DDL Action (Event), thus combining statements and object features. The Secured
Area is defined and visually presented on the RTP DDL Policy level.

Real-Time Protection DML

The Secured Area is implemented as a group of Secured Sub-Areas. Sub-Areas are defined on each RTP DML Rule
and can be individual tables and views, monitored for DMLS only. The Secured Sub-Areas are visually presented
each at RTP DML Rule.

2.3 Policy-Based Evaluation Model

Omega Core Audit implements a policy-based auditing and protection as a flexible mechanism for authorizing
access to database, application structure and data. It combines a policy-based evaluation model with a user &
environment context multi-factorial authorization on real-time. This evaluation model is applied in Access Control,
Audit and Real-Time Protection modules. It is also partially used in the Standard Audit module. The
implementation has differences specific to modules.

2.3.1 Policies

Policies represent the security controls enforced for access control, auditing and real-time protection. Their
evaluation results in a True/False result that indicates policy’s compliance. They are compounded by rules, and
their compliance result is calculated as a function of rules evaluation and based on policy’s own options.

2.3.2 Rules

Rules are the building blocks of the policies. Their evaluation results in a True/False result that indicates rule’s
compliance. They are compounded by conditions, and their compliance result is calculated as a function of
conditions evaluation and based on rule’s own options.
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2.3.3 Conditions

Conditions are the building blocks of the rules. Their evaluation results in a True/False result that indicates
condition’s compliance. Their compliance result is defined by its factor evaluation.
Conditions are evaluated based on:

e Factor validation by operation codes like =, >, >= <>, [NOT] LIKE, [NOT] BETWEEN, [NOT] IN, ..., etc,
versus operands values, i.e. user & environment real-time values like host, terminal, IP address, program
used, machine, user, time and many more. Wildcard characters (like % and more) are supported for (NOT)
LIKE operands; in general full Oracle syntax is supported.

e Factor validation by Minimum Trust Level - required match with different predefined factor identities assigned
with trust levels.

e Validate expression - where a user-defined function returning Boolean can be used at will. In this case, a
user-defined function can be created, dealing with every situation as per user needs, that must have the
following format (two varchar2 inputs and a Boolean result), as in the example below:

create or replace function omegaca.F_VAL EXFR TEST (
p_factor_id in wvarchar?Z,
p_factor_wvalue in varchar2

)

return boolean is
begin

if p_factor value like 'WOREGROUFx%' then
return TRUE;

else

return FLLSE;

end if;

end;

2.3.4 Factors

Factors represent environment and user context information, whose real-time extracted values are recognized and
used of in the evaluation of conditions.

For a Condition Evaluation of type Operand, the factor’s value will be matched with the condition’s Operation
Code and Operand(s) value(s). For a Condition Evaluation of type Trust Level, the factor’s value will be used to
determine the assigned Trust Level from factor’s identities, and check if it matches with the minimum trust level
required. For a Condition Evaluation of type Validate Expression, the factor’s code and value should be provided to
an user-defined function having two input Character parameters (for code and value) and returning a Boolean
result that will set the Condition’s evaluation result.

2.3.5 Policy Cache

The Policy Cache mechanism implements a policy evaluation memory model that significantly enhances audit
operation performance. It bypasses full re-evaluation of the policy on repeated input values. It is reset by changes
performed in the whole policy structure, including rules, conditions and [NOT] IN lists.

The cache mechanism is implemented separately for each policy module, the respective form are available under

the main menu Audit Policies, bottom to every module’s button that opens the policies forms.

Important Note:

Usage of Policy Cache is recommended in All Modules for performance optimization! Under normal circumstances
all policies in all modules should be cache-enabled!
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2.4 Debug and Diagnostics
Omega Core Audit comes with a set of functionalities for debugging and diagnostics.
2.4.1 Client-Side Debug

Client-Side Debug enables displaying of debug messages during the application run. Activating Debug will produce
messages on the content of important client-side SQLs queries or executions and also important application code
points. It is helpful for performing debug and diagnosis of application’s possible issues or behavior understanding.

Omegaca (=30

select * from (

select

ROWIDTOCHAR(ROWID) as ROW.ID, TIMESTAMP_STS, POLICY_TYPE_CODE, USERNAME, SESSIONID, ACTION_MAME,
OBJECT_OWNER, OBJECT_NAME, OBJECT_TYPE, OS_USER, USERHOST, TERMINAL, IP_ADDRESS, CLIENT_ID, STATEMENTID,
ENTRVID, SYSTEM_PRIVILEGE, OBJ_PRIVILEGE, SYS_PRIVILEGE, GRANTEE, AUDIT_OPTION, ISDBA, MODULE,
IDENTIFICATION_TYPE, BG_JOB_ID, FG_JOB_ID, RETURNCODE, RETURN_MESSAGE, CURRENT_USER, ISSUE_NAME

from v_sys_unf_trail

where TIMESTAMP_STS between TO_TIMESTAMP('22-05-2020 00:06:01 000000000, *dd-mm-yyyy hh24:mi:ss.FF’) and
TO_TIMESTAMP('22-05-2020 01:06:01.999899999", 'dd-mm-yyyy hh24:miss.FF')

order by timestamp_sts
) where ROWNUM <= 100000

To enable the functionality, in the Application’s main menu, tab Tools, click on the button Debug (button’s image
will change to indicate an active debug). To disable click again button Debug. You will receive a message in both
cases.

T Omega Core Audit - OMEGACAADM

@E]Q?'

Omega CA  Audt Trsls  Audd Policies  Securty lssue Tracking  Reports _ Administistion

Hint:
Activating the Debug mode will display the Standard Audit Map tab group under the applications’” main menu Audit Policies,
deactivating will hide it again (default state). Deactivating the option will not affect any form launched from that tab group.

Full Error Stack

The Full Error Stack produces extra debug information on eventual program errors. The Full Error Stack is
controlled by the Application’s Debug status! The detailed error stack part will be added to the normal error
message.

Application Error - Bxception Stack (=l

ORA-00942: table or view does not exist

[00704496]{ OmegaCA.exe } Oracle.RaiscOracleErmerS qqrp2l Oracle. TOracleSessionipl4System. TObject
[005584CAJ{OmegaCA. exe } Vel.Controls. TWinControl SeflmeSqqrv (Line 10854, “Vel.Controls.pas”)

[005572B2){ OmegaCA.exe } Vcl.Controls. TWinControl.DefaultHandlerSqqrpv (Line 10184, “Vel.Controls.pas”)

[006585F2]{ OmegaCA.exe } Vel Forms.TCustomFerm. DefaultHandlerSqarpy (Line 5811, "Vel. Forms.pas)

[0055305B]{ OmegaCA.exe } Vcl.Controls. TWinControl WMNCDestroySqqrr27Winapi.Messages. TWMNoParams (Line 11436,
"Vel.Controls.pas")

[00552656]{ OmegaCA.exe } Vel Contrels. TContrel WndProcSqqr24Winapi Messages. TMessage (Line 7313, "Vel.Controls.pas”)
[0055305E]{ OmegaCA.exe } Vcl.Controls. TWinControl WMNCDestroySqqrr27Winapi.Messages. TWMNoParams (Line 11436,
"Vel.Controls.pas")

[00552656]¢ OmegaCA.exe } Vel Contrals. TContral. WndProcSqqrr24Winapi Messages. TMessage (Line 7313, "Vel.Controls.pas”)
[0041008B}{OmegaCA.exe } System.LocaleCharsFromUnicodeSqqruiuipbipeitSpi (Line 38791, *System.pas")
[0040FAFL]{OmegaCA.exe } System.UnicodeToUtf8S qqrpcuipbui (Line 37472, "System.pas”)

[0041008B}{OmegaCA.exe } System.LocaleCharsFromUnicodeSqqruiuipbipcitSpi (Line 38791, “System.pas")
[0040A4F4]{OmegaCA. exe } System.CharFromWCharSqqrpcipxbii (Line 24615, "System.pas")

[006C2E53]{ OmegaCA.exe } OracleTypes. TVariables.CountSqqrv

[00713F39] OmegaCA.exe } Oracle.TOracleQuery.BindVariablesSqqry

[007137B9]{ OmegaCA.exe } Oracle. TOracleQuery.ParseSqqre

[00714323]{ OmegaCA.exe } Oracle.TOracleQuery.GetErrorLocationSqqr

[0071549F]{ OmegaCA. exe } Oracle.TOracleQuery.RaiseExceptionSqqry
[00715C3A]{OmegaCA. exe } Oracle.TOracleQuery.IntemalExecuteSqqrooii

[00716E4E]{ OmegaCA.exe } Oracle.TOracleQuery. ExecuteAraySqqrii
[00716CFL]{OmegaCA.exe } Oracle.TOracleQuery. ExecuteSqqny
[006EA12D]{OmegaCA. exe } OracleData. TOracleDataSet InternallnitFieldDefsSqqry

[006E7047]{ OmegaCA.exe } OracleData. TOracleDataSet.InternalOpenSqqry

[006A4C66]{OmegaCA. exe } Data.DB.Db. TDataSet.DolntemalOpensqqry (Line 12527, "Data.DE.pas")

[006A4D16]{ OmegaCA.exe } Data.DB.Db. TDataSet.OpenCursorSqqro (Line 12556, “Data.DB.pas')
[006A4BCD]{OmegaCA exe | Date.DB.Db. TDataSet, SethctiveSgqre (Line 12508, "Data.DB.pas”)

[006A4A09]{ OmegaCA. exe } Data.DB.Db. TDataSet.Opensqqry (Line 12464, “Data.DB.pas')

[01385837]{OmegaCA.exe } acc_pol.Tér_acc_pol.Buttan_SearchClickSqqrpl4System. TObject (Line 191, “acc_pol.pas)
[00552BC3]{ OmegaCA.exe } Vel.Controls. TContrel Click§gqry (Line ... ——

Yes
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Detailed up to the line number of the failing application code-unit, it facilitates program’s debug and diagnostics
and enables support to immediately locate the faulting code unit and line.

@ acc_pol.pas (E=5E=R =
Welcome Page | '] MAIN | ] UnitDM | (5 Jace_pel| =] acc_pel_upd vx
& - = ~ Thaccpol + Tir_acc_pol.Button_SearchClick - 0
@® statusbarl.SimpleText := 'Searching..... v -
° wv_acc_pol.Close;
* v_acc_pol.S3QL.Clear;
@® 'v_acc_pol.SQL.Add('select t.rowid, t.* from v_acc_pel t '

+ str_WHERE

+ ' order by t.policy id ' );
L] if UnitDM.DEBUG then

begin
* showmessage (v_acc_pol.SQL.Text) ;

end; E
@ v acc pol.Open|
L] statusbarl.SimpleText := '' ;

Grid Focus

L] if cxGridiDBTableViewl.DataController.DataSource.DataSet.RecordCount > 0 then

begin
@ cxGridlDBTableViewl.ApplyBestFit () ;
L] cxGridl.S5etFocus;

end;
[ end;

procedure Tfr_acc_pol.CheckBox1Click (Sender: TCbject):
® begin
<[ '

@ 191: 16 Insert Code| Design | Histary

According to specific operations, the full error stack is produced as one or more of:

e Program Error Message Dialogs
e Clipboard text (later topic)
e Report Scan Message field content

Full Error Stack in Clipboard

The Full Error Stack feature is also available at operating system’s Clipboard — and as such Paste-able on any text
editor, ex. Notepad/WordPad — under the following circumstances:

On each unattended Error Message Dialog
On all Report Class single-Items form execution Error Message Dialog *

ORR-00942: table or view does not exist

[00704496] {Omegalh.exe
[005584CA] {Omegalh.exe
[005572B2] {Omegalh.exe
[006585F2] {Omegalh.exe
[0055905R] {Omegalh.exe
[00552656] {OmegaCh.exe
[0055905B] [OmegaCl.exe
[00552656] {OmegaCh.exe
[0041008E] {Omegalh.exe
[0040FAF1] {OmegaCh.exe
[0041008E] {Omegalh.exe
[0040R4F4] {Omegalh.exe

Oracle.Raise0racleErrorsggrp2lOracle.I0racleSessicnipldSystem. TObject

Vcl.Controls.TWinControl. SetIme$qgrv (Line 10854,

}
1 Vcl.Controls.pas™)
} Vcl.Controls.IWinControl.DefaultHandlersggrpv (Line 10184, "Vcl.Controls.pas™)
} Vecl.Forms.TCustomForm.DefaultHandlersggrpv (Line 5811, "Vcl.Forms.pas")
} Vel.Controls.TWinControl . WMHNCDestroysqqrr2TWinapi.Messages. TRMNoParams (Line 11436, "Vecl.Controls.pas™)
} Vcl.Controls.TControl.WndProcéggrr24Winapi.Messages.THessage (Line 7313,
} Vcl.Controls.IWinControl . WMNCDestroy$qgrr2TWinapi.Messages. TWMNoParams (Line 11436, "Vcl.Controls.pas™)
} Vel.Controls.IControl.WndProcsgqrr2dWinapi.Messages.TMessage (Line 7313, "Vcl.Controls.pas™)
} System.LocaleCharsFromUnicodesggruiuipbipcitipl (Line 38791, "System.pa3s™)
} System.UnicodeToUtfgéqgrpouipbui (Line 37472, "System.pa3a™)
} System.LlocaleCharsFromUnicode$ggruiuipbipcit3pi (Line 38791, "System.pas™)
1 System.CharFromWCharsqqrpcipxbii (Line 24615, "System.pas™)
[008C2E53] {OmegaCh.exe } Oraclelypes.TVariables.Countéggrv
[00713F39] {OmegaCh.exe ] Oracle.TlOracleQuery.BindVariablessggrv
[007137B3] {OmegaCh.exe ] Oracle.TOracleQuery.Farsesqqro
}
1
}
}
1
}
}
}
1
}
}
1
}
}
1

¥cl.Controls.pas™)

[00714323] {OmegaChk.exe Oracle.TOracleQuery.GetErrorLocationgqqrv

[0071549F] [OmegaCl.exe Oracle.TOracleQuery.RaiseExceptionsggrv

[00715C3A] {Omegalh.exe Oracle.TOracleQuery.InternalExecutesqgrooii

[00T16E4E] {Omegalh.exe Oracle.T0racleQuery.Executedrraysgqrii

[00716CF1] {OmegaCh.exe Oracle.TOracleQuery.Executesqqrv

[008ER12D] {Omegalh.exe OracleData.T0racleDataSet.InternalInitFieldDefssqqrv

[006ET047] {Omegalh.exe OracleData.TOracleDatadet.InternalOpensgqrv

[006A4CEE] [OmegaCh.exe Data.DB.Db.TDataSet.DoInternalOpentggrv (Line 12527, "Data.DB.pas™)
[006R4D16] {Omegalh.exe Data.DB.Db.TDataSet.0penCursorsqgqgroe (Line 12556, "Data.DB.pas™)
[006R4BCD] {Omegalh.exe Data.DB.Db.TDatajet.5etAectivesqgqre (Line 12508, "Data.DB.pas™)
[006A4R09] [OmegaChk.exe Data.DB.Ob.TDataSet.0pensggrv (Line 12464, "Data.DB.pas™)
[013B5B37] [OmegaCl.exe acc_pol.Tfr acc pol.Button SearchClick$ggrpl4System.TObject (Line 191, "acc_pol.pas™)
[00552BC3] {OmegaCh.exe Vel.Controls.TContrel.Clicksqggrv (Line 7423, "Vcl.Controls.pas™)
[00CT7007C] {Omegalh.exe JvEPCore . TOvEFCustomControl. Clicksqggrv

[00CT71944] [OmegaCh.exe JvEPButtons . TIwXPCustomButton. Clicksggry

* On both cases use Ctrl-V just before clicking the OK button of the Error Message Dialog
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DATA!

2.4.2 Server-Side individual Policy Debug

You can set the Debug option for each policy on any module, to produce special debug information outputted to a
common policy debug table for all modules. Activating Policy Debug will produce debug information for each
policy, rule and condition evaluation/processing of the debug-activated policy. It is helpful for performing debug
and diagnosis of eventual issues or behavior understanding.

The Policy Debug Log form is common to policies of all modules. It is accessible in the main menu Audit Policies.

RecNo = 18
W4 o

@ Policy Debug == ]
[Search Options |
Policy Type Policy Name |Dehug Level Rule Name ”Cnr\dmnn Code HDEhug Log
Username Date-Hr, Min, Sec From Date-Hr, Min, Sec To
o5z w0z mip mlRzos0m v 23 k][0 x5 %] P Acve
IPoI\cy Debug l
[Date Debug [username  [Pol. Type|Policy Hame [Rule 1d]Rule Name [cond. Code]Eval. Res.[Debug Log |[~]
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC EV Developer Access UNSET Policy: evaluation. ..
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC EV Developer Access 3|Developer 1Access UNSET Rule: evaluation...
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC EV Developer Access 3|Developer 1Access 0000004 TRUE Operand: 'OMEGACAEVDEV1' = 'OMEGACAEVDEV L', FACTOR_ID=20
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC EV Developer Access 3|Developer 1 Access 0000005 FALSE Operand: "WORKGROUPIDEVDD1' = "'<DOMAIN\HOST »', FACTOR_ID=10
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC EV Developer Access 3|Developer 1 Access FALSE Rule: ALL TRUE - FALSE
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC EV Developer Access 4|Developer 2 Access UNSET Rule: evaluation...
22-05-2020 01:48:56 | OMEGACAEVDEV1 |ACC EV Developer Access 4|Developer 2 Access (0000008 FALSE Operand: 'OMEGACAEVDEV L' = 'OMEGACAEVDEV2', FACTOR_ID=20
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC EV Developer Access 4|Developer 2 Access FALSE Rule: ALL TRUE - FALSE
22-05-2020 01:48:56 |OMEGACAEVDEV1 |ACC EV Developer Access FALSE Policy: ANY TRUE - FALSE
22-05-2020 01:49:01 | OMEGACAEVDEV2 |ACC EV Developer Access UNSET Policy: evaluation. ..
22-05-2020 01:48:01 |OMEGACAEVDEV2 |ACC EV Developer Access 3|Developer 1 Access UNSET Rule: evaluation...
22-05-2020 01:48:01 |OMEGACAEVDEV2 |ACC EV Developer Access 3|Developer 1 Access 0000004 FALSE Operand: 'OMEGACAEVDEV2' = 'OMEGACAEVDEV 1", FACTOR_ID=20
22-05-2020 01:49:01 |OMEGACAEVDEVZ |ACC EV Developer Access 3|Developer 1 Access FALSE Rule: ALL TRUE - FALSE
22-05-2020 01:49:01 |OMEGACAEVDEVZ |ACC EV Developer Access 4|Developer 2 Access UNSET Rule: evaluation...
22-05-2020 01:49:01 |OMEGACAEVDEV2 |ACC EV Developer Access 4|Developer 2 Access |0000006 [TRUE Operand: 'OMEGACAEVDEV2' = 'OMEGACAEVDEV2', FACTOR ID=20

Important Note:

Policy Debug is set at the server level and will persist for all policy executions until set off. Use the Policy Debug
option only casually and not permanently, as it will make the debug table grow big and possibly add unnecessary
burden to the system’s performance!

In the RTP DML module, Policy Debug is available only for rule’s Authorization Type of Rule Conditions!

2.4.3 System Error Log

Any potential execution error of the Omega Core Audit’s is silently stored in a central system error log, without
any interruption of the activities. To view any such errors, in the Administration main menu tab, System

Components group click on the System Error Log button. The form System Error Log will open.

& System Error Log

= Mol

[Search options

Date-Hr, Min, Sec From

Date-Hr, Min, Sec To

Username

User Host

IF Address O35 User

z4-03-2024 [0 2o 24 #4fes-na-zaea ERAERA R AL

Error Data

[System Error Log

J

|Date Log

‘Username |User Host

|lP Address |05 User

BG. Job IdlErrur Data

RecMo=10

bW

24-03-2024 23:15:54 | 5¥5 WINCTRL-ODGSR7] OracleServiceDBLIVEDD | 117863 ORA-29260: nebwork error: Connect Failed because
24-03-2024 23:15:54 5YS WINCTRL-ODGIR7I OracleServiceDBLIVED] | 117884 ORA-29260: network error: Connect Failed because
24-03-2024 23:16:33 5YS WINCTRL-ODG3R 7 OracleServiceDBLIVED] | 117863 ORA-29260: nebwork error: Connect Failed because
24-03-2024 23:16:33 5YS WINCTRL-ODG3R 7] OracleServiceDBLIVEDD | 117864 ORA-29260: nebwark error: Connect Failed because
24-03-2024 23:17:33 5Y5 WINCTRL-ODG3R7I OracleServiceDBLIVED] | 117863 ORA-29260: nebwark error: Connect Failed because

WINCTRL-ODGIR] OracleServiceDBLIVEDL | 117664 ORA-29260: network error: Connect Failed because

WINCTRL-ODGIRY] OracleServiceDELIVEDL | 117864 ORA-29260: network error: Connect Failed because

WINCTRL-ODG3RT] OracleServiceDELIVEDL | 117863 ORA-29260: network error: Connect Failed because
24-03-2024 23:19:33 5YS WINCTRL-ODGIR7] OracleServiceDBLIVED] | 117863 ORA-29260: network error: Connect Failed because
24-03-2024 23119133 5YS WINCTRL-ODG3R7I OracleServiceDBLIVEDD | 117864 ORA-29260: network error: Connect Failed because

|

You can search by user, error log content and date-time log interval.
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There categories of errors thrown to the system error log are:

1. ORA-xxxxx - potential errors during operations for whatever reason. These errors will not interfere with user
actions, failing execution/iteration will be skipped and user action will continue.

2. ORA-20020 - Severe errors in Omega CA functionality performing, or Omega CA errors indicating miss-
configurations in policy setup, for example “inactive rule included in policy formula”, or “no Active Condition[s]
found” when policy evaluation. These errors will stop the user action and raise an error.

3. Internal Omega Core Audit Warnings, for example in the DB Audit Trails Collect Job, unknown values in
columns ACTION# and PRIV$USED of the SYS.AUD$ table. This might be the case for new codes provided by
Oracle, thus an upgrade required on Omega Core Audit, if not in the last version. Respective description fields
will take the value of <UNDECLARED> in the Repository’s Security Events Trail.

Important Note:

Although you are supposed not to see at all errors of the categories above, however, because of the importance
of the subject, it is advised to view daily the System Error Log and also any time you might have a doubt for any
policy, rule, condition evaluation result.
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2.5 Issue Tracking Module

Omega Core Audit offers an Issue Tracking Module, which implements user-classification of Security Events
according to a user-defined model of Issues, Groups and Classes. Each Issue has a Group parent and each Group
has a Class parent.

See the Issue Tracking tab in the main application’s menu. There you can open the respective forms for viewing,
adding, updating and deleting Issues, Groups and Classes.

@ Omega Core Audit - OMEGACAADM

TEHe -

Omega CA Audit Trails Audit Policies Security Issue Tracking Reports Administration Tools About...

sy

Issues Issue Groups Issue Classes

\ |

Each Security Event is bound to an Issue ID! However, its usage is not mandatory, as by default in each Security
Event creation the Issue is set to the (sole built-in, deployed on install) UNMARKED Issue.

2.5.1 Marking the Security Events

The “Security Events - Mark” form features Issue Track marking of all or selected Security Event records. It is
available by clicking the Mark buttons on the right of the Security Events Trail form, respectively in the tabs
Events Summary and Security Events.

ﬁ Security Events - Mark @

[Security Events - Mark ]

[ Single Record [ Refresh after Mark

Issue Class  [application

Issue Group |Core App

LefLele]

Issue [1ssue 0001

In this form you can mark the Security Events retrieved in Summary or Record mode, as below:
Marking Mode Options
The three options of Record Issue Marking Mode are:

All Records All records searched are marked with a single command, client-side grid filtering is not
considered. This is the preferred method and is available only when the Security Events
grid is not filtered. While for the Summary mode is the only available!

Multiple Records Each record is marked with its own command, client-side filtering of Security Events grid is
considered. Available only for a filtered grid.
Single Record The selected record in the Security Events grid is marked.

Issue Class, Group and Name

Browse Combo Boxes of Issue Class, Group to select the Issue Name for marking the Security Events. The auditor
can map certain Security Events (or all if necessary) to specific issues declared.
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3 CHAPTER 3: Security Events Trail

Omega Core Audit Repository features a Security Event Trail of audit and protection events from the following
source modules:

Access Control
Standard Audit
Real-Time Protection DDL
Real-Time Protection DML

The unification of security events from different sources (functional modules) into a single trail offers benefits in
visualization, management and provides a better look into the monitored database activity.

3.1 The Security Events Trail form

The Security Events Trail form is of most importance and is used to view the audited database activity. To open it,
in the Main Menu, Tab Security Events, group Security Events Trail click the button Security Event Trail.

3.1.1 Security Events Trail form - Overview

In this form the Security Event records are searched and presented in both Summary and Records general views,
as determined by the Search Mode.

$ Security Bvents Trail EI@
‘ DateTime Range Search | Search Mode ISummary Options | |Extra Options | Issue Tracking Search Template
< *

[custom Rangs, [ | From[19-042020_~ [oo:omon[5]

[~ Auto-Run 60 b= Too (19-D4-021 - |[23:59:59 5

zarch——— DT Frit. | [w| 05 User o [ Sec. [ ace. [ Ora [ IsSue—
F’i‘ i mm |w Object Qwner . ’7(‘ |
Search Options [ Advanced

Summary ||~ dd p= v
Unimar} 5
> L
" Selected
Username Pol. Type Action  Obj, Own,Obj. Mame Usethost OS5 User  Client ID Session ID Rkn. Code REn, Msg, SQLEBind SGL Text DOL Body Trail Eval.

i [T ool DML SE
& kR CObiject Mame
C Record || = B «mﬁmv@‘- e, [ fem.
— T O O 0 — 1 — |Reset
(= | ( J | | J | ( J J | J | | ) E=) o) () (Besst]

Y Y

[Secunty Events

Dashboard | Events Summary
Events by Time

2000
1000
a - T T y T T T T T T T T T T T

/202020 11... 8}30/2... B[30J2... 8]31/2... 91)20... 9/1/20... 9/2}2020 9/3/20... 9;4 J2020 9;4 J20,.. 9j4{20... 9 5;20 g 5;20 9;5;20 9;5;20 9,1’6,1’20 9;?12020 9/7/20... 9/7j20... 9/7j20..,
8fa0f2... 8/30/2... B/31/2... 9/1/2020 9/1/20... 9/1{20... 9/3{20... 9/3/20... 9/4/20... 9/4]20... 9/5{2020 9/5{20... 9/5/20... YS/20... 9/6/2020 9)6/20... 97j20... 9/7/20... 9/7}20... 9/a/2020

4 m 3
~ ~
Events by Username Events by Policy Type Events by Action Mame
< |
4000 | soon soo
3000 : 4000
i| +000 2000 |_|
1500 | za00 ol = BN = m - -
o [u] ALTER  AUDIT ... DELETE  GRAMT GRANT ... LOGON NOAUD.., REVOK.., SELECT SYSTEM...
OME... O, Q. O O, SYS < ACC RTP-DOL AUDIT  CREATE  DROP  GRANT ... INSERT MNOAUDIT REWOKE REMOK,.. SYSTEM... S¥STEM NO...
O Ou Ou 0o Ou SV ALD RTP-DML [, = .
4 ~
Events by Object Owner Events by Object Type Events by Userhost Events by OS5 User
4| > td
10000 1a000 i 1sooo i 1e000
s000 a000 3 8000 8000 3
0 g—v—v—.—v—-ﬁ T i iﬁ—v—rﬂv—v—v—‘ 03 T T —=
OMEGACAEYAPP OBJECT... ROLE  SYSTEM... WIEW | DE... WL : Adrinistrator WNT AUTHO... altin
MDSYS VS 4 FUNCTION PROCED... ROLEP... LISER P WL WORKGROUPY.. . id DEVOO1}A...  SYSTEM

In the Summary mode, the several dashboards in the first tab Dashboard, and summary dataset in the second tab
Events Summary, display overall visual and summary information on the audited security events.

In the Records mode, the Security Events are presented in whole as a dataset in the first tab Security Events, and
individually in the second tab Event Details, for each previously selected in the first.
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3.1.2 Searching the security events

On top of the form features a flexible search on the Security Events, with security-related built-in templates and
custom conditions on over 30 search-enabled fields of top importance.

| DateTime Range Search I Search Mode ISummary Options |<| Extra Options |<| Eff. Userl Issue Tracking g Search Template
Search DT Fmt. v/ Audit DateTime 5 OMEGACAEVAPP ! Effective Issue—— §
|@ Last 30 03ys [¥]| & gumary || G ™ [ ActionName - ’lf EEDCL:: ;:L": :_r: TEST1 Hl e | & ‘Application Security
k. = (: | Pol. Type Code : : ™ Unmarked H
™ auoun &0 (2| C recod | M |0 (ocmme 3] o % i [ on | & Unmarke R
Search Options ¥ Advanced
Username Fol. Type Action  Obj. Own.Obj. Name Userhost OSUser ClientID Session ID Rin. Code Rin. Msg. SQL Bind SQL Text DDL Body Trail Eval. E
[ = Jomesacapev1 = o Fl=0C=JC=) (=JC=0(=J(=0 =Jl=Jl=0C=0)(=)C=) F=t]
~ -
Advanced Search Options
IP Address Terminal MetProt. ISDBA  Idnt.Type Module BGJobId FGJobId  System Priv. Obj. Priv. Sys. Priv. Admin Option Grantee Audit Option FGA Mame CurrentUser .
[ =] [[= Jpevca ) —— () () () () )] (] ) ) () =] |-

Search components of the Security Events Trail form are described below:
Date Time Range Search

In this panel you define the obligatory DateTime range conditions for searching the Security Events.

DateTime Range Search | Several predefined DateTime Range intervals are

| [Custom Range. |~ Frem[01-05-2020 + |[po:00:00 = | aval‘llable in the com"bo box. Or choose any interval
I._@ by “Custom Range...”.

- |

[ AutoRun 60 (=] To [21-05-2020 ~ [[23:59:59 [

They will auto-complete when you click the Search (blue arrow) button, with the date-time referenced from the
database server! If the Custom Range interval is chosen, it will unlock for editing and auto-complete the Date
Time editors with the range of the current date.

To search the Security Events, press the Search (blue arrow) button and wait until search completes. The Auto-
Run checkbox, available in Summary mode only, will enable auto-searching of audited security events.

Search Mode

Here you define the mode in which search will be performed.

Search Mode Summary Security Events are presented in summary mode, by grouping fields of choice in
~Search the Summary Options fields. Database audited activity is displayed visually and
{* Summary as a summary dataset. Default option.
" Record Records Security Events are presented at record-level, with almost 30 fields of top

importance, and also at individual record-level.
Summary Options

In this panel, activated for Search Mode Summary only, the following summary search options are defined:

Summary Options Date Format The format of DateTime fields when present in summary
_DfI Fmt. v Audit DateTime . mode: Month, Date, Hour or Minute.

fo Mm |[¥] Action Name Summary Fields Fields selected for summary grouping. Press the “Plus”
 hh | Pol. Type Code button to invoke form Event Columns and add other
" mi_ | v Username - available fields by double-clicking on the grid. Press the

“Minus” button to remove a field from group display.

Extra Options

In this panel built-in security templates can be activated with a single click to implement specific conditions on the
search of security events, according to specific built-in aspects of database security.
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| Extra Options |

¥ Sec.|” Acc. | Ora,|¥! DMEGACAEVAPP |~
w| TEST1

[T ooL[™ DMLT™ S€ (TEiESs i

[~ Err. ¥ App. E

Security Grant and revoke actions on system, roles and objects privileges
Audis and No-Audit actions on user statements and object privileges
Actions on Users and Roles
Actions on important Oracle dictionary security related objects
Actions on any object of Omega Core Audit repository schema

Access System access activity, logons and logoffs

Oracle Actions on Oracle SYS-owned objects (Dictionary included)

DDL DDLs - Data Definition commands

DML DMLs - Data Manipulation commands (SELECT not included)

S-E Actions of kind SELECT and EXECUTE

Errors All non-successful security events, Return Code not 0, either from Oracle or Omega Core Audit
Application Actions performed on user-declared application schema owners. This is the only option

configurable. The list of application schema owners is maintained in the form “Extra Options -
App. Schemas”, by clicking the button on the bottom-right. In the later form the list is persisted
to the repository in the system parameter “Application Schemas” using the button Save.

& Edra Options - App, Schemas @
[ Extra Options - Apn. Schemas |

ABCT Save

ABCZ

ev Application Schema
’—|N | [ add |

Note: maximum number of entries allowed is 200. Refreshes on first App check after logon.
Effective User

The single option here represents an important development in the Oracle Standard and FGA audit, released with
Oracle 12c R2 regarding the identification of Top-SQL executions vs others in the respective audit trail views
(respectively the DBA_AUDIT_TRAIL and DBA_FGA_AUDIT_TRAIL). The above is made possible by the introduction
other new column CURRENT_USER.

Eff. User Checking the Effective User On checkbox will activate searching of Top-SQL security events only!

Effective
User This panel is visible only when for Oracle databases version 12¢ Release 2 and above! Refer to "5.2

[~ on Standard Audit Guidelines”, topic “Top-level SQL execution highlight in audit trails”.
Issue Tracking
The radio group of this panel highlights the Issue Tracking module relation with Security Events.
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Issue Tracking All All events

Issue

& Al Unmarked Unmarked events only
? gglgfgeksd Selected Activates Issue mark search group box at the end of the Search Options panel

Search Options

In this panel search conditions on the most important fields of the Security Event record are defined.

Search Options W Advanced

Username Pal. Type Action Obj. Own.Obj. Name Userhost OS5 User ClientID Session ID Rin. Code Rin. Msg. SQL Bind SQL Text DDL Body Trail Eval. B
; ese

[ = Jlomesacapevy| (e =] (— — ( — (— (—] — ([ —] (— (—] (—— [ —] (—]

The field search groups start with the Username and Policy Type and end with the Issue Mark (default inactive).
By default all field search groups contained are inactive. To set search conditions click on the triple dash (--)
labeled buttons of every field. In the button’s drop-down menu that opens, choose the fields’ search conditions
operator (=, <>... like... null) and set the Operand’s value in the Edit box that will open appropriately according to
the Operator chosen. Use the Reset button to clear all search conditions in this panel.

Advanced Search Options

Advanced Search Options
IF Address Terminal Net Prot. ISDBA Idnt.Type Module BG JobId FG Job1d  System Priv. Obj. Priv. Sys. Priv. Admin Option Grantee Audit Option FGA Name E
[ =] [ = Jpewca =0 =0 =) EA == =) [b=dli=dlb=) [(=J)(=) b= (=i

In this panel search conditions for other important fields of the Security Event record are defined. It operates the
same as the Search Options panel. Not visible by default, is activated by checking the checkbox Advanced on the
main Search Options panel. The fields search groups start with the IP Address and Terminal and end with the FGA
Name and Current User (the later from Oracle 12c R2 and above). By default all field searches are inactive. Use
the Reset button to clear all search conditions in this panel.

Notes

1. It is at this form that mostly the topic “Important Performance Note” of the paragraph “Client-Side information
retrieval” mostly applies. Try to narrow the DateTime Range Search interval, especially in Records Search Mode,
when searching the Security Events. Although the “Audit DateTime” field is the sole indexed (by default) in the
Repository’s table, extend your search with other field conditions for large DateTime intervals.

2. Search on SQL Bind, SQL Text, DDL Body, Return Message and Trail Evaluation is case-insensitive.

3. The separator for operands in case of IN/NOT IN operators is the semicolon (;).

Search Template

On form'’s top left, the Search Template allows for persisting and reloading all search configurations above except
for the values of Date and Time fields “from and to” values when “Custom Range ..."” is chosen.

Search Template

Application Security

Load press button to load saved-search from disk
Save press button to save saved-search from disk
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DATA!

3.1.3 Dashboard

When Security Events are searched in Summary mode, the first tab Dashboard contains several ones for the
security events by fields of top importance.

[Security Bvents

Dashboard | Events Summary

Events by Time

2000
1000

[

] 1

9f1/2020 9/120... 9j1/20... 93j20... 9[3/20... 9/4{20... 9/4/20... 9/5/2020 9/5}20... 9[5(20... 9S(2...
9/1/20... 91/20.., 9/2{2020 9/3/20... 9/4/2020 9j4j20.., 9/4/20... 9/5[20... 9/5/20... Y5/2...

96/2020 9620, 97/20... 9j7/20... Y7}20... 982020 9/8[20... 95j20... 9(9j20...
9/5/20... 9f6{20... 97/2020 9/7/20... 97}20... 97(20... 9/8(20.., 9/9/2020 9/9/20... 9/9/2020 10:...

S

=

Events by Username

Events by Policy Twpe

Events by Action Mame

4000
3000

alll .

K
| eooo
4000

2l

1500
OMEG... OMEG... OMEG... OMEG... OMEG...

{w | 20m
Ao
<

OMEG... OMEG... OMEG... OMEG... OMEG...

ACC RTP-DDL
AUD RTP-DML

W3
SYSTEM

¢ 000
| 4000 j
| zom
A o1l = BN == .—.H.—.
ALTER AUD... DEL... GRANT GRA... LOG... NOA... REV.. SELE... SY3...
BUDIT CRE... DROP GRA... INSE... NOA.. REV... REV... SYST... SYSTEMM.

4 1

v

i
Events by Object Owner Events by Object Type Events by Userhast Ewents by O3 User
»
10000 | 1e000 16000 | 1s000
5000 i . | 8000 3 a0o0 3 a000 g
i : 03 ———————T— i o3
OMEGACAEVAPP H OBJEC... ROLE  SYSTE... WIEW DE... W... W.. WORKGROUF... Administrator - MT AUTHORI...
MDSYS V3 4 FUNCT... PROCE... ROLEP... USER id WL WL DEwOO1YAdmi. .. SYSTEM

The dashboards available are:

Events by Time, Username, Policy Type, Action Name, Object Owner, Object Name, Userhost, OS User
Right-click on each chart to save it as a Bmp file.

Hint:

Availability of each chart is related to the presence of the field in the summary search, as defined in the Summary Options
panel fields. The fields OS User and Object Name, although present, are not active (checked) by default!

3.1.4 Events Summary

The second tab Events Summary displays a summary of Security Events, same base data of the charts in the first
tab Dashboard! The last field “Trail No.” is an event count of the grouped fields!

[SEEU rity Events  Lastsearch on 9/7/2020 4:52:34 PM, DateTime range 02-09-2020 16:52:33 - 07-09-2020 16:52:33 ]

Dashboard Events Summary

Drag a column header here to group by that column

Audit DateTime

03-05-2020 21:00:00 |AUDIT RTP-DOL OMEGACAADM WORKGROUP\DEVOD 1 1
03-03-2020 21:00:00 |LOGON ACC SYS WORKGROUP\DEVOO1 2
03-03-2020 21:00:00 |LOGON ACC SYSTEM WORKGROUP\DEV0D1 2
03-09-2020 21:00:00 |LOGOMN ACC SYS DEVOO1 87
03-09-2020 21:00:00 |NOAUDIT RTP-DOL OMEGACAADM WORKGROUP\DEVOD1 1
03-05-2020 22:00:00 (LOGOMN ACC SYS DEVOO1 134
03-09-2020 22:00:00 |LOGON ACC SYSTEM WORKGROUP\DEV0D1 1
03-03-2020 22:00:00 |SELECT RTP-DML SYSTEM WORKGROUP\DEVOD1 OMEGACAEVAPP E
03-09-2020 22:00:00 |GRANT RTP-DDL SYS DEVOO1 SYS 5
03-05-2020 23:00:00 |LOGOMN ACC SYS DEVOO1 128
04-03-2020 00:00:00 |LOGON ACC SYS WORKGROUP\DEVOO1 1
04-03-2020 00:00:00 |LOGON ACC SYS DEVOD1 126
04-09-2020 20:00:00 |REVOKE ROLE AUD OMEGACAEVDEA WORKGROUP\DEVOD1 1
04-09-2020 20:00:00 (LOGOMN ACC OMEGACAADM WORKGROUP\DEVOD1 1
N4-N9-2020 20:00:00 | &I TFR. RTP-DNI OMEGACAFVAPP WORKGROLIP\DFYON1 OMEGACAFVAPP 4
13724 E

LI

Use the Export... button to export the summary dataset in different file formats - txt, xIs, html and xml.
Use the Mark button to invoke the form “Security Events - Mark” to perform retrieved records marking.
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3.1.5 Security Events

When the Security Events are searched in Record mode, the first tab Security Events displays security events at
record-level, with almost 30 fields of top importance.

[Security Events Last search on 9/7/2020 5:05:12 PM. DateTime range 02-09-2020 17:05:10 - 07-09-2020 17:05: 10 ]

Security Events | Event Details
g
—

Drag a column header here to group by that column

|Aud'rt DateTime |Username Session ID|Pol. Type|Action Name (Owner |0hjectName |0hject Type [0S User User Host |Term'|na| P Mdrﬁs|l
04-09-2020 20:45:09 | OMEGACAEVAPP 917122 |RTPDML |UPDATE OMEGACAEVAPP  |EMP Administrator | WORKGROUP\DEVOO 1
04-09-2020 20:45:09  OMEGACAEVAPP 917122 |AUD UPDATE OMEGACAEVAPP EMP Administrator | WORKGROUP\DEY001 |DEVOO1
04-09-2020 20:45: 10 | OMEGACAEVAPP 917122 |RTPDML | SELECT OMEGACAEVAPP  |EMP Administrator | WORKGROUP\DEVOO 1
04-09-2020 20:45:11 | OMEGACAEVAPP 917122 |AUD UPDATE OMEGACAEVAPP  |EMP Administrator |WORKGROUP\DEV0O1 | DEVOO1
04-02-2020 20:45:11 OMEGACAEVAPP 917122 RTPDML |UPDATE OMEGACAEVAPP EMP Administrator | WORKGROUP\DEV001
04-09-2020 20:45:12 | OMEGACAEVAPP 917122 |RTPDML | SELECT OMEGACAEVAPP  |EMP Administrator | WORKGROUP\DEVOD 1
04-09-2020 20:45: 14 | OMEGACAEVAPP 917122 |AUD UPDATE OMEGACAEVAPP  |EMP Administrator | WORKGROUP\DEV0D1 DEVOO1
04-09-2020 20:45: 14  OMEGACAEVAPP 917122 |RTP-DML |UPDATE OMEGACAEVAPP EMP Administrator | WORKGROUP\DEV001
04-09-2020 20:45: 15 | OMEGACAEVAPP 917122 |AUD DELETE OMEGACAEVAPP  |EMP Administrator | WORKGROUP\DEV0D1 DEVOO1
04-09-2020 20:45: 15 | OMEGACAEVAPP 917122 |RTPLDML |DELETE OMEGACAEVAPP  |EMP Administrator | WORKGROUP\DEVOD 1
04-09-2020 20:45: 16  OMEGACAEVAPP 917122 RTPDDL |CREATE OMEGACAEVAPP P_EMP_INS PROCEDURE  |Administrator |WORKGROUPYDEVOD1 [DEVOO1 192.168.1.2
04-09-2020 20:45:19 | OMEGACAEVAPP 917122 |RTPDOL | ALTER OMEGACAEVAPP  |P_EMP_INS PROCEDURE  |Administrator | WORKGROUP\DEVOD1 |DEVOO1 192.168.1.2
04-09-2020 20:45: 20 | OMEGACAEVAPP 917122 |RTPDOL |CREATE OMEGACAEVAPP  |P_EMP_UPD PROCEDURE |Administrator | WORKGROUP\DEVOD1 |DEVOO1 192.168.1.2
04-09-2020 20:45:21 OMEGACAEVAFF 917122 RTPDDL | ALTER OMEGACAEVAFP FP_EMP_UFD PROCEDURE  |Administrator |WORKGROUPYDEVOD1 [DEVOD1 192.168.1.2
04-09-2020 20:45: 22 |OMEGACAEVAPP 917122 |RTP-DOL |CREATE OMEGACAEVAPP  |V_EMP VIEW Administrator | WORKGROUP\DEV0D1 DEVOO1 192.168.1.2
PPy P —— PP, P ———— pp— P PPy = PO [P S P P
RecNo = 14061

X - | o

Use the Export... button to export the summary dataset in different file formats - txt, xIs, html and xml.

Use the Mark button to invoke the form “Security Events - Mark” to perform retrieved records marking.

3.1.6 Event Details

The second tab Event Details displays an individual full view of the record selected in the first tab Security Events.

[Security Events Last search on 9/7/2020 5:05:12 PM. DateTime range 02-09-2020 17:05:10 - 07-09-2020 17:05:10 ]
Security Events  Event Details

Audit DateTime |Audit uTC |PnL 'I'vpe| Pol. Type Name |Userna me |Sﬁs’mn Id |OS User |Useanst |A.ct'|nn Id |Ad:'|nn HName |
04-09-2020 20:45:19 (04-09-2020 18:45:19 |RTP-DOL  |Real-Time Protection OMEGACAEVAPP 917122 Administrator WORKGROUP\DEVOD 1 ALTER ;
[owner |object Hame |object Type  |obj. Edition [Rtn. Code|Return Message [SQL Bind [soL Text |DDL Body |
COMEGACAEVAFPP P_EMP_INS PROCEDURE -20010 RTP DOL Policy: EV Af —Mame = RUN1

|Priv. 1d[System Privilege

|obj Privilege|Sys. Privilege

|Adm. opt[Grantee  [Audit Option

|Logoff Tlme| Logoff LRead | Logoff PRead | Logoff LWrite| Logoff DLuck|

|Statement1d|Entrv1d|Transact'|nn1d |SCN |mevSﬁsinnId|New0wner|NewName|GlnbalUser1d|Cnmment |OS Pm-oats|5ﬁsinnCPU|FGA Policy Name |

1P Address [Terminal |dlientId [Net.Prot. [Port [DbId |DB. Name [Instance No.[Auth. Method  [Ident. Type  [IsDBA [Module |Bg J0b 1d[Fg Job 1d|
192.168.1.22 DEVO01 tp 1464145432 |ord 1 LOCAL FALSE |OmegaCABenchm: 0
Trail Evaluation Issue Class Issue Group Issue Name Audit DateTime Insert
[<Policy > ~ | [unmarkeD | [onmarkeD | [ummarkeD | [ so ]

Use the navigation buttons bottom-left to navigate the records dataset opened in the first tab; and to display in
full the currently selected in this one.
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Press the SQL button to display in full SLQ Bind and SQL Text fields. Pressing it again (this time labeled Records)
Press again to switch back to full record Detail presentation.

[Security Events Last search om 972020 5:05: 12 FM. DateTime range 02-09-2020 17:05: 10 - 07-09-2020 17:05: 10 l
Security Events  Event Details
SQL Bind
#1(5):Altin #2(8):Karaull £3(1): 1 £4(17):9/4/2020 20:45: 14 #5(4):4000 #£6(3): 100 -
4 2
o T m s
SQL Text
UPDATE EMP SET FIRST_MAME = :B6 , LAST_MAME = :E5 , DEPT_ID = :B4, HIRE_DATE = :B3, SALARY = :B2 WHERE EMP_ID = :B1 -

4
Trail Evaluation Issue Class Issue Group Audit DateTime Insert
| ~ | [unmariED | |unmarxED 04-09-2020 20:45:58
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3.2

Security Events Trail fields

The following are the fields of the Security Events trail in Omega Core Audit application:

Field Name
Audit DateTime
Audit UTC

Audit DateTime Ins

Pol. Type (Code)
Policy Type Name
Username
Session Id

OS User

Userhost

Action Id

Action Name

Owner
Object Name

Object Type
Rtn. Code

Return Message
SQL Bind

SQL Text

DDL Body

Priv. Id

System Privilege
Obj. Privilege *
Sys. Privilege
Adm. Option
Grantee

Audit Option
Logoff Time
Logoff LRead
Logoff PRead
Logoff LWrite
Logoff DLock
Statement Id
Entry Id
Transaction Id
SCN

Proxy Session Id
New Owner
New Name
Global User Id
Comment

OS Process

Module
X-X-X-X
X-X-X-X
X-X-X-X
X-X-X-X
X-X-X-X
X-X-X-X
X-X-X-X
X-X-X-X
X-X-X-X
0-x-0-x
X-X-X-X
0-X-X-X
0-X-X-X
0-X-X-X
X-X-X-X

X-X-X-X
0-x-0-x
0-x-0-x
0-0-x-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-0
0-x-0-x
0-x-0-x
0-x-0-x
0-x-0-x
0-x-0-x
0-x-0-0
0-x-0-0
0-x-0-x
0-x-0-x
0-x-0-x

Field Description

Timestamp of the audit event. Sole field indexed by default!
Universal Time Coordinated of the Security Event.
Timestamp of the record insert in the Security Events trail.
Policy type (originating module) of the trail record.

Policy name (originating module) of the trail record.
Database user name performing the audited event.

Oracle Session Id, unique number assigned to each user’s session.
Operating system user name of the client process.

Name of the host machine of the client.

Unique numeric code of the user’s action audited.

Name of the user’s action audited.

Owner of the object affected by the audited event.
Name of the object audited event.

Type of the object audited event.

Omega Core Audit/Oracle returned code generated by the audited event.

0 for success,

-20010 for Omega Core Audit protection errors

other values for Standard and FGA Audit trails only.

Omega Core Audit/Oracle returned message generated by the audited event.

SQL Bind variable data of the audited event.

SQL full text of the audited event..

Original DDL text of the object before the DDL command.

System privilege unique number used by the user to perform the audited event.
System privilege name used by the user to perform the audited event.
Object privileges granted/revoked for Grant and Revoke statements.
System privileges granted/revoked for Grant and Revoke statements.
Role/privilege granted with “admin” option

Name of the grantee for Grant and Revoke statements.

Auditing Options for Audit and NoAudit statements.

Logoff Date Time.

Number of logical reads for the session.

Number of physical reads for the session.

Number of logical writes for the session.

Number of deadlocks detected during session.

User’s statement’s Id performed during the user’s session.

User’s audit entry Id audited in during the user’s session.
Transaction Identifier.

System change number (SCN).

Serial number of the proxy session (if enterprise user proxy logon)
Object’s new owner when changed.

Object’s new name when renamed.

Global user identifier (if logged on as enterprise user)

Text comment of the audited event.

Oracle OS process identifier.
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Session CPU 0-x-0-0 | Amount of CPU Time used by session.

FGA Policy Name 0-0-0-x | Name of the Oracle FGA policy

IP Address x-x-X-0 | IP Address of the client’s machine. On Logon only for Standard Audit
Terminal x-x-X-0 | Terminal name of the client’s machine.

Client Id 0-x-x-x | Client identifier in each database session.

Net. Protocol x-x-X-0 | Network protocol used for connection. On Logon only for Standard Audit
Port x-0-0-0 | TCP port used by client. On Logon only for Standard Audit

Db Id Xx-X-X-x | Database Identification humber

DB. Name X-X-X-X | Database name

Instance No. Xx-x-x-X | Instance number

Auth. Method x-0-x-0 | User’s authentication method.

Identification Type | x-0-x-0 | User’s identification mode.

IsDBA Xx-0-x-0 | User is SYSDBA or not.

Module x-0-x-0 | Program name used by the user.

Bg. Job Id x-0-x-0 | Background Job Id.

Fg. Job Id x-0-x-0 | Foreground Job Id.

Trail Evaluation X-x-x-x | Policies related to this trail record.

Current User 0-x-0-x | Effective user performing the action.

Issue Class x-X-X-X | Issue Tracking module’s issue class.

Issue Group X-X-Xx-X | Issue Tracking module’s issue group.

Issue Name X-X-X-X | Issue Tracking module’s issue hame.

Current User 0-x-0-x | Effective user running the statement (new in 12cR2)

* Object Privileges codification is on the same line as privilege columns ALT, AUD ..., WRI, FBK in the Oracle
system view DBA_OBJ_AUDIT_OPTS.

G Grant
N Revoke
- Non-applying

Module Legend:

x/0 Field in/not in use by Module

1st Slot Access Control Module

2nd Slot Standard Audit Module

3d Slot Real-Time Protection DDL Module
4th Slot Real-Time Protection DML Module
Note

Fields listed above are only those visually presented in the Summary and Records grids. More fields are available
in the Record Details panel.

DATAPLUS



34

'

fexmt DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

3.3 Automatic Oracle Audit Trail Management

Omega Core Audit implements automatic audit trail management that relieves the administrator from the tasks of
administering audit trail records in the Oracle dictionary.

The Access Control and Real-Time Protection DDL Security Event records are written (in real-time) directly into
the Omega Core Audit Repository, table Security Events (OMEGACA.SYS_UNF_TRAIL).

The Standard Audit records are initially written (in real-time) into the Oracle dictionary table SYS.AUD$.

The Real-Time Protection DML (FGA) records are also initially written (in real-time) into the Oracle dictionary table
SYS.FGA_LOGS$.

The purging of audit records from the Oracle dictionary tables to Omega Core Audit Security Events Trail is done
by the “DB Audit Trails Collect” job that runs periodically (every 60 seconds by default on install).

The OMEGACA_TRANS Scheduler job, owned by SYS, is installed by the installation script and is managed by the
Omega Core Audit application, in the form System Components.

Obviously the OMEGACA Repository schema and its objects, and the tablespace OMEGACA_TS on which it resides,
are subjects to common both routine and/or instant DBA and OS maintenance tasks, as any other application
inside the Oracle database; including the purging of “old” records according to your needs when size grows.

Refer to Omega Core Audit Deployment Guide, topic “5.2 Engine and Repository Maintenance” for more details on
the above.
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4 CHAPTER 4: Access Control

4.1 How it works

The Access Control module establishes database perimeter defense by applying mandatory access control to all
connections to the database. It operates on top of Oracle database event triggers feature and implements a
special software protection layer that supersedes standard user logon privileges. No users, including privileged
accounts and DBAs, can log on to the database without complying with the access control policies. In short: the
Access Control Module features a Database Firewall, and working from inside it, as the last resort.

It is based on the system-level trigger on the logon event capability of the Oracle’s database. Each logon is
evaluated on real time against the access control policies, access is mandatory, users will be able to log into the
database only after complying (Policy evaluated to TRUE) with at least one policy. Non-compliant connections can
be rejected in real time and logged off from the database.

Multi-factor user authorization permits logon only on specific combination of user & environment context values,
be those user, host, OS logon and terminal names, IP addresses, program used, time and many more.

Access control security events provide details on user’s logon activity into the system. An access control security
event is generated depending on the settings of the evaluated policies and results of TRUE/FALSE. Evaluation of
multiple policies by a login action generates a single access control security event.

A specific feature of the Access Control comparing to other modules is that an access control security event is
always generated if no policy authorizes. You will always have an access control security event for a non-
complying logging!

4.2 Access Control Guidelines

4.2.1 General Guidelines

Create secure login channels into the database for individual, or groups of users according to their work profiles,
by creating policies permitting access to them.

Although the Omega Core Audit processing cost on Access Control is very small comparing to the cost of the
Oracle logon process, it is advised that you beware the performance anyway.
Remember that for each logon all access control policies are evaluated. Thus be aware of the evaluation cost by:

Have a limited number of Access Control policies, especially when the User Appliance option is All Users.

Use the Users Apply option of the policy’s User Appliance and declare users to the respective list.

Enable the Use Cache option for all policies.

Disable the Debug Log option for all policies.

Beware intensive connections from interfaces and software’s authenticating with common database
credentials.

Note:

Omega Core Audit's Access Control module has demonstrated to cause no performance impact even on live
systems with 3-4 thousands connections per minute from interfaces only, plus the continuous operations of
hundred users working on application systems with the characteristic of opening a separate session for each
application form.
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4.2.2 Silent Access Control Module

The Access Control module’s Silent mode controls the protective action regarding the connection’s compliance.
The protective action is the rejection of the user’s logon, but when Silent is enabled, user will be allowed to logon,
independently to the result of policies evaluation.

The Access Control Silent mode is enabled by default on Omega Core Audit install. Use the Silent mode for
database access behavior discovery (retaining the audit capability), until you establish secured access paths for all
logging accounts to the database through your policies. Mind the database internal actions, like those of Oracle
accounts SYS, SYSTEM, SYSMAN and more, mostly via jobs, and those of application schemas or interfaces!

Normally the Access Control module’s Silent mode would be used only during the time of initial setup or on
emergency. Deactivate this option after you have properly configured Access Control through your policies, so
that unauthorized connections are not allowed to continue!

Access Control module’s Silent mode is managed into the System Components form in the main menu
Administration, Access Control tab, Silent Checkbox.

4.3 Access Control Policies

Access control policies enforce and formalize security compliance policies on user’s connections to the database.
To view the policies, in the Application’s main menu Audit Policies, tab Access Control click the menu button
Policies. This will open the Access Control Policies form.

%Access Control Policies EI@
|Search Options |
Policy Name Policy Description DE User Dt Created From O, Created To
I || || | T Applies [z0-05-2024 |[eo-05-z024 | active
i:iule Mame | rule Descripkion | ractor Tame | |Operand 1 | |Operand 2 |
[Access Control Palicies ]
|Policy Name |Po|iqr Description |Active|nudit DOption |User Appliance |Rule Eval.lUse Cache |Dehug Longt. Created User Creal
EV Application Access |EV Application Access On Success/Failure |Users Apply Any True W 03-05-2024 00:40:04 |3¥3
EV Developer Access |EV Developer Access On Success/Failure |Users Apply any True v 03-05-2024 00:40:04 |3¥S
EY DBA Access EY DBA Access On Success/Failure |Users &pply Any True 4 03-05-2024 00:40:04 |3¥S
EY Oracle Internals |V Oracle Internals On Success/Failure |Users Apply Any True v 03-05-2024 00:40:04 |5¥S
Rec Mo =4
[ T | 1 | | |E

Search Options

e All search options are available as case-free and (optional) partial value.

e When Checkbox Applies is checked, the search will return all policies that apply for the user. The later must
be entered in full and is case-sensitive.

e Operand 1 will also search for the Operand’s value in IN/NOT IN Condition’s list.

The following are the properties of the Access Control policy:

Field Name Field Description
Policy Name Unique Name of the policy within the module.
Policy Description | Description of the policy.
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Active Policy status, Active or Inactive.
Audit Option Security event generation. Available options:
Disabled No Access Control security event is created.
On Failure Access Control security event is created on a FALSE Policy.
On Success and Failure Access Control security event is always created.
User Appliance Policy appliance regarding database users. Available options:
All Users Policy is applied to all users.

Users Apply Policy is applied only to users in the Users Apply List.
Users Exclude Policy is not applied to users in the Users Exclude List.
Rule Evaluation Policy’s evaluation mode regarding rules. Available options:

Any True Policy is True when at least one rule is evaluated True.
All True Policy is True if all rules are evaluated True.
Formula User defined logical formula built on rules.
Formula Text of the policy’s logical formula built on rules.
Use Cache Use of Policy Cache on evaluation. Available options:
Checked Cache is enabled for policy, recommended value and default on create.
Unchecked Cache is not enabled for policy, non-recommended value.
Debug Log A Debug Log is created when policy is evaluated. Available options:
Checked Debug log is enabled for policy, non-recommended value.
Unchecked Debug log is not enabled for policy, recommended and default on create.

Enter the desired options and press the button Search on the right. The result will be listed in the Access Control
Policies grid. Press the Refresh button to refresh them.

4.3.1 Adding a new Access Control Policy

To create a new access control policy, in the form Access Control Policies, Access Control Policies grid, press the
button Add on the right. The form Add Access Control Policy will open.

@ Add Access Control Policy
[Add Access Control Policy

Policy Mame |E'v' Developer Access |

ol

Policy Description | EV Developer Access

Audit Option On Success Failure ~ |User Appliance  |Users Apply A
e

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the rules.

4.3.2 Opening/modifying an Access Control Policy

To open an access control policy in full details for viewing and modification, select a policy record in the form
Access Control Policies, Access Control Policies grid and press the button Open on the right. The form Access
Control Policy will open.
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$ Access Control Policy @
[Access Control Policy l

Policy Name | Audit Option On Success/Failure - I p—
Policy Description | EV Developer Access . User Appliance
* RieEvshaten =
Formula | | [Formula ] W Use Cache [~ Debuglog
|Pulicy Rules |
|Ru|eCnde |RuleName Rule Description | Active |Cund. EvaL|D‘LCreated |User Cre E]
0000002 Developer 1 Access Developer 1 Access rd All True 04-05-2020 16:03:31 5YS
0000003 Developer 2 Access Developer 2 Access v All True 04-05-2020 16:03:31 SYS
(Lopen |
RecMNo =2
v v 4] | [v]
Dt. Upd. |04-05-2020 16:05:41 User Upd.  |[OMEGACAADM |Dt. Created User Created

To update any policy changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Del. Cache to manually clear the access control cache for this policy. Press the button Formula to
open the policy’s formula editor form. Press the button Users to open the user appliance/exclusion form.

4.3.3 Deleting an Access Control Policy

To delete an access control policy, select a policy record in the form Access Control Policies, Access Control
Policies grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected policy will
be deleted together with its cache, rules, conditions and [not] IN lists. You will receive a confirmation, or the error
message when failure.

4.3.4 Copying an Access Control Policy

To copy an access control policy, select a policy record in the form Access Control Policies, Access Control Policies
grid and press the button Copy on the right. The form Copy Access Control Policy will open.

& Copy Access Control Policy @
[Cupy Access Control Policy ]

Policy Name ‘E\l‘ Developer Access |

Policy Name ‘ EV Developer Access ‘ -

New Policy Description ‘Senior Dev Access |

New Policy Desaription | Senior Developer Access

Set the required fields and press the button Copy. You will receive a confirmation, or the error message when
failure. The new policy will be created with its rules, conditions, [not] IN lists as the original policy and with an
Inactive status.

4.3.5 Access Control Policy Status

To change an access control policy status, select a policy record in the form Access Control Policies, Access
Control Policies grid and press the button Status below on the right. If the change status dialog box is confirmed,
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the current policy status will be reversed from its current setting. Policy must have active rule for its status to be
set as Active. If the policy Audit Option is other then All Users, respective Apply and Exclude lists must have at

least one entry.

4.4 Access Control Rules

Access control rules are defined under policies. To view the access control rules for the selected policy open the
form Access Control Policy. The rules bounded to the policy will be listed in the Policy Rules grid.

Policy Rules |

|Rule Code |RuIeName |Ru|e Description | Active |Cm|d. EvaL|DLCreated |UserCr(
00o0nooo2 Developer 1 Access Developer 1 Access W All True 04-05-2020 16:03:31  |SYS
0000003 Developer 2 Access Developer 2 Access v All True 04-05-2020 16:03:31 5Ys

RecNo =2
q (8] izl

T
Dt.Upd. [04-05-2020 16:05:41 | UserUpd. [OMEGACAADM | Dt Created [p4-05-2020 16:03:31 | User Created

The following are the properties of the Access Control rule:

Field Name Field Description

Rule Code Unique auto-generated code of the rule within the module.

Rule Name Name of the rule.

Rule Description Description of the rule.

Active Rule status, Active or Inactive.

Condition Evaluation | Rule evaluation mode regarding conditions. Available options:
Any True Rule is True when at least one condition is evaluated True.
All True Rule is True if all conditions are evaluated True.
Formula User defined logical formula built on rules.

Formula Text of the rule’s logical formula built on conditions.

Press the Refresh button to refresh them.

4.4.1 Adding a new Access Control Rule

To create a new access control rule for the selected policy, in the form Access Control Policy, Policy Rules grid,
press the button Add on the right. The form Add Access Control Rule will open.

& Add Access Control Rule @

[Add Access Control Rule

Policy Mame |E‘v' Developer Access | Add
|

Rule Mame |Deve|oper 3 Access
Rule Description | Developer 3 Access ‘
Cond Evaluation |,c\|| True LI

Set the required fields and press the button Add.
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You will receive a confirmation, or the error message when failure. The new rule will be created with an Inactive
status. You can change that later, after adding the conditions.
4.4.2 Opening/modifying an Access Control Rule

To open an access control rule in full details for viewing and modification, select a rule record in the form Access
Control Policy, Policy Rules grid and press the button Open on the right. The form Access Control Rule will open.

ﬁ Access Control Rule @
[Access Control Rule ]
Palicy Name |E\.I Developer Access | Cond Evaluation All True -
Rule Name [peveloper 1 Access |
Rule Description | Developer 1 Access |Formu|a | [ ]
- Formula
|Rule Conditions |
|Cor|d. Cudel.ﬂct'wel(ond. Eval. |Factor : pr. Symk ': d 1 : d 2|Min. Trust Level|Val Expr. On
0000003 v| |Operand Session User = OMEGACAEVDEV 1 Undefined
0000004 v| |Operand Client Host = <DOMAIMNYHOST = Undefined

RecMo =2
o I | 5]
Dt.Upd. [04-05-2020 16:05:37 | User Upd. [OMEGACAADM Dt Created [04-05-2020 16:03:31 | User Created

To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Formula to open the rule’s formula editor form based on conditions.

4.4.3 Deleting an Access Control Rule

To delete an access control rule, select a rule record in the form Access Control Policy, Policy Rules grid and press
the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be deleted together

with its policy cache, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

4.4.4 Access Control Rule Status

To change an access control rule status, select a rule record in the form Access Control Policy, Policy Rules grid
and press the button Status below on the right. If the change status dialog box is confirmed, the current rule
status will be reversed from its current setting. Rule must have at least one active condition for its status to be set

as Active.
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4.5 Access Control Conditions

Access control conditions are defined under policy rules. To view the access control conditions for the selected
rule open the form Access Control Rule. The conditions bounded to the rule will be listed in the Rule Conditions

grid.

|F‘.u|e Conditions |

|Cond. Cnde|Active|Cond. Eval. |Factor Name |Opr. Symbol| Operand 1 |0perand 2 |Min. Trust Level|val. Expr. Oy
0000003 v| |Operand Session User = OMEGACAEVDEV1 Undefined
0000004 v| |Operand Client Host = <DOMAIN\HOST > Undefined

RecMo =2
[ 3]st

The following are the properties of the Access Control condition:

Field Name Field Description
Condition Code Unique auto-generated code of the condition within the module.
Active Condition status, Active or Inactive.
Condition Evaluation | Condition evaluation mode regarding factor. Available options:
Operand Condition is evaluated by comparing the retrieved value of the
factor with the operand's value.
Trust level Condition is evaluated by comparing the retrieved value of the

factor with the pre-declared Factor's trust level values.
Validate Expression Condition is evaluated as a result of a user-defined database
function returning a Boolean result.

Factor Factor being evaluated

Operation code Code the operation type applied to the evaluation of the Factor's retrieved value.
Operand 1 Value of the first operand.

Operand 2 Value of the second operand.

Minimal Trust Level Minimal required trust level.

Val. Exp. Owner Validate expression owner.

Val. Exp. Object Validate expression object name.

Press the Refresh button to refresh them.

4.5.1 Adding a new Access Control Condition

To create a new access control condition, in the form Access Control Rule, Rule Conditions grid, press the button
Add on the right. The form Add Access Control Condition will open.
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@ Add Access Control Condition =
[Add Access Control Condition ]
RuleMame  Developer 2 Access ]
Facer
|

[Candition E valuation

ondition Evaluaf
{* Operand " Trust Level " Vvalidate Expression |

Operand

Cperation Code [ <] Cperand 1 [sqlplus.zxe | (Fd.]

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. Choosing the condition evaluation mode
through the radio-boxes opens respective input fields. The new condition’s status can be set on creation, except
when condition evaluation Operand and operation code [not] IN that are created as Inactive.

4.5.2 Opening/modifying an Access Control Condition

To open an access control condition in full details for viewing and modification, select a condition record in the
form Access Control Rule, Rule Conditions grid and press the button Open on the right. The form Access Control
Condition will open.

ﬁ Access Control Condition @
[Access Control Condition ]
Rule Name |Dave|cper 2 Access ‘
Condition Code |UUUDUUS ‘ Factor |Session User LI
|Condn:|on Evaluation ‘
Condition Evaluation
‘@ Operand Trust Level Validate Expression
Operand
Operation Code |= LI Operand 1 |OMEGACAEVDEVZ |
Operand List Operand 2 | ‘
Dt. Updated  |07-05-2020 20:25:52 User Updated  |OMEGACAADM
Dt. Created 07-05-2020 20:24:57 User Created Sys

To update any condition changes press the button Save.

You will receive a confirmation, or the error message when failure. Press the Operand List button to set Operand
list when condition evaluation of type Operand and Operation Code [not] IN.

4.5.3 Deleting an Access Control Condition

To delete an access control condition, select a condition record in the form Access Control Rule, Rules Conditions
grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected condition will be
deleted together with its policy cache, and [not] IN lists.

You will receive a confirmation, or the error message when failure.
4.5.4 Access Control Condition Status

To change an access control condition status, select a condition record in the form Access Control Rule, Rules
Conditions grid and press the button Status below on the right. If the change status dialog box is confirmed, the
current condition status will be reversed from its current setting. If condition evaluation is of type Operand and
Operation Code is [not] IN, then the condition must have at least one active IN list record for its status to be set
as Active.
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5 CHAPTER 5: Standard Audit

5.1 How it works

The Standard Audit module ensures a reliable and continuous auditing monitoring and is based on the Oracle’s
native audit capabilities.

It is based on native auditing capabilities of the Oracle’s database.

It ensures an answer in real time to the classical questions - Who/What/How/When/Where in regard to user’s
activity in the system. It operates on top of Oracle native audit features, is easily configured and graphically
enables a complex set of auditing commands via the interface. Standard Auditing consists of:

e Statements & System Privileges - identifies actions performed versus a statement executed and system-wide
granted privileges like SELECT TABLE, INSERT ANY TABLE, CREATE SESSION, EXECUTE ANY PROCEDURE
and so on.

e Objects - identifies actions performed versus an application or database object, let us say we are interested in
tracing every SELECT, INSERT, DELETE, UPDATE into the ACCOUNTS table, made by any user.

The Standard Audit module implements a policy-based auditing, in which audit policies define user-statements
and object privileges to be audited.

Automatic Oracle standard audit trails management is effective. The DB Audit Trails Collect Job transports the
standard audit trails from the Oracle internal structures to the Omega Core Audit Repository and optionally makes
the mapping of the Oracle standard audit trail record with the policies that caused it.

Note

Omega Core Audit version series 3.x.x support only the Traditional Audit of the Oracle Database. In Oracle
versions 12 to 21 the database must be running on “Mixed” audit mode.

5.1.1 Activating the Standard Audit

To activate the standard Oracle auditing you need to set the database startup parameter “audit_trail” to one of
the following values:

DB, EXTENDED - recommended value, ensures full SQL Bind parameters and SQL Text
DB - non-recommended value, no SQL Bind parameters and SQL Text

You can set this database parameter from the Omega Core Audit System Components form, or by executing the
following SQL command (with the proper privileges):

alter system set AUDIT TRAIL=DB, EXTENDED scope=spfile;

Because this parameter is a static one, you need to restart the instance for the action to take effect.

5.2 Standard Audit Guidelines

Standard Auditing is relatively inexpensive, as demonstrated by audit benchmark tests performed by Oracle and
other third parties. However in order to minimize any possible performance impact and to keep the Security
Events Trail from growing big too quickly, narrow the scope of the audit by referring sensitive objects in
combination with the important privileges.
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Follow these guidelines for minimal performance impact on the system:

e Although auditing is relatively inexpensive, limit the number of audited events as much as possible.

e Evaluate your auditing. Have a clear understanding of your auditing and then devise an appropriate auditing
strategy. Avoid unnecessary auditing.

e Audit knowledgeably! Audit the minimum number of user’s statements or objects needed to get the targeted
information. Balance the sufficient amount of security information with your ability to store and process it.

Create audit policies for important statements [privileges] given to specific users, administrators, developers and
schema owners, and also for important objects, each more set in more detail at rule level by the two available

policy types.

Top-level SQL execution highlight in Oracle audit trails

Starting with the Oracle version 12c Release 2 a new field nhamed CURRENT_USER - “effective user for the
statement” is available in Oracle database audit trail tables, the SYS.AUD$ for the standard audit and the
SYS.FGA_LOGS$ for the fine-grained audit. In combination with the (existing) field USERID, highlighted is the SQL
execution type, whether it has been a Top-level SQL (issued directly by a user), or not (run from within a PL/SQL
procedure or function executed by the user).

While the new field is common to both Standard Audit and the FGA, the reason it is included in the chapter of the
prior is the evident match of the new feature with the Standard Audit’s new ALL STATEMENTS (auditing for Top-
level SQLs only) introduced in 11g R2, later described in this chapter.

With the new feature added, there is now the now the possibility to determine in both the Standard Audit and
FGA trails the whether the SQL was issued directly by the user, or implicitly through executed procedural code
(procedures, functions,). And in the Standard Audit there is the possibility to audit by the same approach too!
Note:

Auditing Oracle user accounts with ALL STATEMENTS is a recommended audit method, as it is in full compliance

with all points of the Audit Guidelines above. More details are given in later topic "5.5.1 Adding a new Standard
Statement Audit Rule”.
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5.3 Existing Oracle Standard Audits

Existing (Standard) audit settings might be enabled in your database, prior to Omega Core Audit installation.
These audit settings might be there because of:

1. Oracle Standard Audits enabled on install

These are those Statement Audits that are activated on database install using the new feature "Security settings",
available in the 11g Database Configuration Assistant.

These default audit statements are all user-wide (effective for all users) and are recognized by Omega Core Audit
via a special, built-in pre-deployed Standard Audit policy named “Audit Defaults”. This policy supports the Oracle’s
user-wide statements and privileges audited by default. You can change this policy like all the others (user-
created), or its rules (Statement Audits), but only for user-wide auditing! *

This policy and its rules are pre-deployed as Inactive during Omega Core Audit installation! You can activate each
rule (Statement Audit) according to what existing statement audits may be and then activate the policy.

* Because its rules are always applied users-wide, this policy is not suitable for auditing operations of high
intensity (when in the presence of them, but this is a common situation in most environments) like, for example,
all the DML commands and logons performed by an application schema owner performing on behalf of all
enterprise core-system’s users! The very high number SELs, INSs, UPDs and DELs performed would result in a
very high volume of logs collected in violation of the important Audit Guideline principle “audit knowledgeably!”

2. Audits previously set by your DBA.

These might be existing statement and object audit settings, set by either your DBA, or information security staff.
It is recommended that you remove these audits (with the NOAUDIT command) prior to installing Omega Core
Audit. Obviously these audits have been there for a reason and they will be reviewed before removing, because
some of them you will re-create as policies inside the Omega Core Audit’s Standard Audit module, while many
others could not be needed, as their goal can be implemented (and exceeded) with the Omega Core Audit’s extra
features of its other modules!

To list and preserve the standard audit settings on the database refer to Omega Core Audit Deployment Guide,
Appendix A. Utility Scripts - 6.4.9 Oracle Statements and Objects Audits.
Notes:

1. To check for existing audit settings, open the forms “Statement [System Privilege] Audits” and “Objects
Privilege Audits”, later described in this chapter in the “"Database Standard Audits Interaction” topic.

2. For existing Oracle standard audit trail records in SYS.AUDS$, it is recommended that these trails are cleared

prior to installing Omega Core Audit. But in case you would need them too, you can still collect these records to
the Omega Core Audit repository.
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5.4 Standard Audit Policies

Standard audit policies enforce and formalize security compliance policies on auditing users’ activity in the
database. To view the policies, in the Application’s main menu Audit Policies, tab Standard Audit click the menu
button Policies. This will open the Access Control Policies form.

@ Standard Sudit Policies =N =R
|Search Options |
Pualicy Mame Policy Description DB User Dt Created From Dt Created To
[l || | I Applies [z0-05-2024 |[20-05-2024 |~ Active
Statement Audit Dption Object Audit Owner  Object Audit Hame

[Standard Audit Policies

|Pulicy Name |Pulicy Description |Active |Type |Use Cache |Debug Log |Dt. Created User Created
Audit Defaults Audit Defaulks Statement [Priv.] v 07-05-2024 23:52:04 |5YS
EV Developer Audit EW Developer Audit Statement [Priv.] v 08-05-2024 00:40:04 |S¥S
EV App Obj Audit EY App Obj Audit Object v 08-05-2024 00:40:04 | 575
EV DB Audit EW DBA Audit Statement [Priv.] v 05-05-2024 00:40:04 |5%5
Delete
Rec Mo =4
e v [4] | D]

Search Options

e All search options are available as case-free and (optional) partial value.

e When Checkbox Applies is checked, the search will return all policies that apply for the user. The later must
be entered in full and is case-sensitive.

The following are the properties of a Standard Audit Policy:

Field Name Field Description

Policy Name Unique auto-generated code of the condition within the module.

Policy Description Description of the policy.

Active Policy status, Active or Inactive.

Type Policy’s type regarding standard auditing. Available options:
Statements Auditing on user statements and system privileges only.
Object Auditing on actions performed on objects only.

Use Cache Use of Policy Cache on Audit Policy Mapping (if enabled). Available options:
Checked Cache is enabled for policy, recommended value and default on create.
Unchecked Cache is not enabled for policy, hon-recommended value.

Debug Log A Debug Log is created on Audit Policy Mapping (when enabled). Available options:
Checked Debug log is enabled for policy, non-recommended value.
Unchecked Debug log is not enabled for policy, recommended value (default on create).

Enter the desired options and press the button Search on the right. The result will be listed in the Standard Audit
Policies grid. Press the Refresh button to refresh them.

5.4.1 Adding a new Standard Audit Policy

To create a new standard audit policy, in the form Standard Audit Policies, Standard Audit Policies grid, press the
button Add on the right. The form Add Standard Audit Policy will open.
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@ Add Standard Audit Policy ===
[Add Standard Audit Policy

Policy Name |E\.II Developer Audit | Add
Policy Description | EV Developer Audit i

Type Statement [Priv.] =

The policy can be of type Statement [Priv.] (for Privileges), or Object, and as one of these two types only its rules
can be. This setting cannot be changed later! Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the statements or objects audit options, depending on the policy
type. Standard Audit Policy type cannot be changed after creation.

5.4.2 Opening/modifying a Standard Audit Policy

To open a standard audit policy in full details for viewing and modification, select a policy record in the form
Standard Audit Policies, Standard Audit Policies grid and press the button Open on the right. The form Standard
Audit Policy will open.

@ Standard Audit Policy [
IStandard Audit Policy ]
Policy Name |Developers Audit | Type |Statement [Priv.] ‘ o
Policy Description Developers Audit - [V Use Cache
- [ Debuglog Del. Cache
|Po\icp Rules |
Statement Audits
[Aud. Stmt. Code]Audit Option Audit User [active[success [Dt. created | =]
0000067 DELETE TABLE scoTT ¥ |Success/Faiure |01-02-2023 21:46:22
0000068 DROP USER. sCOTT ¥ |Success/Faiure |01-02-2023 21:45:22
0000068 INSERT ANY TABLE sCOTT ¥ |Success/Faiure |01-02-2023 21:45:22 Add +
0000070 INSERT TABLE SCOTT ¥ |Success/Faiure |01-02-3023 21:46:22
0000071 SELECT ANY TABLE sCOTT ¥ |Success/Faiure |01-02-2023 21:45:22
0000072 UPDATE ANY TABLE sCOTT ¥ |Success/Faiure |01-02-2023 21:45:22
0000073 UPDATE TABLE SCOTT ¥ |SuccessfFaiure |01-02-2023 21:46:22 Al
0000074 DELETE ANY TABLE HR. ¥ |Success/Faiure |01-02-2023 21:46:35
0000075 DELETE TABLE HR. ¥ |Success/Faiure |01-02-2023 21:46:35
0000076 SELECT ANY TABLE HR. ¥ |Success/Faiure |01-02-2023 21:46:96
nnnnnnn eEnT AN TADLE o 7 loeeren niien |04 0 2002 atiac.ca
[ v I~ Al
Dt Upd. [30-01-202317:13:21 | User Upd. [OMEGACAADM Dt Created [20-01-202300:06:15 | User Created

To update any policy changes press the button Save.

You will receive a confirmation, or the error message when failure. Press the button Del. Cache to manually clear
the standard audit cache for this policy.

Audit Defaults Panel

Whenever you open the “Audit Defaults” policy, you will notice a special panel named the same, which appears
right to the Type field, only for this specific Standard Audit policy and not for the others!

Audit Defaulks

DATAPLUS



fexmt DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

This functionality imports the existing Oracle’s database user-wide audits (feature implemented in 11gR1 and
enhanced in 11gR2), in the sense that it will set them in the Rules with the right Status and Success. This will not
add any user-wide audit that is not present in the Rule’s list! Press button Synchronize to use this functionality.

5.4.3 Deleting a Standard Audit Policy

To delete a standard audit policy, select a policy record in the form Standard Audit Policies, Standard Audit
Policies grid and press button Delete on the right. If the delete dialog box is confirmed, the selected policy will be
deleted together with its cache and statement or objects audits, depending on the type.

You will receive a confirmation, or the error message when failure.

5.4.4 Copying an Standard Audit Policy

To copy an access control policy, select a policy record in the form Access Control Policies, Access Control Policies
grid and press the button Copy on the right. The form Copy Access Control Policy will open.

ﬁ(‘opy Standard Audit Policy @
[Copy Standard Audit Policy

Policy Name |E\uI Developer Audit |
Copy
Palicy Description ‘ EV Developer Audit ‘ i

New Policy Name |5n Developer Audit |

Mew Policy Description

Senior Developer Audit] ‘ .

Set the required fields and press the button Copy.

You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

Note:

The built-in default Audit Defaults, the only hosting user-wide statement audit rules, policy cannot be copied!

5.4.5 Standard Audit Policy Status

To change a standard audit policy status, select a policy record in the form Standard Audit Policies, Standard
Audit Policies grid and press the button Status below on the right. If the change status dialog box is confirmed,
the current policy status will be reversed from its current setting. Policy must have at least one active rule for its
status to be set as Active.

If the new status of the policy is Inactive, then all policy’s rules, statement or object audits will be disabled! This
is a specific of this module, and you will receive a Warning box and will need to confirm in order to proceed!
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5.5 Standard Audit Rules - Statement Audits

Standard statements audit rules are defined under policies. To view the statement audit rules for the selected
policy open the form Standard Audit Policy. The statement audit rules bounded to the policy will be listed in the
Policy Rules grid, Statement Audits tab.

|F'0Iic:_l,l Fules |
Statement Audits
[Aud. Stmt. Code|Audit option Audit User |active[success [t created | [a]
0000067 DELETE TABLE SCOTT v |Success(Failure 01-02-2023 21:46:22
0000068 DROP USER SCOTT v |Success/Fallure 01-02-2023 21:46:22
0000065 INSERT ANY TABLE SCOTT v| |Success/Faillure (01-02-2023 21:46:22
0000070 INSERT TABLE SCOTT v| |Success/Failure |01-02-2023 21:46:22
Q000071 SELECT ANY TABLE SCOTT v Success Failure |01-02-2023 21:46:22
Q000072 UPDATE ANY TABLE SCOTT Ld Success Failure |01-02-2023 21:46:22
Q000073 UPDATE TAELE SCOTT Ld Success/Failure [01-02-2023 21:46:22 [~ al
0000074 DELETE ANY TABLE HR. vl |Success(Failure |01-02-2023 21:46:35
0000075 DELETE TABLE HR v |Success/Fallure 01-02-2023 21:46:35
0000075 SELECT ANY TABLE HR. v| |Success/Failure (01-02-2023 21:46:46
Recto -0 Lo i
F B 7 [~ Al
The following are the properties of the Statement Audit Rule:
Field Name Field Description
Audit Stmt. Code Unique auto-generated statement audit code within the module.
Audit Option Audited action.
Audit User Audited User.
Active Rule status, Active or Inactive.
Success Auditing effective by action’s success. Available options:
Success/Failure audits on both success and failure
Success audits on success only
Failure audits on failure only

Press the Refresh button to refresh them.
Important Note:

By Oracle implementation, Standard [no] Audits on statements (and privileges) are effective only on subsequent
user sessions and not the current ones!

5.5.1 Adding a new Standard Statement Audit Rule

To create a new statement audit rule, in the form Standard Audit Policy, Policy Rules grid, Statement Audits tab,
press the button Add on the right. The form Add Statement Audit will open.

@@ Add Statement Audit ==

[Add Statement Audit

Statement [ALTER ANY PROCEDURE 1 | aad
[~ ALL STATEMENTS

[ Active

Username [omEGACAEVDEV2 ~|
Success/Failure  |success Failure ~|

Set the required fields and press the button Add.
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DATA!

You will receive a confirmation, or the error message when failure. The new statement audit rule’s status can be
set on creation.

Hint:

If you don't set the Rule as Active on creation (checking the Active checkbox), the Rule will get created only in the
Repository, but no standard statement audit command will be sent to Oracle!

ALL STATEMENTS

Instead of adding individual statement audit rules for a user, you can choose to audit ALL STATEMENTS for him
by checking the Checkbox named the same. The ALL STATEMENTS is a standard statement audit special shortcut
used to audit all Top-level SQL statements executed. Top-SQLs are those SQL statements that are issued directly
by a user. They are not those SQL statements run from within a PL/SQL procedure or function executed by the
user.

This you can combine with any other individual statement audit, reserving the later for actions you require to
audit for all SQL cases (not only the Top-SQLs). Refer to Standard Audit Guidelines, “Top-level SQL execution
highlight in audit trails”, earlier in this chapter for more on this.

Hint:

The ALL STATEMENTS shortcut will audit (exclusively in standard audit) for transaction Control Commands like
COMMIT and ROLLBACK! It will not audit for session related commands, like LOGON and LOGOFF (as they are no
statements); thus auditing the user for the CREATE SESSION too is recommended.

Important Note:
The ALL STATEMENTS standard audit feature has been first introduced in Oracle 11g Release 2. However existing

bugs have been verified in the initial Patchsets (1 and 2) of 11g R2. All SQLs instead of top-level only do get
audited. According to Oracle this is fixed in the 11.2.0.3 Server Patch Set and later versions.

5.5.2 Adding multiple Standard Statement Audit Rules

To create multiple statement audit rules at once, in the form Standard Audit Policy, Policy Rules grid, Statement
Audits tab, press the button Add+ on the right. The form Add Statement Audits will open.

@ Add Staternent Audits

[4cd Statement Audits
Audit Operations | Audit Operations Log

[E=8 Eon =

[Search Cptions

| [Aadit Users

|
|

Statement [Audit Option]

[aLTER

[V Active

Is Shorkcut Is System Priv. User
[ ~| | I” selExec [search || omega

| I Search l

‘Statemants for Audit [Audit Options]

) = Checkan

W Check Al SuccessiFailure

[ # [audit Dption

|Is Shortcut |Is Sys. Priv. |Is Map |5uccess]FaiIurE |

v |ALTER ANY ASSEMBLY
¥ |ALTER ANY CLUSTER
v |ALTER ANY CLIBE
v |ALTER ANY CUBE DIMENSION
v |ALTER ANY DIMEMSION
v |ALTER AMY EDITION
¥ |ALTER ANY EVALUATION CONTEXT
v |ALTER ANY INDEX
¥ |ALTER ANY INDEXTYPE
v |ALTER ANY LIERARY

Rec Ma = 39

b

v

ALY L AL A L 4

v

SuccessiFailure
SuccessfFailure
SuccessiFailure
SuccessiFailure
SuccessiFailure
SuccessiFailure
SuccessiFailure
SuccessiFailure
SuccessfFailure
SuccessiFaiure

OMEGACA

OMEGACAEYAPP
OMEGACAEYDEA
v| OMEGACAEWDEY
v| OMEGACAEYDEYZ
OMEGACALT
OMEGADBSCARN
OMEGADBSECREP
OMEGADBSECREFZ
OMEGADS
OMEGADS01
OMEGADSADM
OMEGADSRPS
OMEGADSRPSADM
OMEGADSSYS

Complete the desired options and search for available statements. Choose the statements you want to audit by
selecting (checking) them on the grid. The setting of the Success/Failure combo box will determine the value of
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the same named column in the grid, but you can change this at your will. On the right side search and select the
Users you want to audit on the selected statements. Press the button Add on the right.

Checking the Sel-Exec checkbox will include some audit options of type SELECT and EXECUTE!
View the multiple operations result into the tab Audit Operations Log. Here too the new statement audit rule’s
status can be set on creation.

5.5.3 Opening/modifying a Standard Statement Audit Rule

To open a statement audit rule in full details for viewing and modification, select a statement audit rule record in
the form Standard Audit Policy, Policy Rules grid, Statement Audits tab and press the button Open on the right.
The form Statement Audit will open.

$ Statement Audit
[statement Audit

L

Statement [nsErT TABLE -] Save
[~ ALL STATEMENTS

Username [oMEGACAEVDEV2 -]

Success/Failure |SuccessfFaiIure L'

Dt. Updated  [15-05-2020 21:44:30 | User Updated  |OMEGACAADM

Dt. Created 07-05-2020 20:24:57 User Created  [sys

To update any statement audit rule changes press the button Save.
You will receive a confirmation, or the error message when failure.

5.5.4 Deleting a Standard Statement Audit Rule

To delete a statement audit rule, select a statement audit rule record in the form Standard Audit Policy, Policy
Rules grid, Statement Audits tab and press the button Delete on the right. If the delete dialog box is confirmed,
the selected statement audit rule will be deleted.

You will receive a confirmation, or the error message when failure. You can delete multiple statement audit rules
by checking the All option.

5.5.5 Standard Statement Audit Rule Status

To change a statement audit rule’s status, select a statement audit rule record in the form Standard Audit Policy,
Policy Rules grid, Statement Audits tab and press the button Status below on the right. If the change status dialog
box is confirmed, the current rule’s status will be reversed from its current setting. Check the All option for
multiple rules’ status change.

Note:
Setting a policy statement audit rule’s status to Inactive effectively drops (if not used by other rule) the database

statement audit setting. This because there is no status property available in database for statements audits up to
Oracle 11g (and 12c - traditional auditing).
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5.6 Standard Audit Rules - Object Audits

Standard object audit rules are defined under policies. To view the object audit rules for the selected policy open
the form Standard Audit Policy. The object audit rules bounded to the policy will be listed in the Policy Rules grid,
Object Audits tab.

|F'0Iic:_l,l Fules |
Object Audits
|Aud.0b]'.Code|Oh]'.Owner |Oh]'.Type |Ob]'.hlame Aud. Operation |Active|5uocess |Dt.Created
0000002 HR TABLE COUNTRIES LOCK v Success/Failure | 20-01-2023 0
0000003 HR TABLE DEPARTMENTS LOCK v Success/Failure | 20-01-2023 0
0000004 HR TABLE EMPLOYEES LOCK v Success/Failure | 20-01-2023 0 Add +
0000005 HR TABLE JOBS LOCK ¥| |Success/Failure |20-01-2023 0
0000008 HR TABLE JOB_HISTORY LOCK v Success/Failure | 20-01-2023 0
0000007 HR TABLE LOCATIONS LOCK Ld Success/Failure | 20-01-2023 0
0000003 HR TABLE REGIONS LOCK v Success/Failure | 20-01-20230 [ Al
0000020 HR TABLE EMPLOYEES DELETE Success/Failure |30-01-2023 1
0000021 HR TABLE EMPLOYEES FLASHBACK Success/Failure |30-01-2023 1
RechMo =9
b oW oW 7 [4] |I| Al
The following are the properties of the Object Audit Rule:
Field Name Field Description
Audit Object Code Unique auto-generated object audit code within the module.
Object Owner Audited object Owner.
Object Type Audited object Type.
Object Name Audited Object Name
Audit Operation Audited operation on the object.
Active Rule status, Active or Inactive.
Success Auditing effective by action’s success. Available options:
Success/Failure audits on both success and failure
Success audits on success only
Failure audits on failure only

Press the Refresh button to refresh them.
Important Note:

By Oracle implementation, Standard [no] Audits on Object Privileges will take effect immediately!

5.6.1 Adding a new Standard Object Audit Rule

To create a new object audit rule, in the form Standard Audit Policy, Policy Rules grid, Object Audits tab, press
the button Add on the right. The form Add Object Audit will open.

@ Add Object Audit =
[Add Object Audit |
':JL;'"tEd S Audit Operation

ject Owner [OMEGACAEVARP -]
Object Type |TABLE v| Success/Failure i
Object Mame |EMP - | ....... i
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Set the required fields and press the button Add.
You will receive a confirmation, or the error message when failure. The new object audit rule’s status can be set
on creation.

Hint:

If you don't set the Rule as Active on creation (checking the Active checkbox), the Rule will get created only in the Repository,
but no standard object audit command will be sent to Oracle!

5.6.2 Adding multiple Standard Object Audit Rules

To create multiple object audits at once, in the form Standard Audit Policy, Policy Rules grid, Object Audits tab,
press the button Add+ on the right. The form Add Object Audits will open.

@ Add Object Audits [
Add Object Audits ]
Audit Operations | Audit Operations Log | m

Add
[5earch Options HAudlt Operations |
Object Qwner * Object Type * Object Name [~ Check All ¥ Active:
|oMEGACAEVAPP _~||[rasE -~ | [ search || Tater
AUDIT
‘Ob]ects for Audit | COMMENT
[ CheckAl SuccessFalue [ ] v gEfINE
. . - INDEX
[x_|owner [object Type [object Name [Success/Failure| || T
¥ |OMEGACAEVAPP  [TABLE DEPT Success/Failure LOCK
v |oMEGACAEVAPP  |TaBLE EVP Success/Failure = RENAME
COMEGACAEVAPP 'TABLE EMP2 Success/Failure | UPDATE

RecMNo = 3

oW v

Complete the Owner and the Type and search for available objects. Choose the objects you want to audit by
selecting (checking) them on the grid. The setting of the Success/Failure combo box will determine the value of
the same named column in the grid, but you can change this at your will. On the right side select the Audit
Operations you want to audit on the selected objects. Press the button Add on the right.

View the multiple operations result into the tab Audit Operations Log. Here too the new object audit rule’s status
can be set on creation.

5.6.3 Opening/modifying a Standard Object Audit Rule

To open an object audit rule in full details for viewing and modification, select an object audit rule record in the
form Standard Audit Policy, Policy Rules grid, Object Audits tab and press the button Open on the right. The form
Object Audit will open.

@ Object Audit =
[Object Audit |
-Audited Object
Object Owner  [oMEGACAEVARP <] | Audit Operation S
Object Type |TABLE - | Success(Failure  |gccess Failure - |
Object Name |EMP o |
Dt. Updated User Updated
Dt. Created User Created SYS
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To update any object audit rule changes press the button Save.
You will receive a confirmation, or the error message when failure.

5.6.4 Deleting a Standard Object Audit Rule

To delete an object audit rule, select an object audit rule record in the form Standard Audit Policy, Policy Rules
grid, Object Audits tab and press the button Delete on the right. If the delete dialog box is confirmed, the
selected object audit rule will be deleted.

You will receive a confirmation, or the error message when failure. You can delete all policy’s object audit rules by
checking the All option. You can delete multiple object audit rules by checking the All option.

5.6.5 Standard Object Audit Rule Status

To change an object audit rule’s status, select an object audit rule record in the form Standard Audit Policy, Policy
Rules grid, Object Audits tab and press the button Status below on the right. If the change status dialog box is
confirmed, the current object audit’s status will be reversed from its current setting. Check the All option for
multiple rules' status change.

Note:
Setting a policy standard object audit rule’s status to Inactive effectively drops (if not used by other rule) the

database object audit setting. This because there is no status property available in database for objects audits up
to Oracle 11g (and 12c - traditional auditing).
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5.7 Database Standard Audits Interaction

Omega Core Audit's Standard Audit module automates and visually handles the Oracle database audit
functionalities. This is implemented at the policy’s rule level, for objects and statement audits, depending on the
policy type. Management of database audits is performed automatically at policy rule’s create, update, delete and
status management. Direct database commands for auditing are processed and executed by the Omega engine
and synchronization is held between repository and database audits. Multiple policy rules (statement and object
audits) may be related to the same oracle database audit configuration, respectively for database statements and
objects audits.

The Omega Core Audit interface will alert you when opening a Statement or Object Standard Audit Rule which is
not bounded to a database statement or object audit setting. Ideally you are not supposed to see this, but
existence of an orphan Standard Audit Rule is an indicator of audit activity outside Omega Core Audit or an
inconsistency of the later.

5.7.1 Database Statement [Privilege] Audits

To view the database’ statement audits, as they are displayed in the Oracle view DBA_STMT_AUDIT_OPTS, in the
Application’s main menu Audit Policies tab, Oracle Audit Settings group click on the User Statements menu button.
The form Statements [System Privileges] Audits will open.

@ Statement [System Privilege] Audits folre ==
[search Options |
Username Statement [System Privilege]
[ | &
(statement [System Privilege] Audits |
e —— B
[Audit option Jusername System Priv.[Proxy __[Success Failure ] I~ Force
CREATE USER. |TEST4 v BY ACCESS BY ACCESS
CREATE USER v BYACCESS _|BY ACCESS Export...
DELETE ANY TABLE (OMEGACAEVDBA vl BY ACCESS BY ACCESS
DELETE ANY TABLE scorT v BYACCESS _|BY ACCESS
DELETE ANY TABLE |TESTDBAO1 v INOT SET BY SESSION
DELETE ANY TABLE TESTDBAD2 v NOTSET |BY SESSION
DELETE ANY TABLE |TESTUSER. v INOT SET BY SESSION
DELETE TABLE (OMEGACAEVDEV1 BY ACCESS BY ACCESS
DELETE TABLE (OMEGACAEVDEV2 BY ACCESS BY ACCESS
DROP ANY INDEX TEST4 v BY ACCESS _|BY ACCESS
DROP ANY PROCEDURE [TEST2 v BY ACCESS BY ACCESS
DROP USER scotT v BY ACCESS _|BY ACCESS
DROP USER. v BY ACCESS BY ACCESS
(GRANT ANY OBYECT PRIVILEGE OMEGACAEVDBA v BY ACCESS _|BY ACCESS
GRANT ANY ROLE (OMEGACAEVDBA ¥l BY ACCESS BY ACCESS
GRANT TABLE NOT SET BY ACCESS
INSERT ANY TABLE (OMEGACAEVDBA ¥l BY ACCESS BY ACCESS
INSERT TABLE (OMEGACAEVDEV1 BY ACCESS BY ACCESS
INSERT TABLE (OMEGACAEVDEV2 BY ACCESS BY ACCESS
INSERT TABLE TESTUSER. BY ACCESS BY ACCESS
SELECT ANY TABLE |TEST2 v BY ACCESS BY ACCESS
Rec No = 45
> wom v

Enter the desired options and press the button Search on the right. The result will be listed in the Statements
[System Privileges] Audits grid.

Note:

You can drop the selected statement audit option in the database with the NoAudit button. Ideally you are not
supposed to use this feature, but you can use it only for any possible database orphan statement audit, which for
any reason is not synchronized to the Omega Core Audit repository of standard statement audits!

If the database statement audit you are trying to drop is bound to one or more Omega Core Audit statement
audits records, you will receive an indicating error. You can still perform the drop if you choose the Force option.

Management of the database statement auditing is done automatically through the Omega Core Audit Standard

Audit module at rule level. Existence of database orphan statement audits is an indicator of audit activity outside
Omega Core Audit or an inconsistency of the later.
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5.7.2 Database Object Audits

To view the database’ object audits, in the Application’s main menu Audit Policies tab, Oracle Audit Settings group
click on the Object Privileges menu button. The form Object Privileges Audits will open.

@ Object Privilege Audits o] ===
[5earch Options |
Owner Object Type Object Name
[omecAcaEvar || = |
[Oh]ect Privilege Audits ]
Object Privilege Audits | Object Privilege Audits - Orade Native
Drag a column header here to group by that column NoAudit
Owner [object Hame [object Type [Audit Option Success |Failure | ™ Force
OMEGACAEVAPP | DEFT TABLE INDEX BY SESSION|NOT SET
OMEGACAEVAPP | DEFT TABLE COMMENT BY ACCESS |BY ACCESS Export...
OMEGACAEVAPP | DEPT TABLE LOCK BY SESSION NOT SET
OMEGACAEVAPP |EMP TABLE UPDATE BY ACCESS |BY ACCESS
OMEGACAEVAPP | EMP TABLE DELETE BY ACCESS |BY ACCESS
OMEGACAEVAPP | EMP TABLE FLASHBACK NOT SET  BY SESSION
OMEGACAEVAPP |EMP2 TABLE DELETE NOT SET |BY SESSION
OMEGACAEVAPP |EMP2 TABLE UPDATE BY ACCESS |BY ACCESS
OMEGACAEVAPP | P_EMP_INS PROCEDURE GRANT NOT SET | BY SESSION
OMEGACAEVAPP |V_EMP VIEW INSERT NOT SET |BY SESSIOM
OMEGACAEVAPP |V_EMP VIEW LOCK NOT SET |BY SESSIONM
RecNo = 11

Enter the desired options and press the button Search on the right. The result will be listed in the Object Privilege
Audits grid, tab Records.

Note:

You can drop the selected object audit option in the database with the NoAudit button in the tab Details. Ideally
you are not supposed to use this feature, but you can use it only for any possible database orphan object audit,
which for any reason is not synchronized to the Omega Core Audit repository of standard object audits!

If the database object audit you are trying to drop is bound to one or more Omega Core Audit object audits
records, you will receive an indicating error. You can still perform the drop if you choose the Force option.

Management of the database object auditing is done automatically through the Omega Core Audit Standard Audit
module at rule level! Existence of database orphan object audits is an indicator of audit activity outside Omega
Core Audit or an inconsistency of the later.

To view the database’ object audits, as they are displayed in the Oracle view DBA_OBJ_AUDIT_OPTS open the
second tab “Object Privilege Audits - Oracle Native”.

Object Privilege Audits
Object Privilege Audits Object Privilege Audits - Orade Native:

Drag a column header here to group by that column

Owner [object name [object Type _ [ALT [auD [com [pEL [GRA [mp [ms [ioc [Ren [sec [upp [exe [cre [Rea [wra [Fek |
OMEGACAEVAPF [DEPT TASLE S - A e s - s e [ A A
OMEGACAEVAPP [EMP TASLE 4 e e e e e e e e e [ e e e s
OMEGACAEVAPP [EMP2 TASLE A T T T T N
OMEGACAEVAPP |P_EMP_INS PROCEDIRE |+ [+ [+ [+ s [+ [+ [+ =+ | [+ [+ [+ [+ [+ [+
OMEGACAEVAPF |V_EMP VIEW A e e e e s s e e e e e e e
RecNo = 5

W4 7
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5.7.3 Security Event Mapping for Standard Audit

The Oracle database offers no clear connection between its standard (Traditional) audit trails and the audit
options you have set, either for statement or object audits.

In other words you cannot exactly define what existing standard audit settings - either at user statements or
object level, (or both) - did cause the generation of a specific audit trail record.

Omega Core Audit features the mapping of the security events of Policy Type Standard Audit, to the causing
Standard Audit Policy[s]. When feature is enabled, the Trail Evaluation field of the security event will contain the
information of the policy[s] that caused the trail record, otherwise will be empty.

Details on the operation of this feature are explained more in depth in the Chapter “System Administration”, topic
“DB Audit Trails Collect”.

Standard Audit Options Mapping

The configurations are viewable but non-modifiable to the system user. In the Application’s main menu Audit
Policies tab, Standard Audit Map group, refer to:

e The Audit Actions button opens the form “Standard Audit Actions”. In the upper grid you can see the
available database audit actions; in the lower grid you can view their respective object and statement
audit options.

e The Statement Audits button opens the form “Standard Audit SQL Statements and Operations”. In the
upper grid you can see the available database traditional user statement and privileges audit options; in
the lower grid you can view their respective audit actions.

e The Object Audits button opens the form “Standard Audit Schema Object Auditing Operations”. In the
upper grid you can see the available database traditional object audit options; in the lower grid you can
view their respective audit actions.

Hints:
1. The Standard Audit Map tab group becomes visible only when the client-side user Debug is active!

2. Not all audit actions are mapped to user statements and object audit options and vice-versa! But most of them,
and the most important, do. Others will be added in next upgrades or on demand and with vendor’s advice.
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6 CHAPTER 6: Real-Time Protection DDL

6.1 How it works

The Real-Time Protection DDL module enforces security compliance and defense on structural changes into the
database (change management). It operates on top of Oracle database event triggers feature and implements a
special software protection layer that supersedes standard user DDL privileges. No users, including privileged
accounts and DBAs, can perform DDL actions on the Secured Areas without complying with the real-time
protection DDL policies.

It is based on the system-level trigger on the DDL event capability of the Oracle’s database.

DDL actions are evaluated against real-time protection DDL policies implementing Secured Areas to be audited
and protected. Secured Areas are defined as combinations of owner, object type, object name and DDL event
(action) and represented at policy level. Authorization is mandatory; compliance is achieved if all applying DDL
policies are evaluated to TRUE. Optionally, if the Real-Time Protection Policy’s Deny setting is disabled, the DDL
action will be rejected in real-time and not allowed to continue.

Optionally, if the Real-Time Protection DDL Policy’s Silent Deny setting is disabled, then the DDL action will be
rejected in real time and not allowed to continue.

Multi-factor user authorization permits logon only on successful combination of user & environment context
values, be those user, host, OS logon and terminal names, IP addresses, client identifier, program used, time and
many more.

Real-time protection DDL security events provide details on user’s DDL activity into the system. A real-time
protection DDL security event is generated depending on the settings of the evaluated policies and results of
TRUE/FALSE. Evaluation of multiple policies by a DDL action generates one single real-time protection DDL
security event.

6.2 Real-Time Protection DDL Guidelines

6.2.1 General Guidelines

In a properly developed environment, DDL (Data definition language) commands should be rare when comparing
with normal actions such a logons and data operation - selecting, inserting, updating, deleting, executing... and
so. Although full DDL audit can be performed, it is advisable even here to narrow the scope of the auditing to the
areas of interest.

Create Secured Areas mainly by Object Owner that can also be combined with one or more of Object Name,
Object Type and Action (Event) performed. For example you audit and protect all DDLs for a certain Schema or
for a certain Schema and all objects of type TABLE ... and so on.

Use the rules to authorize the Secured Area defined at policy level. Mind the DDL Body option to activate full
object’s original DDL body preservation in the field with the same name in the Security Events Trail.

Be aware of the evaluation cost of the Real-Time Protection policies by:
e Have a limited number of Real-Time Protection DDL, policies, especially when the User Appliance option is All
Users.

e Enable the Use Cache option for all policies.
o Disable the Debug Log option for all policies.
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6.2.2 Silent Deny RTP DDL Policies

The RTP DDL Policy's Silent Deny mode controls the protective action regarding the compliance of the DDLs being
executed on the Secured Area covered by the policy. The protective action is the rejection of the user’s DDL, but
when Silent Deny is enabled, the DDL will be allowed to execute, independently to the result of policies
evaluation.

The RTP DDL Policy’s Silent Deny mode is enabled by default on each new policy. Use the Silent Deny mode for
database DDL behavior discovery (retaining the audit capability), until you establish secured access paths for
DDLs affecting your defined Security Areas through your policies. Mind the database internal actions, like those of
Oracle accounts SYS, SYSTEM, SYSMAN and more, mostly via jobs, and those of application schemas or
interfaces!

Normally the Real-Time Protection DDL Policy’s Silent Deny mode would be used only during the time of initial
setup or on emergency. Deactivate this option after you have properly configured Real-Time Protection DDL
through your policies, so that unauthorized DDLs are not allowed to continue!

The Silent Deny option is managed for each RTP DDL Policy, Silent Deny Checkbox in DDL Policy form.
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6.3 Real-Time Protection DDL Policies

Real-time protection DDL policies enforce and formalize security compliance policies on user’s DDL actions into the
database. To view the policies, in the Application’s main menu Audit Policies, tab RTP DDL click the menu button
Policies. This will open the Real-Time Protection DDL Policies form.

=@

g
i

ﬁ Real-Tirne Protection DDL Policies

|Search Cptions

Policy Mame Policy Description DE User Dk, Created From Dk, Created To
[ || | | I Applies 20-05-2024 |[20-05-2024

Rule Mame Rule Description Factor Mame Operand 1 Operand 2 &rea Factor &rea Operand

[ReaI-Time Praotection DOL Palicies

| [~ Active

|P|:|Ii|:".f Name |P|:|Ii|:}|f Description |A.|:tive|ﬂ.udil: Option |User Appliance |Rule Eval.lSiIent Deny |Use EachelDehug Log |DDL Log |EMD Log |Dt. Creat
EY Application DDIs  |EY Application DDls On Success/Failure |All Users any True v v " W 05-05-202
EY Security and Audit |EY Security and Audit On Success/Failure |All Users Ay True v v W 05-05-202
EY Users and Roles  |EY Users and Raoles 0n Success{Failure | All Users Arry Trug v v v 05-05-202
RecMo=3
— Tl 5]

Search Options

e All search options are available as case-free and (optional) partial value.
e When Checkbox Applies is checked, the search will return all policies that apply for the user. The later must
be entered in full and is case-sensitive.
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e Operand 1 will also search for the Operand’s value in IN/NOT IN Condition’s list.

The following are the properties of the RTP DDL policy:

Field Name
Policy Name
Policy Description
Active

Audit Option

User Appliance

Rule Evaluation

Formula
Silent Deny

Field Description

Unique Name of the policy within the module.

Description of the policy.

Policy Active or Inactive.

Security Events generation. Available options:

Disabled No RTP-DDL Security Event is created.

On Failure RTP-DDL Security Event is created on a FALSE Policy.
On Success and Failure RTP-DDL Security Event is always created.
Policy appliance regarding database users. Available options:

All Users Policy is applied to all users.

Users Apply Policy is applied only to users in the Users Apply List.
Users Exclude Policy is not applied to users in the Users Exclude List.
Policy’s evaluation mode regarding rules. Available options:

Any True Policy is True when at least one rule is evaluated True.
All True Policy is True if all rules are evaluated True.
Formula User defined logical formula built on rules.

Text of the policy’s logical formula built on rules.
Action rejected or silent when not authorized (Policy evaluates FALSE). Available options:

Checked Silent mode is enabled, user’s action is allowed to continue. This is the
default value in policy creation.
Unchecked non-Silent mode, user’s action is rejected, an error message indicating

non-authorization is raised.
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Use Cache Use of Policy Cache on evaluation. Available options:
Checked Cache is enabled for policy, recommended value and default on create.
Unchecked Cache is not enabled for policy, nhon-recommended value.
Debug Log A Debug Log is created when policy is evaluated. Available options:
Checked Debug log is enabled for policy, non-recommended value.
Unchecked Debug log is not enabled for policy, recommended and default on create.
DDL Log Stores the source of the object (DDL body) before modification into the RTP-DDL Trail
record.
CMD Log Stores the DDL's SQL full text into the RTP-DDL Trail record.

Enter the desired options and press the button Search on the right. The result will be listed in the Real-Time
Protection DDL Policies grid. Press the Refresh button to refresh them.

6.3.1 Real-Time Protection DDL Policy Secured Area

Each real-time protection DDL policy defines its own Secured Area. It is displayed into the Real-Time Protection
DDL Policy form, Secured Area grid. The Secured Area is defined as a logical combination of least one (or more)
of the four Area Factors whose values are evaluated with eight different operators. During a DDL event, when the
policy is iterated, if the user’s DDL action falls inside the defined Secured Area, then the policy is evaluated for
compliance. Otherwise the policy will be skipped and not evaluated.

The four Area Factors are:
Object Owner Secured area’s object owner.

Object Type Secured area’s object type. For example:
TABLE, FUNCTION, INDEX, PROCEDURE, PACKAGE, PACKAGE BODY, TRIGGER...

Object Name Secured area’s object name.

Action (Event) Secured area’s DDL action (event). One of the following:
ALTER, ANALYZE, ASSOCIATE STATISTICS, AUDIT, COMMENT, CREATE, DISASSOCIATE STATISTICS,
DROP, FLASHBACK, GRANT, NOAUDIT, PURGE, RENAME, REVOKE, TRUNCATE, UNDROP...

The Secured Area is created together with the policy. Refer to the Add Real-Time Protection DDL Policy form,
Secured Area group. It can later be modified in the form Real-Time Protection DDL Policy.

Note:
The Diesis # character is internally used by Omega Core Audit as the value separator in the case of IN and NOT
IN operands! Use only the Diesis # character to separate values and do not use it as part of any value, or as a

closing mark. To satisfy possible long IN/NOT IN lists, operand’s maximum length has been set to 2200
characters.

6.3.2 Adding a new Real-Time Protection DDL Policy

To create a new real-time protection DDL policy, in the form Real-Time Protection DDL Policies, Real-Time
Protection DDL Policies grid, press the button Add on the right. The form Add Real-Time Protection DDL Policy will
open.
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@ Add Real-Time Protection DDL Policy (=3
[Add Real-Time Protection DDL Palicy ]

Policy Name |Applicah’0n DDls | Add
Policy Description Application DDls i

| Secured Area |

Area Factor Operator Code  Operand

[v Object Owner |= - ||OMEGACAE\-'APP | W u
W ObjectType  [my ~ | [ProCEDURE;FUNCTION;PACKAGE |7 u
[~ Object Name | = || | W U
[~ Action {Event) | > || | W U
Audit Option User Appliance |AII Users LI
Rule Evaluation ¥ CMDLog

Choose at least one of the four options of the Secured Area group. The “U” checkboxes stand for uppercase
operand values.

Set the required fields and press the button Add. You will receive a confirmation, or the error message when
failure. The new policy will be created with an Inactive status. You can change that later, after adding the rules.

6.3.3 Opening/modifying a Real-Time Protection DDL Policy

To open a real-time protection DDL policy in full details for viewing and modification, select a policy record in the
form Real-Time Protection DDL Policies, Real-Time Protection DDL Policies grid and press the button Open on the
right. The form Real-Time Protection DDL Policy will open.

ﬁ Real-Time Protection DDL Pelicy @
[ReaI'T\me Protection DDL Policy ]
Policy Name [Ev Application DOIs] | Audit Option On Success/Failure - Save
Policy Description EV Application DDIs =« User Appliance
7 Rule Evaluation  [any True = Del. Cache

[Secured Area ]

¥ DDL Log [¥ CMD Log ¥ Silent Deny

lRefresll]l Add ][ Open ] l Delete ] [# Use Cache |~ DebugLog

[Area Factor|0pr. Code[Operand |

Object Owner = OMEGACAEVAPP
Formula
| ‘ lFormula]
[policy Rules |
[Rule Code [Rule Name Rule Description [ Active [cond. Eval.[Dt. Created User Cred
0000002 Developer 10DL Dewveloper 1DDL 4 All True 07-05-2020 20:24:57 |SYS
0000003 |Developer 20DL Developer 2 DDL ¥ AlTrue  |07-05-2020 20:24:57 |5YS
Recho =2
> owom v [«] | [v] | Status

Dt.Upd. [22.05-202001:51:34 | User Upd. [OMEGACAADM | Dt. Created  [07-05-2020 20:24:57 | User Created

To update any policy changes press the button Save. You will receive a confirmation, or the error message when
failure.

In the left part of the form you will see the Secure Area. Press the Refresh and Delete respective buttons to
refresh data and delete the selected Area Factor. Press the Add and Open buttons to open respective forms for
adding and modifying Area Factors. The “U” checkboxes stand for uppercase operand values.

Press the button Del. Cache to manually clear the real-time protection DDL cache for this policy. Press the button

Formula to open the policy’s formula editor form. Press the button Users to open the user appliance/exclusion
form.
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6.3.4 Deleting a Real-Time Protection DDL Policy

To delete a real-time protection DDL policy, select a policy record in the form Real-Time Protection DDL Policies,
Real-Time Protection DDL Policies grid and press the button Delete on the right. If the delete dialog box is
confirmed, the selected policy will be deleted together with its cache, rules, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.3.5 Copying a Real-Time Protection DDL Policy

To copy a real-time protection DDL policy, select a policy record in the form Real-Time Protection DDL Policies,
Real-Time Protection DDL Policies grid and press the button Copy on the right. The form Copy Real-Time
Protection DDL Policy will open.

& Copy Real-Time Protection DDL Policy @
[Copy Real-Time Protection DDL Policy ]

Policy Name |E\n' Application DDIs |

Copy
Policy Description ‘ EV Application DDls ‘ T
New Policy MName |Applicah’0n DDls |

Mew Policy Description

Application DDIs| ‘ -

Set the required fields and press the button Copy.

You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

6.3.6 Real-Time Protection DDL Policy Status

To change a real-time protection DDL policy status, select a policy record in the form Real-Time Protection DDL
Policies, Real-Time Protection DDL Policies grid and press the button Status below on the right. If the change
status dialog box is confirmed, the current policy status will be reversed from its current setting. Policy must have
at least one active rule for its status to be set as Active. If the policy Audit Option is other then All Users,
respective Apply and Exclude lists must have at least one entry.

DATAPLUS



fexmt DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

6.4 Real-Time Protection DDL Rules

Real-time protection DDL Rules are defined under policies. To view the real-time protection DDL rules for the
selected policy open the form Real-Time Protection DDL Policy. The rules bounded to the policy will be listed in
the Policy Rules grid.

|Po|icy Rules

|Rule Code |Rule Name Rule Description | Active |cond. Eval. |Dt. Created User Crea
0000002 Developer 1DDL Developer 1DDL v All True 07-05-2020 20:24:57 |5Y5

0000003 Developer 2 DOL Developer 2 DDL W All True 07-05-2020 20:24:57 |5YS

RecMo =2
- | o]

Dt. Upd. [22-05-202001:51:3¢ | UserUpd. [oMEGACAADM Dt. Created [p7-05-2020 20:24:57 | User Created

The following are the properties of the RTP DDL rule:

Field Name Field Description

Rule Code Unique auto-generated code of the rule within the module.

Rule Name Name of the rule.

Rule Description Description of the rule.

Active Rule status, Active or Inactive.

Condition Evaluation | Rule evaluation mode regarding conditions. Available options:
Any True Rule is True when at least one condition is evaluated True.
All True Rule is True if all conditions are evaluated True.
Formula User defined logical formula built on rules.

Formula Text of the rule’s logical formula built on conditions.

Press the Refresh button to refresh them.

6.4.1 Adding a new Real-Time Protection DDL Rule

To create a new real-time protection DDL rule for the selected policy, in the form Real-Time Protection DDL
Policy, Policy Rules grid, press the button Add on the right. Form Add Real-Time Protection DDL Rule will open.

@ Add Real-Time Protection DDL Rule =
[Add Real-Time Protection DDL Rule

Policy Name |E\uI Application DDls | Add
Rule Name |Devel0per 100L |

Rule Description

Developer 1 DOL |

Cond, Evaluation All True R

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new rule will be created with an Inactive
status. You can change that later, after adding the conditions.

DATAPLUS



Q DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

6.4.2 Opening/modifying a Real-Time Protection DDL Rule

To open a real-time protection DDL rule in full details for viewing and modification, select a rule record in the
Real-Time Protection DDL Policy, Policy Rules grid and press the button Open on the right. The form Real-Time

Protection DDL Rule will open.

@ Real-Time Protection DDL Rule @
[ReaI-Tlme Protection DDL Rule ]
Policy Name |EV Application DDls | Cond Evaluation  [a True - I
Save
Rule Name |Developer 1DDL |

.. Formula
- | |[Formu|a]

Rule Description Developer 1DDL

|F|u|e Conditions |

|Cond.Code|Mtive|Cond. Eval.| Factor Name |Opr. Symbol|Operand 1 |Operand 2|Min. Trust Level"\n"al. Expr. {
0000002 v |Operand Session User = OMEGACAEVDEV1 Undefined
Q000003 w| |Operand Client Host = <DOMAIMNYHOST = Undefined

RecMo =2
Status
T v [4] | [*]
Dt. Upd. [1505-2020 16:38:00 |UserUnd. [OMEGACAADM | Dt Created [07-05-2020 20:24:57 | User Created

To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Formula to open the rule’s formula editor form based on conditions.

6.4.3 Deleting a Real-Time Protection DDL Rule

To delete a real-time protection DDL rule, select a rule record in the form Real-Time Protection DDL Policy, Policy
Rules grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be
deleted together with its policy cache, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.4.4 Real-Time Protection DDL Rule Status

To change a real-time protection DDL rule status, select a rule record in the form Real-Time Protection DDL
Policy, Policy Rules grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current rule status will be reversed from its current setting. Rule must have at least one active

condition for its status to be set as Active.
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6.5 Real-Time Protection DDL Conditions

Real-time protection DDL conditions are defined under policy rules. To view the RTP DDL conditions for the
selected rule open the form Real-Time Protection DDL Rule. The conditions bounded to the rule will be listed in
the Rule Conditions grid.

Rule Conditions |

|Cond. Code|Active|Cond. Eval.|Factor Name|Opr. Symbol|Operand 1 |Operand 2|Min. Trust LEVEI"VaI. Expr. {
0000002 v| |Operand Session User = OMEGACAEVDEV1 Undefined
0000003 v| |Operand Client Host = <DOMAIN'HOST = Undefined

RecMo =2
. ]

The following are the properties of the RTP DDL condition:

Field Name Field Description
Condition Code Unique auto-generated code of the condition within the module.
Active Condition status, Active or Inactive.
Condition Evaluation | Condition evaluation mode regarding factor. Available options:
Operand Condition is evaluated by comparing the retrieved value of the
factor with the operand's value.
Trust level Condition is evaluated by comparing the retrieved value of the
factor with the pre-declared Factor's trust level values.
Validate Expression Condition is evaluated as a result of a user-defined database
function returning a Boolean result.
Factor Factor being evaluated.
Operation code Code the operation type applied to the evaluation of the Factor's retrieved value.
Operand 1 Value of the first operand.
Operand 2 Value of the second operand.
Minimal Trust Level Minimal required trust level.
Val. Exp. Owner Validate expression owner.
Val. Exp. Object Validate expression object name.

Press the Refresh button to refresh them.
6.5.1 Adding a new Real-Time Protection DDL Condition

To create a new real-time protection DDL condition, in the form Real-Time Protection DDL Rule, Rule Conditions
grid, press the button Add on the right. The form “Add Real-Time Protection DDL Condition” will open.

% Add Real-Time Protection DDL Condition =
[Add Real-Time Protection DDL Condition ]
Rule Name [peveloper 2 D0L |

Fastr =

[Condition Evaluation

ondition Evalu
* Operand " TrustLevel " validate Expression ‘

Operand

Operation Code [ - | Operand 1 ‘Eppuse” |
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Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. Choosing the condition evaluation mode
through the radio-boxes opens respective input fields. The new condition’s status can be set on creation, except
when condition evaluation Operand and operation code [not] IN that are created as Inactive.

6.5.2 Opening/modifying a Real-Time Protection DDL Condition

To open a real-time protection DDL condition in full details for viewing and modification, select a condition record
in the form Real-Time Protection DDL Rule, Rule Conditions grid and press the button Open on the right. The
form “Real-Time Protection DDL Condition” will open.

& Real-Time Protection DDL Condition
[Rea\—T\me Protection DDL Condition

Rule Name [peveloper 2oL |

) g

Condition Code [pooooo4 Factor  [Session User ~|

|Condiﬁon Evaluation
Condition Evaluation

@ Operand Trust Level Validate Expression

Operand

Operation Code |= LI Operand 1 |OMEGACAEVDE\:'2 | -F.'[d.
Operand List Operand 2 | ‘

Dt. Upd. 15-05-2020 16:38:02 User Upd. OMEGACAADM

Dt. Created  [07-05-2020 20:24:57 User Created  [sv5

To update any condition changes press the button Save. You will receive a confirmation, or the error message
when failure.

Press the Operand List button to set Operand list when condition evaluation of type Operand and Operation Code
[not] IN.

6.5.3 Deleting a Real-Time Protection DDL Condition

To delete a real-time protection DDL condition, select a condition record in the form Real-Time Protection DDL
Rule, Rules Conditions grid and press the button Delete on the right. If the delete dialog box is confirmed, the
selected condition will be deleted together with its policy cache, and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.5.4 Real-Time Protection DDL Condition Status

To change a real-time protection DDL condition status, select a condition record in the form Real-Time Protection
DDL Rule, Rules Conditions grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current condition status will be reversed from its current setting. If condition evaluation is of type
Operand and Operation Code is [not] IN, then the condition must have at least one active IN list record for its
status to be set as Active.
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7 CHAPTER 7: Real-Time Protection DML

7.1 How it works

The Real-Time Protection DML module enforces security compliance and defense on data access and changes into
the database. It operates on top of Oracle native fine-grained audit features and implements a special software
protection layer that supersedes standard user DML privileges. No users, including privileged accounts and DBAs,
can perform DML actions on the Secured Areas without complying with the real-time protection DML policies.

It is based on native fine-grained auditing capabilities of the Oracle’s database. DML actions - SELECT, INSERT,
UPDATE and DELETE in tables and views - are evaluated against Real-Time Protection DML policies implementing
Secured Areas to be audited and protected. Secured Areas are defined as groups of Secured Sub-Areas (tables,
views, columns and audit options) represented at the policy’s rule level. A security event will be generated if the
Real-Time Protection DML rule’s authorization specific setup (by different authorization types) is met.

Optionally, if the Real-Time Protection DML Rule’s Silent Deny setting is disabled, the DML action will be rejected
in real time and not allowed to continue.

Multi-factor user authorization permits audit and protection only on successful combination of user & environment
context values, be those user, host, OS logon and terminal names, IP addresses, client identifier, program used,
time and many more. Column based auditing is available, and also row values conditioning; no condition at all is
supported too.

Real-time protection DML security events provide details on user’s DML activity into the system. Each real-time
protection DML security event is related with one single policy! Automatic fine-grained audit trails management is
effective. The DB Audit Trails Collect Job transports the Oracle fine-grained audit trail from the Oracle internal
structures to the Omega Core Audit Repository and optionally makes the mapping of the Oracle fine-grained audit
trail record with the policy and rule that caused it.

Note

Omega Core Audit version series 3.x.x support only the Traditional Audit of the Oracle Database. In Oracle
versions 12 to 19 the database must be running on “Mixed” audit mode.

7.2 Real-Time Protection DML Guidelines

7.2.1 General Guidelines

The Real-Time Protection DML module is based in the DBMS_FGA package of the Oracle database fine-grained
auditing implementation. Fine-grained auditing is relatively inexpensive, as demonstrated by audit benchmark
tests performed by Oracle and other third parties. However in order to minimize any possible performance impact
and to keep the Security Events Trail from growing big too quickly, narrow the scope of the fine-grained audit by
referring to sensitive objects.

Follow these guidelines for minimal performance impact on the system:

e Although auditing is relatively inexpensive, limit the number of audited events as much as possible.

e Evaluate your auditing. Have a clear understanding of your auditing and then devise an appropriate auditing
strategy. Avoid unnecessary auditing.

e Audit knowledgeably. Audit the minimum number of user’s statements or objects needed to get the targeted
information. Balance the sufficient amount of your security data with your ability to store and process it.
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Create policies and Secured Areas as groups of rules, each defining a Secured Sub-Area presented by a table or
view, plus other audit options. You can use columns to reach column-level authorization, or column conditions to
reach a row-level authorization one.

Use the DB, EXTENDED for the Audit Trail option to get the SQL Bind and SQL Text in the real-time protection
DML security event.

Important Note:

Fine-grained auditing is available in the Oracle database for cost-based optimizer (CBO) mode only; queries must
use the cost-based optimizer (not use RULE hints). The tables and views queried must have been analyzed, least
with estimates. If these conditions are not met, the FGA might produce unnecessary audit records; this because
audit can occur before the row filtering.

Cost-based optimizer is a default since Oracle Database 10g!

Also FGA cannot be applied to out-of-line columns, such as LOB columns.

For more information on FGA processing please refer to the operational and usage notes of the proprietary’s
documentation.

7.2.2 Silent Deny RTP DML Rules

The RTP DML Rule’s Silent Deny mode controls the protective action regarding the compliance of the DMLs being
executed on the object covered by the rule. The protective action is the rejection of the user’'s DML, but when
Silent Deny is enabled, the DML will be allowed to execute, independently to the result of policy-rule evaluation.

The RTP DML Rule’s Silent Deny mode is enabled by default on each new rule. Use the Silent Deny mode for
database DML behavior discovery (retaining the audit capability), until you establish secured access paths for
DMLs affecting your objects defined through rules. Mind the actions of the application schemas or interfaces!

Normally the Real-Time Protection DML Rule’s Silent Deny mode would be used only during the time of initial
setup or on emergency. Deactivate this option after you have properly configured Real-Time Protection DML
through your policies, so that unauthorized DMLs are not allowed to continue!

The Silent Deny option is managed for each RTP DML Rule, Silent Deny Checkbox in DML Rule form.

7.3 Existing Oracle Fine-Grained Audit policies

Existing fine-grained audit policies might have been created in your database, prior to Omega Core Audit
installation. You must either:

1. Drop them with the Oracle supplied package’s procedure DBMS_FGA.DROP_POLICY and recreate them via the
Omega Core Audit Real-Time Protection DML module.

2. Leave them as they are; Security Events generated by them will have the “FGA Policy Name” field set to
UNDEFINED during the DB Audit Trails Collect Job run.

Note:

1. To check for existing fine-grained audit policies, open the form “Fine-Grained Audits” later described in this
chapter in the "Database Fine-Grained Audits Interaction” topic.

2. For existing fine-grained audit trail records, FGA_LOGS, it is recommended that these records are cleared prior
to installing Omega Core Audit. However, you can still collect these records to the Omega Core Audit repository;
see the alternative “2.” above.
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7.4 Real-Time Protection DML Policies

Real-time protection DML policies enforce and formalize security compliance policies on user’s DML actions into
the database. To view the policies, in the Application’s main menu Audit Policies, tab RTP DML click the menu
button Policies. This will open the Real-Time Protection DML Policies form.

ﬁ Real-Time Protection DL Palicies
|Search Options

:
Uk

Palicy Name Policy Description DE User Dt. Created From Db, Created To
| || || | ™ applies [e0-05-2024 |[2o-05-2024 | active
Rule Mame Rule Description Fackor Mame Cperand 1 Operand 2 Chiject Owner Object Mame

[ReaI—Time Pratection DML Palicies

|Pulicy Name |Policy Description |Active |User Appliance |Use Cache |Dehug Log |Dt. Created |User Created |
EV Application DMLs EY Application DMLs v Al Users v 03-05-2024 00:40:04 |3¥S

EY Online App EY Online App v|  |Users Apply v 19-05-2024 18:48:50 | OMEGACAADM
EY THird Party Interface App  |EY THird Party Interface App v|  |Users Exclude v 19-05-2024 18:49:45 | OMEGACAADM
Rec Mo =3

Search Options

e All search options are available as case-free and (optional) partial value.

e When Checkbox Applies is checked, the search will return all policies that apply for the user. The later must
be entered in full and is case-sensitive.

e Operand 1 will also search for the Operand’s value in IN/NOT IN Condition’s list.

The following are the properties of the RTP DML policy:

Field Name Field Description

Policy Name Unique Name of the policy within the module.

Policy Description Description of the policy.

Active Policy Active or Inactive.

User Appliance Policy appliance regarding database users. Available options:
All Users Policy is applied to all users.

Users Apply Policy is applied only to users in the Users Apply List.
Users Exclude Policy is not applied to users in the Users Exclude List.

Use Cache Use of Policy Cache on evaluation. Available options:
Checked Cache is enabled for policy, recommended value and default on create.
Unchecked Cache is not enabled for policy, hon-recommended value.
Debug Log A Debug Log is created when policy is evaluated. Available options:
Checked Debug log is enabled for policy, non-recommended value.
Unchecked Debug log is not enabled for policy, recommended and default on create.

Enter the desired options and press the button Search on the right. The result will be listed in the Real-Time
Protection DML Policies grid.

Press the Refresh button to refresh them.
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7.4.1 Adding a new Real-Time Protection DML Policy

To create a new real-time protection DML policy, in the form Real-Time Protection DML Policies, Real-Time
Protection DML Policies grid, press the button Add on the right. The form Add Real-Time Protection DML Policy
will open.

@ Add Real-Time Protection DML Policy (23]
[Add Real-Time Protection DML Policy |

Policy Mame App Client Data
[4pp | [ ada
Policy Description  { App Client Data Protection i

User Appliance |AII Users d

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the rules.

7.4.2 Opening/modifying a Real-Time Protection DML Policy

To open a real-time protection DML policy in full details for viewing and modification, select a policy record in the
form Real-Time Protection DML Policies, Real-Time Protection DML Policies grid and press the button Open on the
right. The form Real-Time Protection DML Policy will open.

@ Real-Time Protection DhL Policy @
[ReaI—Time Protection DML Palicy ]
Palicy Mame: [Employe data protection | User Appliance  [al Users hd

Policy Description Emplaye data protection .
~ [ Use Cache [~ DebugLog

|Po\icy Rules |
|Rule Code [Rule Name  [Rule Description [active[Obj. Owner  [Obj. Name [St. Deny [auth. Type  [Cand. Eval. [pI
0000006 EMP Data EMP Diata v OMEGACAEVAPP |EMP v Rule Condition All True 0g

0000003 EMP Depattment |EMP Departrent v |OMEGACAEVAPR |DEPT v Mo Condition Mone 0g
0000010 EMP wiew EMP wigw L OMEGACAEVAPP W _EMP v Calumn Condition |None ag

[ v | 4 | ‘ |I| [ al
Dt Upd, |10-03-2023 23:16:17 User Upd.  [OMEGACAADM | Dt, Created  |08-03-2023 23:35:55 User Created  |[OMEGACAADM

To update any policy changes press the button Save. You will receive a confirmation, or the error message when
failure. Press the button Del. Cache to manually clear the real-time protection DML cache for this policy.

Press the button Formula to open the policy’s formula editor form. Press the button Users to open the user
appliance/exclusion form.

7.4.3 Deleting a Real-Time Protection DML Policy
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To delete a real-time protection DDL policy, select a policy record in the form Real-Time Protection DDL Policies,
Real-Time Protection DDL Policies grid and press the button Delete on the right. If the delete dialog box is
confirmed, the selected policy will be deleted together with its cache, rules, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

7.4.4 Copying a Real-Time Protection DML Policy

To copy a real-time protection DML policy, select a policy record in the form Real-Time Protection DML Policies,
Real-Time Protection DML Policies grid and press the button Copy on the right. The form Copy Real-Time
Protection DML Policy will open.

& Copy Real-Time Protection DML Policy @
[Copy Real-Time Protection DML Policy ]

Policy Name |App Card Data |

Copy
Policy Description ‘ App Card Data Protection ‘ &
New Policy Name |App Client Data |

Mew Policy Description

App Client Data Protection ‘ -

Set the required fields and press the button Copy.

You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

Note:

Whenever any possible error happens during a DML policy copy, check always in the form Fine-Grained Audit
Policies to see if any (anyway Inactive) Audit Policy has been created in the middle of the failed copy. This may
happen because it is not possible to hold transactional behavior between multiple Omega CA Repository actions
and multiple respective FGA commands (which as DDLs being do implicitly commit).

7.4.5 Real-Time Protection DML Policy Status

To change a real-time protection DML policy status, select a policy record in the form Real-Time Protection DML
Policies, Real-Time Protection DML Policies grid and press the button Status below on the right. If the change
status dialog box is confirmed, the current policy status will be reversed from its current setting. Policy must have
at least one active rule for its status to be set as Active. If the policy Audit Option is other then All Users,
respective Apply and Exclude lists must have at least one entry.

If the new status of the policy is Inactive, then all policy’s rules will be disabled! This is a specific of this module,
and you will receive a Warning box and will need to confirm in order to proceed!
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7.5 Real-Time Protection DML Rules

Real-time protection DML Rules are defined under policies. To view the real-time protection DML rules for the
selected policy open the form Real-Time Protection DML Policy. The rules bounded to the policy will be listed in
the Policy Rules grid.

|Policy Rules

|Rule Code |Rule Name Rule Description |Active |Dbj. Owner 0Obj. Name |St. Deny |Auth. Type Cond. Eval. |D|

0000006 EMP Drata EMP Drata v OMEGACAEYAPP |EMP v Rule Condition All True 0

0000005 EMP Department |EMP Department Ld OMEGACAEYARP |DEPT L4 Mo Condition Mane g

0oooo1o EMP view EMP vigw v OMEGACAEYAPR |W_EMP v Calunin Condition |Mane g
[ Delete |

RecMo=3
oo v (4] [p] 1 &

The following are the properties of the RTP DML rule:

Field Name Field Description

Rule Code Unique auto-generated code of the rule within the module.

Rule Name Name of the rule.

Rule Description Description of the rule.

Active Rule status, Active or Inactive.

Silent Deny Action rejected or silent when audit triggered. Available options:

Checked — Silent mode is enabled, user’s action is allowed to continue. This is the default
value in rule creation.
Unchecked — non-Silent mode, user’s action is rejected, an error message indicating non-
authorization is raised.

Authorization Type Rule’s authorization type. Available options:

No Condition no condition is evaluated, default non-authorization, audit event
is always triggered.

Rule Conditions Rule is evaluated by its conditions and audit event is triggered if
TRUE.

Column Condition Rule is evaluated by a condition set in its object column(s), kind

of SALARY > 3200, audit event is triggered if TRUE.
Condition Evaluation | Rule evaluation mode regarding conditions. Effective only for Authorization Type of Rule
Conditions. Available options:

Any True Rule is True when at least one condition is evaluated True.
All True Rule is True if all conditions are evaluated True.
Formula User defined logical formula built on rules.
Reverse Result Reverses the Rule’s result Valid for Rule Conditions only.
Formula Text of the rule’s logical formula built on conditions.
Secured sub-Area
Object Owner Protected sub-area’s object owner.
Object Name Protected sub-area’s object name.
Statements Protected sub-area’s DML actions, Select, Insert, Update, Delete.
Audit Trail Audit trail option. Available options:
DB no SQL Bind and Text.
DB_EXTENDED with SQL Bind and Text, recommended value.
Object Columns The columns to be checked for use. When NULL (no columns selected, causes audit if any

column is accessed or affected.
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Column Options Audit firing by query’s columns. Available options:
ANY_COLUMNS audit event is generated when the query references any column
specified in the Object Columns.
ALL_COLUMNS audit event is generated when the query references all columns

specified in the Object Columns.
Hint:
Columns conditioning is triggered not only by columns being present in the dataset returned, but for whatever use of them in
the executed SQL clauses, like “where <column_name> ....”, or “order by <column_name> ...."!
Press the Refresh button to refresh them.

Important Note:

Changes in Real Time Protection DML Rules take immediate effect.

Rule’s authorization type:
No Condition the audit event will always fire (solely depending on the Secured sub-Area settings)
Rule Conditions the rule’s conditions will be processed to evaluate the rule, audit event fire for rule TRUE

Column Condition *  Manual condition is set using table/view column[s]. The audit event will fire when the
condition is met

* For Authorization Types of Column Conditions only the setting All Users of policy’s Users Appliance is supported!

7.5.1 Adding a new Real-Time Protection DML Rule

To create a new real-time protection DML rule for the selected policy, in the form Real-Time Protection DML
Policy, Policy Rules grid, press the button Add on the right. Form Add Real-Time Protection DML Rule will open.

@ Add Real-Time Protection DML Rule (=2
[Add Real-Time Protection DML Rule ]

Palicy Name |E\'I Application DMLs |
Rule Name |Emp Delete |

Rule Description Emp Delete "
|Secured sub-Area
] Object Columns
Object Owner [oMEGACAEVARP | EMP_ID
Object Name il
) [ -] LAST_NAME
Statements [~ SELECT [~ INSERT [~ UPDATE | DELETE |_/DEFT_ID
HIRE_DATE
Audit Trail [oB_EXTENDED -1
Column Options [ ANY_COLUMNS -

|Ru|e Authorization |
Authorization Type
’7(‘ Mo Condition {+ Rule Conditions " Column Condition

Rule Conditions

For Authorization Type of “Rule Conditions”, just initially select the Condition Evaluation mode, the conditions
themselves can be completed only after the rule is created. Thus a new DML Rule of this Authorization Type will
always be created as in-Active - it can be activated only after its conditions are completed!
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Alternatively you may choose an Authorization Type of “Column Conditions”, by entering a manual condition in
the memo “Authorization Condition” using the Secured sub-Area table/view column[s].

[Rule Authorization
Autharization Type

Mo Condikion Rule Conditions @ Colurin Condition

Calurmn Condition

Logical Operation | LI F;L:T:;f,asoznuggndition

Operation Code | ;I
Cperand 1 | |
Operand 2 | |

Enter the Operation Code, the Operand 1 value (Operand 2 is optional) and drag and drop the column of match
from the Object Columns list above to the “Authorization Condition” memo. Use the Logical Operation (AND/OR)
combined with the two above to add another condition row.

Hints:

Multiple AND (OR) conditioning is available only for SELECT.
Remind to enter Operand in quoted string for string columns! And also the % for LIKEs!
Press button Free to open the free text editor for the condition

Authorization Type of “No Condition” requires nothing to be set on the Rule Authorization panel.
In all cases, after setting the required fields, press the button Add.

You will receive a confirmation, or the error message when failure. The new RTP DML rule’s status can be set on
creation.

7.5.2 Opening/modifying a Real-Time Protection DML Rule

To open a real-time protection DML rule in full details for viewing and modification, select a rule record in the
Real-Time Protection DML Policy, Policy Rules grid and press the button Open on the right. The form Real-Time
Protection DML Rule will open.

ﬁ Real-Time Protection DML Rule

[ Real-Time Protection DML Rule

(2
Palicy Name |E\u' Application DMLs |
Rule Name [EMP Data |

Del. Cache

Rule Description EMP Data
v ¥ Silent Deny
|Secured sub-Area |
Object Owner |OMEGACAE\-‘APP - | Object Columns
. EMP_ID
Object Name [ere -] FIRST_NAME
Statements ¥ SELECT [~ INSERT [ UPDATE [ DELETE E’EP'TFT[?ME
Audit Trail HIRE_DATE
[DB_EXTEMDED ~| Ty
Column Options |ANY_COLUMNS LI

|Rule Authorization
Authorization Type

@ Mo Condition Rule Conditions

No Condition

Dt. Upd. [09-05-2020 01:40:25 |User Upd. [OMEGACAADM Dt Created [07-05-2020 20:24:57 | User Created

To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure. Press the button Formula to open the rule’s formula editor form based on conditions.
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7.5.3 Deleting a Real-Time Protection DML Rule

To delete a real-time protection DML rule, select a rule record in the form Real-Time Protection DML Policy, Policy
Rules grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be
deleted together with its policy cache, conditions and [not] IN lists. You will receive a confirmation, or the error
message when failure.

7.5.4 Copying a Real-Time Protection DML Rule

To copy a real-time protection DML rule, select a rule record in the Real-Time Protection DML Rules grid and press
the button Copy on the right. The form Copy Real-Time Protection DML Policy Rule will open.

& Copy Real-Tirme Protection DL Policy Rule @
[Cupy Real-Time Protection DML Policy l

Rule Name |EMP Data |

Copy
Rule Description EMP Data
New Rule Mame |Department data |

Mew Rule Description | Department datal

Object Twwner |SCOTT - |

Object Mame |DEPT - |

Set the required fields and press the button Copy.
Notes:

Copies only within same Policy

No Columns conditions

Column Options set by default as ANY COLUMNS

When Rule's Authorization is “Column Condition”, the condition will be set as "1 = 1"
Rule created as Inactive

7.5.5 Real-Time Protection DML Rule Status

To change a real-time protection DML rule status, select a rule record in the form Real-Time Protection DML
Policy, Policy Rules grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current rule status will be reversed from its current setting. Rule must have at least one active
condition for its status to be set as Active. Check the All option for multiple rules' status change.

Note:

Setting a policy rule status effectively to Active or Inactive sets the Oracle database Fine-Grained policy’s status to
the same; property is available in Oracle database fine-grained policies.
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7.6 Real-Time-Protection DML Conditions

Real-time protection DML conditions are defined under policy rules. To view the real-time protection DML
conditions for the selected rule open the form Real-Time Protection DML Rule. The conditions bounded to the rule
will be listed in the Rule Conditions grid.

|Rule Autharization
Authorization Type

Mo Condition

Column Condition

Rule Conditions

Cond. Evaluation | d Formula | | [Formula ]
Cond. Code |Active|Cond. Eval. |Factor Name |{)pr.5\|rmbol Operand 1 |Operand 2 |I'-'Iin.Trl
Q000002 Operand Session Lser £ OMEGACAEVAPP Undefing

0000003 Operand Client Host <z <DOMAINVHOST = Undefing

Recho =2
- ol

Hint:

In RTP DML, Rule Conditions are effective only for RTP DML Rules of Authorization Type of Rule Conditions!

The following are the properties of the RTP DML condition:

Field Name Field Description
Condition Code Unique auto-generated code of the condition within the module.
Active Condition status, Active or Inactive.
Condition Evaluation | Condition evaluation mode regarding factor. Available options:
Operand Condition is evaluated by comparing the retrieved value of the
factor with the operand's value.
Trust level Condition is evaluated by comparing the retrieved value of the

factor with the pre-declared Factor's trust level values.
Validate Expression Condition is evaluated as a result of a user-defined database
function returning a Boolean result.

Factor Factor being evaluated.

Operation code Code the operation type applied to the evaluation of the Factor's retrieved value.
Operand 1 Value of the first operand.

Operand 2 Value of the second operand

Minimal Trust Level Minimal required trust level.

Val. Exp. Owner Validate expression owner.

Val. Exp. Object Validate expression object name.

Press the Refresh button to refresh them.

7.6.1 Adding a new Real-Time Protection DML Condition

To create a new real-time protection DML condition, in the form Real-Time Protection DML Rule, Rule Conditions
grid, press the button Add on the right. Form “Add Real-Time Protection DML Condition” will open.
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@ Add Real-Time Protection DML Condition ==
lAdd Real-Time Protection DML Condition ]
Rule Name [P Data ‘ “
Factor v htve
[Condition Evaluation ) |
ondition Evaluation
I—i‘ Operand " TrustLevel " validate Expression
operand
Operation Code [ ~ | Operand 1 ‘devp(m ‘

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. Choosing the condition evaluation mode
through the radio-boxes opens respective input fields. The new condition’s status can be set on creation, except
when condition evaluation Operand and operation code [not] IN that are created as Inactive.

7.6.2 Opening/modifying a Real-Time Protection DML Condition

To open a real-time protection DML condition in full details for viewing and modification, select a condition record
in the form Real-Time Protection DML Rule, Rule Conditions grid and press the button Open on the right. Form
“Real-Time Protection DML Condition” will open.

* Real-Time Protection DML Condition
[ReaI-T\me Protection DML Condition

=)
Rule Mame |EMP Data| |
|

Condition Cods [ooooo0z | Factor  [session User ~|

|Condiﬁon Evaluation
Condition Evaluation

@ Operand Trust Level Validate Expression

Operand

Operation Code |<> d Operand 1 |OMEGACAEVAPP ‘
Operanc2 | |
Dt. Created  |07-05-2020 20:24:57 User Created

To update any condition changes press the button Save. You will receive a confirmation, or the error message
when failure. Press the Operand List button to set Operand list when condition evaluation of type Operand and
Operation Code [not] IN.

7.6.3 Deleting a Real-Time Protection DML Condition

To delete a real-time protection DML condition, select a condition record in the form Real-Time Protection DML
Rule, Rules Conditions grid and press the button Delete on the right. If the delete dialog box is confirmed, the
selected condition will be deleted together with its policy cache, and [not] IN lists.

You will receive a confirmation, or the error message when failure.

7.6.4 Real-Time Protection DML Condition Status

To change a real-time protection DML condition status, select a condition record in the form Real-Time Protection
DML Rule, Rules Conditions grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current condition status will be reversed from its current setting. If condition evaluation is of type
Operand and Operation Code is [not] IN, then the condition must have at least one active IN list record for its
status to be set as Active.
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7.7 Database Fine-Grained Audits Interaction

Omega Core Audit’s Real-Time Protection DML module automates and visually handles the Oracle database’ fine-
grained audit functionalities. This is implemented at the policy’s rule level, for tables, views, columns and other
audit settings. Management of database fine-grained audits is performed automatically at policy rule’s create,
update, delete and status management. Direct database commands for fine-grained auditing are processed and
executed by the Omega engine and synchronization is held between repository and database fine-grained audits.
Relationship between policy rules to the oracle database fine-grained audits is one to one; the rule’s code is the
database fine-grained audit policy name.

The Omega Core Audit interface will alert you when opening a DML Rule which is not bounded to a database fine-
grained policy. Ideally you are not supposed to see this, but existence of an orphan DML Rule is an indicator of
fine-grained audit activity outside Omega Core Audit or an inconsistency of the later.

7.7.1 Database Fine-Grained Audit Policies

To view the database’ fine-grained audit policies, as they are displayed in the Oracle view DBA_AUDIT_POLICIES,
in the Application’s main menu Audit Policies tab, Oracle Audit Setting group, click on the Fine-Grained menu
button. The form Fine-Grained Audit Policies will open.

@ Fine-Grained Audit Policies =n ECR(<"
|Search Options |

Object Schema Object Name Policy Mame Policy Column

=] | I

[Fine-Grained Audit Policies ]

Drag a column header here to group by that column Drop
|Ob]'ect 5chema|0b]'ect Name| Policy Name Audit Condition |Enahled |5elect|1nsert| Update| Delete| Policy Colun [~ Force
OMEGACAEVAPP |EMP RTP_DML_00000002 |OMEGA_CORE_AUDIT.F_RTP_DML_POL_RULE_AUD_POL_CND(Z) = ‘TRUE' |YES YES |NO |NO NO

OMEGACAEYAPP |EMP RTP_DML_00000003 |OMEGA_CORE_AUDIT.F_RTP_DML_POL_RULE_AUD_POL_CND(3) = TRUE' |NO NO  |NO  |NO YES Export...
SCOTT EMP MYPOLICY sal = 3000 YES NO YES YES MO COMM

ReclNo =3

y oo 7 [4] ]

Enter the desired options and press the button Search on the right. The result will be listed in the Fine-Grained
Audit Policies grid.

You can drop the selected database fine-grained audit policy with the NoAudit button. Ideally you are not
supposed to use this feature, but you can use it only for any possible database orphan fine-grained audit, which
for any reason is not synchronized to the Omega Core Audit repository of real-time protection DML rules!

If the database fine-grained audit policy you are trying to drop is bound to any Omega Core Audit Real-Time
Protection DML rule record, you will receive an indicating error. You can still perform the drop if you choose the
Force option.

Management of the fine-grained auditing is done through the Omega Core Audit Real-Time Protection DML

module at rule level. Existence of database orphan fine-grained audit policies is an indicator of audit activity
outside Omega Core Audit or an inconsistency of the later.
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7.7.2 Security Event Mapping for Real-Time Protection DML

The Oracle database offers no Return Code on its fine-grained audit record. The audit mechanism is triggered
only after the command has passed all checks (like correct syntax, object availability, privileges...). It does stamp
the FGA Policy Name, which is created by (and leads to) the Real-Time Protection DML Rule.

Omega Core Audit features:

RTP DML Return Code Mapping

The mapping (setting) of right Return Code field for Security Event records of Policy Type RTP DML. When feature
is enables, if the action was protected (reversed) by the RTP DML Policy (Rule) then an error of -20010 will be
returned to indicated failure, the Omega Core Audit’'s protection, in case DML Rule Silent Deny is disabled. In
other cases (DML Rule in Silent Deny, or feature disabled) the Return Code will have a value of 0.

RTP DML Policy Mapping
The mapping of the Security Event records of Policy Type Real-Time Protection DML, to the causing Real-Time

Protection DML Policy. When feature is enabled, the Trail Evaluation field of the Security Event will contain the
text formatted information of the policy that caused this trail record, otherwise will be empty.

Details on the operation of these features are explained more in depth in the Chapter “System Administration”,
topic DB Audit Trails Collect”.

DATAPLUS



fexmt DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

8 CHAPTER 8: Security Management

The Security module handles the management of database security related operations, enabling the Account
Manager to easily and quickly complete his tasks.
It operates on database users, roles and also system, objects and role privileges.

8.1 Database Users

To view the database users in the Application’s main menu, Security tab, Users & Roles group click the Oracle
Users button. This will open the form Users. Optionally enter a username and press the button Search on the
right. The result will be listed in the Users grid.

& Users o lie k=
|Sean:h Options ‘
Username
Search
[ Users ]
Drag a column header here to group by that column Iz‘
|Username |User]d|Mcnunt Status |Passwnrd Hnde|Luck Date Expiry Date |Prnﬁle |ExternaIName|Cre.ated |
MODATA 96 |EXPIRED & LOCKED |PASSWORD 08-03-2017 18:01:39 |08-03-2017 18:01:39 |DEFAULT 08-03-2017 17:29:06
MDSYS 50 [EXPIRED & LOCKED |PASSWORD 08-03-2017 17:06:16 | 08-03-2017 17:06: 16 |DEFAULT 08-03-2017 17:06:16
OIVMSYS 81 |EXPIRED & LOCKED |PASSWORD 08-03-2017 16:54:56 |08-03-2017 16:54:56 |DEFAULT 08-03-2017 16:54:56
OLAPSYS 93 |EXPIRED & LOCKED |PASSWORD 08-03-2017 17:26:19 |08-03-2017 17:26:19 |DEFAULT 08-03-2017 17:26:19 [~ Casad.
OMEGACA 333|LOCKED PASSWORD 20-10-2019 19:18:38 | 17-04-2020 19:16:03 |DEFAULT 20-10-2019 19:16:03 Privilege
OMEGACAADM 338 |EXPIRED(GRACE)  |PASSWORD 25-05-2020 15:47:58 | DEFAULT 20-10-2019 19:18:38
OMEGACAEVAFPP 344|OPEN PASSWORD 31-10-2020 16:03:19 |DEFAULT 04-05-2020 16:03:19
OMEGACAEVDEA 347 |OPEN PASSWORD 31-10-2020 16:03:20 | DEFAULT 04-05-2020 16:03:20 Export.
OMEGACAEVDEV 1 345 |0OPEN PASSWORD 31-10-2020 16:03:19 |DEFAULT 04-05-2020 16:03:19
OMEGACAEVDEV2 346 |OPEN PASSWORD 31-10-2020 16:03:20 DEFAULT 04-05-2020 16:03:20
OMEGACALT 304|LOCKED PASSWORD 17-01-2019 14:08:28 | 16-07-2019 14:07:55 |DEFAULT 17-01-2019 14:07:55
OMEGADESCAN 124 |EXPIRED(GRACE) |PASSWORD 07-07-201% 00:27: 14 | DEFAULT 03-01-2018 14:17:55
OMEGADBSECREP 340 |OPEN PASSWORD 04-07-2020 22:04:31 |DEFAULT 06-01-2020 22:03:28
ORACLE_OCM 39 |[EXPIRED & LOCKED |PASSWORD 08-03-2017 16:05:53 | 08-03-2017 16:05:53 | DEFAULT 08-03-2017 16:05:53
ORDDATA 87 |EXPIRED & LOCKED |PASSWORD 08-03-2017 17:06:16 |08-03-2017 17:06: 16 |DEFAULT 08-03-2017 17:06:16
ORDPLUGINS 88 |[EXPIRED & LOCKED |PASSWORD 08-03-2017 17:06:16 | 08-03-2017 17:06:16 |DEFAULT 08-03-2017 17:06:16
ORDSYS 86 |EXPIRED & LOCKED |PASSWORD 08-03-2017 17:06:16 |08-03-2017 17:06: 16 |DEFAULT 08-03-2017 17:06: 16
QUTLN 13 |EXPIRED & LOCKED |PASSWORD 08-03-2017 15:57:53 |08-03-2017 15:57:53 |DEFAULT 08-03-2017 15:57:53
REMOTE_SCHEDULER _A 34 |EXPIRED & LOCKED |PASSWORD 08-03-2017 16:04:41 |08-03-2017 16:04:41 |DEFAULT 08-03-2017 16:04:41
RecMo = 55 E
LU RS T

The following are the properties of the database users:

Field Name Field Description

Username Name of the database user.
User Id Numeric ID of the user.
Account Status Status of the user’s account.
Password Mode User’s password mode.

Lock Date Date of last account lock.
Expiry Date Date of account expiration.
Profile Account’s profile.

External Name User external name.
Created Date creation of the account

Press the Refresh button to refresh them.
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8.1.1 Adding a new Database User

To create a new database user, in the form Users, Users grid, press the button Add on the right. Form Add User
will open.

@& Add User ==
[Add User ]
Username [TESTUSER | Profile [pEFALLT ~| Add
Password Mode |BY LI [~ Account Locked
Password  [seee==e= | Confirm  [swreeas | I Pass. Expire!
Cert. fDir DN | |
Default Tablespace |U5ER5 LI Temp. Tbs. |‘|'E|v|p LI

Set the required fields and press the button Add. You will receive a confirmation, or the error message when
failure.

8.1.2 Opening/modifying a Database User

To open a database user in full details for viewing and modification, select a user record in the form Users, Users
grid and press the button Open on the right. The form “User” will open.

& User =] = =
[User ]
Username [PMEGACAEVDEV2 | Profile [pEFALLT ~I —
Db. Date Created |04_05_2020 16:03:20 | Password Mode |PASSWORD |
AccountStatus  [OPEN | ExpiryDate  [31-10-2020 16:03:20 | | Expire

[~ Account Locked Lock Date | | Password
Default Tablespace |OMEGACA_TS LI Temp. Ths. |TEI'~"IP j

To update any user changes press the button Save.

You will receive a confirmation, or the error message when failure. Press the Expire button to expire the user’s
password. Press the “Password" button to set a new password for the user.

8.1.3 Dropping a Database User

To drop a database user, select a user record in the form Users, Users grid and press the button Drop on the
right. If the drop dialog box is confirmed, the selected user will be dropped.

You will receive a confirmation, or the error message when failure. If the user owns any object, check the
checkbox “Cascd.” to drop the user.

8.1.4 Database User’s Privileges

To view the database user’s privileges, select a user record in the form Users, Users grid and press the button
Privileges on the right. The form “Grantee Privileges” will open.
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I3 Grantee Privileges EI@
|Search Options |
Grantee Grantee Type

OMEGACAEVDEV2 [user

s ]

Object Privileges | Roles Granted

Drag a column header here to group by that column

Grantee |Svstem Privilege |Mmin 0pt'|nn|

OMEGACAEVDEV2 ALTER. ANY PROCEDURE NO

OMEGACAEVDEV2 ALTER ANY TABLE NO

OMEGACAEVDEV2 CREATE ANY PROCEDURE NO

OMEGACAEVDEV2 CREATE ANY VIEW NO

OMEGACAEVDEV2 CREATE SESSION NO

RecMo =5

L] T

Here you can view the selected users’ granted:
e System privileges.

e Object privileges (second tab).
e Role privileges (third tab).

8.1.5 Database User’s Tablespace Quotas

To manage user’s tablespace quotas, select a user record in the form Users, Users grid and press the button
Quotas on the right. The form “User Quotas” will open.

@ User Quotas

(el
|U5er |
Username Account Status Date Created
[oMEGACA ||ocEn ||[20-10-2018 19:16:03 |
[User Quotas ]
|Tablespace |M.Bytes  [Max. M.Bytes |Blocks Max. Blocks |
OMEGACA_TS 24,625 |Unlimited 3152 |Unlimited
=
Delete

Here you can view selected user’s tablespace quotas. Press the Refresh button on the right to refresh them. Use

the other buttons on the right of the User Quota grid to open respective forms and add, modify or drop user’s
tablespace quotas.
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8.2 Database Roles

To view the database roles Application’s main menu, Security tab, Users & Roles group click the Oracle Roles
button. This will open the form Roles. Optionally enter a role and press the button Search on the right. The result
will be listed in the Roles grid.

@ Roles = =R
|Search Options |
Role
| |
[Roles ]
|Rnle |Past5mrd Req.| lz‘ m
LEAC_DEA NO -
LOGSTDEY _ADMIMISTRATOR NO
OEM_ADVISOR. NO
OEM_MONITOR NO
OLAP_DEA NO
OLAP_USER NO
OLAP_XS_ADMIMN NO
OMEGACA_ACCTMGR NO e
OMEGACA_ADMIN NO
OMEGACA _AUDIT NO
OMEGACA _SECAMALYST NO
OPTIMIZER, _PROCESSING_RATE NO
ORDADMIM NO
PDE_DEA NO
PROVISIONER NO
RDFCTY_ADMIN NO
RECOVERY_CATALOG_OWNER NO
RECOVERY _CATALOG_OWNER _VPD NO
RECOVERY CATALOG USER NO
RecMo = 95 lz‘
F B T
The following are the properties of the database roles:

Field Name Field Description

Role Name of the database role.

Password Reg. Database role requires identification by password to be enabled.

Press the Refresh button to refresh them.

8.2.1 Adding a new Database Role

To create a new database role, in the form Roles, Roles grid, press the button Add on the right. The form Add
Role will open.

@ Add Role (23]

[Add Role

Role Name |AppDE\.' | Add
Authentication

{+ Mot Identified
" Identified by Password |
" Identified Externally

Set the required fields and press the button Add.
You will receive a confirmation, or the error message when failure.
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8.2.2 Opening/modifying a Database Role

To open a database role in full details for viewing and modification, select a role record in the form Roles, Roles
grid and press the button Open on the right. The form “Role” will open.

ﬁ Role @

[Rule

Role Name  [OMEGACA_ADMIN] |
Save
Authentication

{+ Mot Identified
{" Identified by Password| |
" Identified Externally

To update any role changes press the button Save.
You will receive a confirmation, or the error message when failure.

8.2.3 Dropping a Database Role

To drop a database role, select a role record in the form Roles, Roles grid and press the button Drop on the right.
If the drop dialog box is confirmed, the selected role will be dropped.

You will receive a confirmation, or the error message when failure.

8.2.4 Database Role’s Privileges

To view the database role’s privileges, select a role record in the form Roles, Roles grid and press the button
Privileges on the right. The form “Grantee Privileges” will open (same called in the User form), where you can
view role’s system, object and role privileges.

mGranteaPriw\egs E@
|Sean:h Options |
Grantee Grantee Type
[OMEGACA_ADMIN| [Rote

[Grantee Privileges ]
System Privieges Object Privileges | Roles Granted

Drag a column header here to group by that column @
Grantee Owner |0bject Grantor |Privilege I 1 i ,|
OMEGACA_ADMIN (OMEGACA P_ACC_POL_CACHE_DEL OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN [OMEGACA  |P_ACC_POL_CACHE_POL_DEL OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_DEL OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_INS OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_LIST_DEL OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_LIST_INS OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_LIST STAT |OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_LIST_UPD OMEGACA |EXECUTE |NO NO
OMEGACA_ADMIN |OMEGACA  |P_ACC_POL_COND_STAT OMEGACA |EXECUTE |NO NO
Rec No = 240 Iz‘

FoH W T

Here you can view the selected roles’ granted:
e System privileges (first tab).

e Object privileges.
e Role privileges (third tab).
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8.3 System Privileges

To view the system privileges in the Application’s main menu, Security tab, Privileges group click the System
Privileges menu button. This will open the form System Privileges. Enter the desired options and press the button
Search on the right. The result will be listed in the System Privileges grid.

& Systern Privileges E@
|Sear:h Options |
Grantee Privilege Used Admin Option
[ = &l =] [search
[Systern Privileges ]
Drag & column header here to group by that column lz‘
|Gra||tee Grantee Tvpe‘Svstem Privilege |Adm'm Optinn‘
OMEGACAEVDEV 1 User ALTER ANY PROCEDURE NO Al
OMEGACAEVDEV 1 User ALTER ANY TABLE NO
OMEGACAEVDEV 1 User CREATE ANY PROCEDURE NO
OMEGACAEVDEV 1 User CREATE AMY VIEW NO
OMEGACAEVDEV 1 User CREATE SESSION NO
OMEGACAEVDEV2 User ALTER ANY PROCEDURE NO
OMEGACAEVDEV2 User ALTER ANY TABLE NO
OMEGACAEVDEV2 User CREATE ANY PROCEDURE NO
OMEGACAEVDEV2 User CREATE ANY VIEW NO -
OMEGACAEVDEV2 User CREATE SESSION NO
OMEGACA_ACCTMGR. Role CREATE SESSION NO
OMEGACA_ADMIN Role CREATE SESSION NO
OMEGACA_AUDIT Rale CREATE SESSION NO
OMEGACA_SECAMALYST Rale CREATE SESSION NO
Rec Mo = 1008 IE‘
L] v

The following are the properties of the system privileges:

Field Name Field Description

Grantee User or role granted the privilege.

Grantee Type Grantee Type (user or role).

System Privilege System Privilege.

Admin Option Granted privilege is grantable by the grantee.

Important Note:

System Privileges grants and revokes take immediate effect. Press the Refresh button to refresh them.

8.3.1 Granting a system privilege

To grant a system privilege, in the form System Privileges, System Privileges grid, press the button Grant on the
right. The form “Grant System Privilege” will open.

& Grant System Privilege @

(Grant System Privilege J Set the required fields and press the button Grant.

Grantee |omEGACAEVDEV1 | Grant

System Priviege [ALTER ANY TABLE | You will receive a confirmation, or the error message when
[~ with Admin Option failure.

8.3.2 Revoking a system privilege

To revoke a system privilege, select a system privilege record in the form System Privileges, System Privileges
grid and press the button Revoke. If the revoke dialog box is confirmed, the system privilege will be revoked. To
revoke all system privileges in the grid check the All option.
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8.4 Object Privileges

To view the object privileges in the Application’s main menu, Security tab, Privileges group click the Object
Privileges menu button. This will open the form Object Privileges. Enter the desired options and press the button
Search on the right. The result will be listed in the Object Privileges grid.

@ Object Privileges =n ==
|Search Options |

Grantee Owner Object Name Privilege Grantor Grantable

_v|[omEcAcaEvare ~| H_g ~l ~l ~| [[search ]

[Object Privileges ]

Drag a column header here to group by that column lz‘
|Grantee I" tee Type Owner |0hject I" -antor |Pr'rvilege I" bl Hi hy | ]
OMEGACAEVDEV1 User COMEGACAEVAPP EMP CMEGACAEVAPP INSERT NO NO [ Al
OMEGACAEVDEV1 User COMEGACAEVAPP EMP COMEGACAEVAPP SELECT NO NO Export...
OMEGACAEVDEV1 User COMEGACAEVAPP EMP CMEGACAEVAPP UPDATE NO NO

OMEGACAEVDEV1 User COMEGACAEVAPP P_EMP_DEL COMEGACAEVAPP EXECUTE NO NO

OMEGACAEVDEV1 User OMEGACAEVAPP P_EMP_INS OMEGACAEVAPP EXECUTE NO NO

OMEGACAEVDEV1 User COMEGACAEVAPP P_EMP_UPD COMEGACAEVAPP EXECUTE NO NO

OMEGACAEVDEV1 User COMEGACAEVAPP V_EMP COMEGACAEVAPP SELECT NO NO

OMEGACAEVDEV2 User COMEGACAEVAPP EMP COMEGACAEVAPP DELETE NO NO

OMEGACAEVDEV2 User COMEGACAEVAPP EMP CMEGACAEVAPP INSERT NO NO

OMEGACAEVDEV2 User COMEGACAEVAPP EMP COMEGACAEVAPP SELECT NO NO

OMEGACAEVDEV2 User COMEGACAEVAPP EMP CMEGACAEVAPP UPDATE NO NO

OMEGACAEVDEVZ2 User OMEGACAEVAPP P_EMP_DEL OMEGACAEVAPP EXECUTE NO NO

OMEGACAEVDEV2 User COMEGACAEVAPP P_EMP_INS CMEGACAEVAPP EXECUTE NO NO

OMEGACAEVDEV2 User COMEGACAEVAPP P_EMP_UPD COMEGACAEVAPP EXECUTE NO NO L|

RecNo = 16 |Z|

P oM v

The following are the properties of the object privileges:

Field Name Field Description

Grantee User or role granted the privilege.

Grantee Type Grantee Type (user or role).

Owner Owner of the object.

Object Name of the object.

Grantor Grantor of the privilege.

Privilege Object privilege.

Grantable Granted privilege is grantable by the grantee.
Hierarchy Privilege was granted with the HIERARCHY OPTION.

Important Note:
Object Privileges grants and revokes take immediate effect.

Press the Refresh button to refresh them.

8.4.1 Granting an object privilege

To grant an object privilege, in the form Object Privileges, Object Privileges grid, press the button Grant on the
right. Form “Grant Object Privilege” will open.

DATAPLUS



fexmt DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

$ Grant Object Privileges @
[search options |

Object Owner Object Type Object Name

OMEGACAEVAPP _~||ProceDure | | [ search |
[objects |

|0w|1er |0bject Type |0hject Name Available Object Privileges

OMEGACAEVAPP PROCEDURE P_EMP_DEL DEBUG

OMEGACAEVAPP FROCEDURE P_EMP_INS Ld

OMEGACAEVAFP FROCEDURE F_EMP_UFD

[~ with Grant Option
[~ Grant All Objects

¥ Mo Success Message
Grantee

OMEGACAEVDBA =2 I

RecNo =3
L T v Grant

Choose the database objects on Objects grid on the left and the respective privileges on Available Object
Privileges the right. Set the required fields and press the button Grant.
You will receive a confirmation, or the error message when failure.

The checkbox “Grant All”, which is enabled when searched with an Object Type, allows for multiple Grants on all
Object selected.

8.4.2 Revoking an object privilege

To revoke an object privilege, select an object privilege record in the form Object Privileges, Object Privileges grid
and press the button Revoke. If the revoke dialog box is confirmed, the object privilege will be revoked. To
revoke all object privileges in the grid check the All option.
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8.5 Role Privileges

To view the role privileges in the Application’s main menu, Security tab, Privileges group click the Role Privileges
menu button. This will open the form Role Privileges. Enter the desired options and press the button Search on
the right. The result will be listed in the Role Privileges grid.

$ Role Privileges EI@
|Search Options ‘
Grantee Role Admin Option Default Role
[ | =] = x| [searah
[RU|E Privileges ]
Drag a column header here to group by that column lz‘
|Grantee Granted Role |Mmin Optinn‘[)efault Role| |:|
DBA DATAPUMP_EXP_FULL_DATABASE |NO YES Al
DBA DATAPUMP_IMP_FULL_DATABASE |NO YES
DBA EM_EXPRESS_ALL NO YES
DEA EXECUTE_CATALOG_ROLE NO YES
DBA EXP_FULL_DATABASE NO YES
DBA GATHER_SYSTEM_STATISTICS NO YES
DEA IMP_FULL_DATABASE NO YES
DBA JAVA_ADMIN NO YES
DBA JAVA_DEPLOY NO YES
DEA OLAP_DEA NO YES
DBA OLAP_XS_ADMIN NO YES
DBA OPTIMIZER_PROCESSING_RATE NO YES
DEA SCHEDULER._ADMIN NO YES
DBA SELECT_CATALOG_ROLE NO YES
Rec Mo = 180 lz‘
Yo a

The following are the properties of the role privileges:

Field Name Field Description

Grantee User or role granted the role.

Granted Role Role granted to the grantee.

Admin Option Granted role is grantable by the grantee.
Default Role Role is default or not.

Important Note:

By Oracle implementation, Role grants and revokes take effect only on subsequent user sessions, or when the
grant or revoke is followed by a respective SET ROLE statement.

Press the Refresh button to refresh them.

8.5.1 Granting a role privilege

To grant a role privilege, in the form Role Privileges, Role Privileges grid, press the button Grant on the right. The
form “Grant Role” will open.

@ Grant Role =T Choose Grantee and the Role and press the button Grant.

[Grant Role ]

Grantee [GMEGAGAEVDEV2 -] l Grant l You will receive a confirmation, or the error message when failure.
Role  [OMEGACA_ACCTMGR ~|

[~ with Admin Option
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8.5.2 Revoking a role privilege

To revoke a role privilege, select a role privilege record in the form Role Privileges, Role Privileges grid and press
the button Revoke. If the revoke dialog box is confirmed, the role privilege will be revoked. To revoke all role
privileges in the grid check the All option.

8.5.3 Default role privilege management

To manage the roles availability to the user, select a role privilege record in the form Role Privileges, Role
Privileges grid and:

e Press the button Default and confirm the Default dialog to make the selected role default to the grantee.
e Press the button non-Def. and confirm the non-Default dialog to make the selected role non-default to the
grantee.

Note:
The roles are granted as default to the grantee. After you change for the first time its default availability, this

behavior will change and roles granted to the grantee will be granted as non-default, they must be manually set
to default!
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8.6 Profiles

8.6.1 Database Profiles

To view the database profiles in the Application’s main menu, Security tab, System Profiles group click the Profiles
menu button. This will open the form Profiles. The result will be listed in the Profiles grid.

@ Profiles ==
e e I ] The following are the properties of the profiles:
- Field Name Field Description
Profile Id Identifier of the profile.
Profile Name Name of the profile.
— Press the Refresh button to refresh them.

8.6.2 Profile Limits

To view the profile limits in the Application’s main menu, Security tab, System Profiles group click the Profile
Limits menu button. This will open the form Profile Limits. The result will be listed in the Profile Limits grid.

@ Profile Limits =R =
[search options |
Profile Resource Name Resource Type
| [ | Passworp | [ search |
lFerl\e Limits ]
Drag a column header here to group by that column

FAILED LOGIN_ATTEMPTS

DEFAULT PASSWORD_LIFE_TIME v 180
DEFALLT INACTIVE_ACCOUNT _TIME PASSWORD UNLIMITED
DEFAULT PASSWORD_GRACE_TIME PASSWORD 7
DEFALLT PASSWORD_LOCK_TIME PASSWORD 1
DEFAULT PASSWORD_VERIFY_FUNCTION PASSWORD NULL
DEFAULT PASSWORD_REUSE_MAX PASSWORD UNLIMITED
DEFALLT PASSWORD_RELISE_TIME PASSWORD UNLIMITED
ORA_STIG_PROFILE [FAILED_LOGIN_ATTEMPTS PASSWORD 3
ORA_STIG_PROFILE |PASSWORD_GRACE_TIME PASSWORD 5
ORA_STIG_PROFILE |PASSWORD_LOCK_TIME PASSWORD UNLIMITED
ORA_STIG_PROFILE |PASSWORD_VERIFY_FUNCTION PASSWORD ORA12C_STIG_VERIFY_FUNCTION
ORA_STIG_PROFILE [PASSWORD_REUSE_MAX PASSWORD 10
ORA_STIG_PROFILE |PASSWORD_REUSE_TIME PASSWORD 365
ORA_STIG_PROFILE [PASSWORD_LIFE_TIME PASSWORD &0
ORA_STIG_PROFILE |INACTIVE_ACCOUNT _TIME PASSWORD 35
RecMNo = 16

oW

The following are the properties of the profile limits:

Field Name Field Description

Profile Name Name of the profile.

Resource Name Name of the resource.

Resource Type Type of the resource.

Limit Limit applied on profile’s resource.

To view the profile limits open the form Profile Limits, enter the desired options and press the button Search on
the right. The result will be listed in the Profile Limits grid. Press the Refresh button to refresh them.
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DATA!

9 CHAPTER 9: Reporting

Omega Core Audit comes with a dynamic reporting module that allows the end-user to create and modify the
report in all its components, from the base SQL and parameters to columns and column search options. Report
properties and settings are saved into the repository permitting quick loading of saved reports.

Omega Core Audit comes with a set of predefined reports which are deployed as part of its installation procedure.
These reports can be used as they are, or cloned by the application user.

You cannot change the Omega Core Audit’s Native Reports, except for the visual layout and search parameters
(search operator, values and active status only). However it is advised not to change at all the Native reports, but
to clone them as non-native reports and change according to user needs.

To view the reports for running and managing, in the in the Application’s main menu, tab Reports, Reporting
Center group, click on the Reporting Center menu button. The form Reporting Center will open.

e =l e
|8 ExportTo.. v e
[Reports | (Selected Report ]
] Report Name | nified Trail | Profile [auditor -]
REparts ] [Search optons Description | Report Columns | Base 5QL | Privieges
Report Name [ [[] =
[AUD Polices |, |¢ | AudDate From 01-08-2018 v 00:00:00 = i ve
|_|AUD Rules Object Audit i AudDate To 06092018 v 23:59:59 =
[AUD Rules Statement Audit vl
[[auD Tras security =k Username = ~ | oMEGACAEVDEVL [ Active -
[ |Aup Traik Sessions vl ~ ~
| TP DL Conditions || Draga column header here to group by that column [
RTP DOL Policies ] =
[ |~ ooL Policy secured area vl [Audit DateTime [Timestamp Utc Username. Sessionid__| id_[IsDBA [Action Name Object Owner [object Name [0S User Userhost [system Priviege [
| |RTP DOL Policy Users v 21-08-2018 23:17:19| 21082018 21:17:19 OMEGACAEVDEVL| 209805 % 33 SELECT _ |5¥5 DUAL Administrator | WORKGROUP\BASEOS!
[_|rTP 0oL Rules v | (21082018 23:17:19 21-08-2018 21:17: 13 OMEGACAEVDEVL| 209805 ] 3 SELECT  |svs DUAL Administrator | WORKGROUP\BASEOS!
[ |~ oML Conitions wi|— | 21-08-2015 23:17:18 | 21-08-2018 21:17:19 OMEGACAEVDEV1| 209805 45 35 ALTER PROC|CMEGACAEVAPP |P_EMP_INS |Administrator | WORKGROLP\BASECS) ALTER ANY PROCEDURE
[ |~ oL orace Foa Poiicies v 21-08-2018 23:17:20 | 21-08-2018 21:17:20 | OMEGACAEVDEV1| 209805 51 % SELECT  |svs DUAL Administrator | WORKGROUP\BASECS!
il [RTP DML Oracle FGA Policies Cols. v 21-08-2018 23:17:20 | 21-08-2018 21:17:20 OMEGACAEVDEV1 209805 52, 37 SELECT SYS DUAL Administrator WORKGROUP\BASEOS,
[ [RTP DML Polices v 21-08-2018 23:17:20 | 21-08-2018 21:17:20 OMEGACAEVDEV1 209805 48 38 CREATE PRC OMEGACAEVAPP  |P_EMP_UPD |Administrator WORKGROUP\BASECS! CREATE ANY PROCEDURE|
[ [RTP DML Policy Users v 21-08-2018 23:17:21 | 21-08-2018 21:17:21 OMEGACAEVDEV1 209805 54, 39 SELECT SYS DUAL Administrator WORKGROUP\BASECS!
7RTP DML Rules 4 21-08-2018 23:17:21 | 21-08-2018 21:17:21 OMEGACAEVDEV1 209805 55 40 SELECT SYS DUAL |Administrator WORKGROUP \BASEQS!!
[ [system Error Log v 21-08-2018 23:17:21 21082018 21:17:21 OMEGACAEVDEVL| 209805 53 4t ALTER PROC|GMEGACAEVAPP _|P_EMP_UPD |Administrator | WORKGROUP\BASEGS) ALTER ANY PROCEDURE
[ |system Factor Identities v 21-08-2018 23:17:21|21.-08-2018 21:17:21 OMEGACAEVDEVL| 209805 59 22| SELECT  |svs DUAL Administrator | WORKGROUP\BASECS!
[ |system Factors v 21-08-2018 23:17:21| 21-08-2018 21:17:21 OMEGACAEVDEVL| 209805 60 43 SELECT  |s¥s DUAL Administrator | WORKGROUP\BASECS!
[ [svstem Factors Poicy Types v 21-08-2018 23:17:21 | 21-08-2018 21:17:21 | OMEGACAEVDEV1| 209805 56 4 SELECT  |OMEGACAEVAPP |EMP Administrator | WORKGROUP\BASEOS! CREATE ANY VIEW
[ [svstem Poiicy Debug Log v 21-08-2018 23:17:21 | 21-08-2018 21;17:21 | OMEGACAEVDEV1| 209805 56 45 SELECT  |OMEGACAEVAPP |DEFT Administrator | WORKGROUP\BASECS!
TUmﬁed Trail 4 21-08-2018 23:17:22 | 21-08-2018 21:17:22 OMEGACAEVDEV1 209805 62 46 SELECT SYS DUAL |Administrator WORKGROUP\BASEOS,
7Umﬁed Trail Daily v 21-08-2018 23:17:22 | 21-08-2018 21:17:22 OMEGACAEVDEV1 209805 63 47 SELECT SYS DUAL Administrator WORKGROUP\BASECS!
[ Unified Trail Daily Summary v 21-08-2018 23:17:22 | 21-08-2018 21:17:22 OMEGACAEVDEV1 209805 61 48 ALTER VIEW Administrator WORKGROUP\BASECS! ALTER ANY TABLE
[ |unified Trail Hours v 21-08-2018 23:17:22|21.-08-2018 21:17:22 OMEGACAEVDEVL| 209805 57 L) SELECT  |s¥S DUAL Administrator | WORKGROUP\BASEOS!
|| |unified Trail Hours Summary v 21-08-2018 23:17:22| 21082018 21:17:22 OMEGACAEVDEVL| 209805 58 50 SELECT  |svs DUAL Administrator | WORKGROUP\BASECS!
[ Junfied Trais squ W| | 2108-2018 25:17:22 21.08-2018 21:17:22 OMEGACAEVDEV1 | 209805 54 51 CREATE FUN GMEGACAEVAPP _|F_VAL_EXPR|Administrator | WORKGROUP\BASECS) CREATE ANY PROCEDURE
21-08-2018 23:17:23| 21-08-2018 21:17:23 OMEGACAEVDEVL| 209805 n 52 SELECT  |svs DUAL Administrator | WORKGROUP\BASECS!
43 [7] |21-08-2018 23:17:23|21-08-2018 21:17:23 OMEGACAEVDEVL| 209805 7 53 SELECT  |svs DUAL Administrator | WORKGROUP\BASECS!
R [4[][r] | |21-08-2018 25:17:23(21-08-2018 21:17:23 | OMEGACAEVDEVL | 209805 69 54 ALTER FUNC|CMEGACAEVAPP _|F VAL EXPR |Administrator | WORKGROUP\BASECS) ALTER ANY PROCEDURE
. . g

e :

This Reporting Center form has two main panels:

Reports Panel

=

The Reports panel is aligned on the left side of the “"Reporting Center” form. It contains the Reports Grid which
shows the reports stored in the Repository.

Selected Report Panel

The Selected Report panel is aligned on the right side of the “Reporting Center” form. It contains the Repository
report that has been loaded (opened) and is ready for running, modifying or cloning.

The following are the components of a report:

Field Name
Report Name
N. (for Native)

Field Description

Name of the report. Unique in combination with the profile.

If checked the Report is a native predefined report. You cannot modify these reports,
unless for layout customization and search options values.
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Profile
Report Id
Description
Base SQL

Base SQL Parameters
Report Columns

Privileges

Profile of the report.

Unique auto-generated identification number of the report in repository.

Description of the report.

Base SQL command of the report. This is the initial report’s SQL, which during the run
will be enriched with conditions on Searched Fields.

Optional Base SQL parameters, declared with the syntax “:PARAM_NAME".

Columns of the report. You can view and manage them in the tab with the same name.
You must re-open the report when you change columns if you need to see changed
“Search Field” columns

Report Privileges managed in relation with the Omega Core Audit Roles.
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9.1 Loading a Report

In the general description above we noted the visual difference between the all repository reports and the
selected report. On the left side you can browse on the searched Repository reports, on the right you load the
report for running it, modifying or cloning.

To load a report select the report record in the Reports grid on the left and

| [System Factor Identities v press the button Load below, or double-click the record. Notice the “Black

| [System Factors ¥ Arrow” indicator in the Reports grid highlighting the current selected record!

| | System Factors Policy Types v

;Ef:z ;"::IWDEMLC'Q : The report definitions will load from the repository and open in the panel

[ |Unified Trail Daily v “Selected Report” on the right side of the form. The report nhame and profile

| |unified Trail Daily Summary v are displayed in on the top. Other properties are displayed in the five tabs

| |unified Trail Hours v described below.

| | Unified Trail Hours Summary v

|| Unified Trails SQL ] Note:

mqj TT T EI]EL You can only have one report loaded at the time. Be careful to remind that

scrolling records into the left Grid Reports will not affect the “Selected Report”

toad | [Delete |[ add | panel (and most important!) it's content. The only way to load a Repository

report into the “Selected Report” panel is by first selecting it in the Reports grid
on the left and then press the button Open below!

Search Options and Description tabs

In the first tab Search Options, general search conditions are set before running the report. These are of two
categories: the Base SQL parameters and the search conditions on report fields.

[Selected Report

Report Mame |Uniﬁed Trail | Profile

Search Options | Description | Report Columns | Base SQL | Privileges

- -

¢|| Aud Date From 01-08-2018 ~ 00:00:00 =

&

Aud Date To 06-09-2018 ~ |23:0%:09 <

Username |:| DMEGACAEVDEV1 v Active
Action Name l:l [~ Active 1

m

Hint:

Base SQL parameters are loaded first. They are non-optional and have no option for Operation Code choice (=,
<>,...). For parameters with a Display Type of “ftDateTime"”, Date and Time editor components will be displayed
instead of the standard edit boxes for other Display Types.

Note:

You must always choose Base SQL parameters (it is @ must on big tables) and search options to avoid returning
large amount of records and also choose indexed repository table fields to avoid full table scans (FTS) on the
database. For the Security Events Trail view V_SYS_UNF_TRAIL (based on a big table!), the minimal advised Base
SQL Parameters are Date From and Date To.

Second, the search conditions on report fields are displayed. You will notice their setup is somehow different from
the Base SQP parameters. Their search is optional (can be Active or Inactive) and do have the option for
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Operation Code choice (=, <>,...). For Report Columns with a Data Type of “ftDateTime”, Date and Time editor
components will be displayed instead of the standard edit boxes for other Display Types (see Report Columns).

In the next tab Description, as the name implies, the text description of the report is displayed.

Report Columns tab
In this tab you can manage the report’s columns.

Search Options | Description | Report Columns | Base SQL | Privileges

Col. Id | Column Name Data Type|Caption
EEr TIMESTAMP_STS fiDateTime |Audit DateTime 0
438 | TIMESTAMP_UTC fiDateTime |Timestamp Litc a
439 |USERMAME ftstring Username v 1
440 |SESSIONID ftFloat Sessionid i

41
oo [4] |I||E|

The following are the properties of a report’s column:

Field Name Field Description

Col. Id Unique auto-generated identification number of the report’s column in repository.

Column Name Original name (as in the database) of the column.

Data Type Column data type, as detected by the Application.

Caption Caption of the report’s columns as it will show in report column headers.

Search Field If checked, a search condition will be set on the column in the tab Search Options, after the
Base SQL parameters.

Search Active If checked, the search condition set on the column will be Active in the tab Search Options.

Search Order The order in which the search condition on field will be set in the tab Search Options.

Operation Operation Code choice (=, <>, <, <=, IN, LIKE...).

Operator 1 First operand.

Operator 2 Second Operand.

Base SQL tab

This tab displays: the Base SQL Text of the report and (optionally) the Base SQL Parameters.

In the Base SQL text tab the memo displays the base SQL of the report. By default it is locked and can be
unlocked by the checkbox “Base SQL Lock” (if report in non-native, see later).

Search Options | Description | Report Columns | Base SQL | Privileges

t | Base SQL Parameters
Report Base SQL [+

select -
a.timestamp_sts, a.timestamp_utc, a.policy_type_code,
a.username, a.sessionid, a.action_name,

a.object_owner, a.object_name, a.object_type,

a.05_user, a.userhost, a.terminal, a.ip_address, a.dient_id,

In the Base SQL Parameters tab you can manage the same as the name implies:
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Search Options | Description | Report Columns | Base SQL | Privileges
Base S0L Text | Base SQL Parameters

AUD_DATE_FROM  uwiigigle ftDateTime Aud Date From | | 22-06-2018
AUD_DATE_TO ftString fiDateTime Aud Date To v 22-06-2018
:
L |1| |I|
The following are the properties of a report’s Base SQL Parameter:
Field Name Field Description
Param. Name Name of the Base SQL parameter, Unique within the report.
Data Type Data type of the Base SQL parameter.
Display Type Display Type of the parameter, effecting display editors in the tab Search Options.
Param. Caption Caption of the Base SQL parameter as it will show in the tab Search Options.
Time End Valid for Display Type of “ftDateTime” only. If un-checked time editors components will be set

to 00:00:00, if checked will be set to 23:59:59.

Report Privileges tab

In this tab you can manage the report’s privileges. Omega Core Audit report Privileges are applied at the Omega
Core Audit Role level and explicitly declared for each report.

Search Options | Description | Report Columns | Base 5L Privileges

i |Dmega CA Role |Dmega CA Role Description |Privilege |Date Upd. User Upd. Dt. Created
OMEGACA_ADMIN Administrator Read-'Write 14-07-2016 2
OMEGACA_SECANALYST Security Anakyst Read 14-07-2016 2
| OMEGACA_ALIDIT Auditor Read-Write 14-07-2016 2
[« []

The following are the properties of a report’s privilege:

Field Name Field Description

Omega CA Role Omega Core Audit role to which the report privilege is granted.

Omega CA Role Description | Omega Core Audit description.

Privilege Privilege granted to the Omega CA role. Available options:
Read can load (and run) the report

Read-Write can load (and run) and save/modify the report
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9.2 Running a Report

To run a report, first load it on the “Selected Reports” panel. After you have loaded the report then:
e complete any Base SQL parameters in the Search Options tab
e complete any active search fields options in the Search Options tab
e press the button RUN

The result will show in the report’s grid, aligned on the right and below of form “Reporting Center”.

ti
B | 5 o e s o e s s ﬁ
¥ [pud DateTine Timestamp Utc Policy Type Username Object Owner Object Name  [Module System Priviege

21072016 13 ]

21-07-2016 13 4 AUD OMEGACATESTDEVO! | 320426 L INSERT OMEGACATESTAPFOL

21-07-2016 13:34:44 21-07-2016 11:34:44 |AUD OMEGACATESTDEVO! | 320426 s 3 SELECT OMEGACATESTAPFO1 |EMP

21-07-2016 13:34:44 21-07-2016 11:34:44 RTP-DML | OMEGACATESTDEVDL | 320426 s| 2 SELECT OMEGACATESTAPPO |EMP

21-07-2016 13:34:45 21-07-2016 11:34:45 AUD OMEGACATESTDEVDL | 320426 P UPDATE OMEGACATESTAPPO |EMP

21-07-2016 13:34:45 21-07-2016 11:34:45 |AUD OMEGACATESTDEVO! | 320426 8 5 DELETE OMEGACATESTAPFO1 |EMP

21-07-2016 13:34:46 21-07-2016 11:34:46 AUD OMEGACATESTDEVOL | 320426 w7 SELECT OMEGACATESTAPFO1 |EMP

21-07-2016 13:34146 21-07-2016 11:34:46 RTP-DML | OMEGACATESTDEVDL | 320426 I SELECT OMEGACATESTAPPOL |EMP

21-07-2016 13:34:46 21-07-2016 11:34:46 RTP-ODL  OMEGACATESTDEVDL | 320426 FALSE CREATE OMEGACATESTAPPOL P_PROC_01 OmegaCABenchmarkexe

21-07-2016 13:34:46 21-07-2016 11:34:46 AUD OMEGACATESTDEVD! | 320426 8 SELECT svs DUAL

21-07-2016 13:34:46 21-07-2016 11:34:46 AUD OMEGACATESTDEVOL | 320426 B SELECT Svs DUAL

21-07-2016 13:34147 |21-07-2016 11:34:47 RTP-DDL | OMEGACATESTDEVDL | 320426 FALSE ALTER OMEGACATESTAPPOL P_PROC_02 OmegaCABenchmark. exe

21-07-2016 13:34:47 21-07-2016 11:34:47 |AUD OMEGACATESTDEVDL | 320426 2 10 SELECT svs DUAL

21-07-2016 13:34:47 21-07-2016 11:34:47 |AUD OMEGACATESTDEVD | 320426 ) 1 SELECT svs DUAL

21-07-2016 13:34147 |21-07-2016 11:34:47 RTP-ODL | OMEGACATESTDEVDI | 320426 FALSE CREATE OMEGACATESTAPPO1 _EMP OmegaCABenchmark.exe

21-07-2016 13:34:47 21-07-2016 11:34:47 |AUD OMEGACATESTDEVO! | 320426 2 12 SELECT Svs DUAL

21-07-2016 13:34:47 21-07-2016 11:34:47 |AUD OMEGACATESTDEVO! | 320426 @l 13 SELECT Svs DUAL

21-07-2016 13:34:47 21-07-2016 11:34:47 |AUD OMEGACATESTDEVD | 320426 4 15 SELECT OMEGACATESTAPPOL |DEPT

€21-07-2016 13:34:47 21-07-2016 11:34:47 |AUD OMEGACATESTDEVDL | 320426 4 14 SELECT OMEGACATESTAPPO |EMP CREATE ANY VIEW

21-07-2016 13:34148 21-07-2016 11:34:48 RTP-DDL | OMEGACATESTDEVDL | 320426 FALSE ALTER OMEGACATESTAPPOL ¥_EMP OmegaCABenchmark.exe

] 21072016 13,3496 21-07-2016 11:3448 AUD OMEGACATESTDEVOL | 320426 4516 SELECT Svs DUAL

264
[ » B | [«

9.2.1 Exporting Report data

To export the report data into Excel, Text, Html and Xml formats press the “Export To...” drop-type button on the
top menu.

Reporting Center

Export To .. =

L
Repo|$’§_‘ Excel
e

Reper| & | HTML
Re| @ XML
AULT PO

To print and preview the report press the Loop button on the top menu. The Print Preview form will open.

oL
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9.3 Modifying an existing Report

To modify an existing report, first load it on the “Selected Reports” panel. After you have loaded the report, you
can modify it and save the changes to the repository.

You can change the report’s name and profile in the respective panel on the top. Press button SAVE to save the
changes in the Repository. When you press the button SAVE, the report’s grid and print layout are saved also!

Other properties you can change in the tabs below:

Search Options:

You can change the operands for the search conditions on the report fields, operator used, operand[s] values and
Active status. Press button SAVE to save the changes in the Repository; however they are immediately effective
for report execution.

Report Description:

This is a text field for report description. Press button SAVE to save the changes in the Repository.

Report Columns:

You can add, change and delete the columns of your report and also their availability into the Search Options by
the Search Field checkbox. When adding and changing, the respective forms will open. Use the Search Order field
to order the columns top-down in Search Options (useful to put indexed fields first). Smaller Search Order values
will be listed first.

Changes are immediately saved into the Repository and not related with the SAVE button. You must re-load the
report to see the effect!

Base SQL:

This tab displays two sub-tabs: the Base SQL Text of the report and (optionally) the Base SQL Parameters.

In the first tab:

you can edit the Base SQL text of the report, by first unlocking the read-only Memo editor by the “Base SQL Lock”
checkbox. Press button SAVE to save the changes in the Repository; however they are immediately effective for
report execution.

In the second tab:

you can add, change and delete the Base SQL report parameters, if any. When adding and changing, the
respective forms will open.

Changes are immediately saved into the Repository and not related with the SAVE button. You must re-load the
report to see the effect!

Report Privileges:

In this tab you can add, change and delete the report’s privileges. When adding and changing, the respective
forms will open. OMEGACA_ADMIN Privilege records are built-in full Read-Write and cannot be modified by

Privilege procedures!

Changes are immediately saved into the Repository and not related with the SAVE button.
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Note:
Report Privileges are implicitly inserted by the Report Insert Procedure. Privileges (inserted in report creation) are:

1. Granted Read-Write built-in to Omega Core Audit Administrator Role OMEGACA_ADMIN.
2. Granted Read-Write to all Omega CA Roles the running user belongs (excluded OMEGACA_ADMIN).

Because Omega Core Audit Role Administrator has full functionalities and thus is logically the sole role granted to
Omega CA Admin Account, it will not grant any privilege to other roles during report creation, so that must be
explicitly done if report will be used by other Omega Core Audit Roles.

General Notes on report modifications:

1. Changes you make to Report Columns (and optionally Base SQL parameters) and Base SQL must be logically in
sync to each-others

2. The Diesis # character is internally used by Omega Core Audit as the value separator in the case of IN and
NOT IN operands! Use only the Diesis # character to separate values and do not use it as part of any value. Do
not use Diesis # in the end, as it will generate an empty value.
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9.4 Cloning an existing Report

To clone an existing report, first load it on the “Selected Reports” panel. After you have loaded the report, you
can clone it by:

1. Setting a new name for the report (report name is unique).
2. Press the “Clone button”.

Important Note

When you create a new report by “Save As” an existing report, you are still focused on the old report. Loading the
report on the right tab “Selected Report” is done only by selecting it on the left grid Reports and then open.
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9.5 Creating an new Report

To create a new report from the scratch press the Add button on the form Reporting Center, tab Reports on the
left. Form Add New Report will open. To create the new report follow the four step wizard as below:

STEP 1 - Report:

In the first step report name, profile and description are completed. You can choose only from the profiles that
match with your granted Omega CA roles.

Report | Base 5QL | Report Columns | Search Options

ReportName [pp Activity

pofe
Description
Monitored DDL activity -

Press the Next Button to go to the next step.

STEP 2 - Base SQL:

In this tab you define the Base SQL Text of the report and (optionally) the Base SQL Parameters. This tab has
two sub-tabs:

Base SQL Text tab

In the first Tab Base SQL Text complete the base SQL of the report. Do not put here conditions that are intended
to be used as Field Search Options. Remember that when searching, the chosen “Search Fields” columns
conditions are added to the Base SQL Text automatically by Omega Core Audit.

For example, a Base SQL on the Security Events Trail, with From and To parameters on Audit DateTime would
look:

Base SQL | Report Columns | Search Options
Base SQL Text |Base SOL Parameters

belect -
a.timestamp_sts, a.username, a.isdba, a.sessionid, a.action_name,
a.object_owner, a.object_name, a.object_type,

a.0s_user, a.userhost,a.module,

a.returncode, a.return_message, a.trail_eval

from v_sys_unf_trail a

where a.timestamp_sts

between To_Timestamp{:AUD_DATE_FROM, 'dd-mm-yyyy hh24:mi:ss.FF)
and To_Timestamp(:AUD_DATE_TO, 'dd-mm-yyyy hh24:mi:ss.FF")

and a.policy_type_id = 3

4 [}

The SQL in the figure above is:

.timestamp sts, a.username, a.isdba, a.sessionid, a.action name,
.object owner, a.object name, a.object type,

.0s_user, a.userhost,a.module,

a.returncode, a.return message, a.trail eval

from v_sys unf trail a

where a.timestamp sts

between To Timestamp (:AUD DATE FROM, 'dd-mm-yyyy hh24:mi:ss.FF')
and To Timestamp (:AUD DATE TO, 'dd-mm-yyyy hh24:mi:ss.FF')

and a.policy type id = 3

(U VI
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The two parameters AUD_DT_FROM and AUD_DT_TO are declared as string (and then converted to Timestamp).
Note the “:” syntax for parameter declaration.

When Base SQL report parameters are present they must be manually declared in report create. For this you must
go to the next tab of the second step BASE SQL.
Base SQL Parameters tab

In the Grid of this tab the declaration of the Base SQL parameters is done in full. Leave this empty and skip topic if there are
no Base SQL Parameters.

Report | Base SQL | Report Columns | Search Options

Base SQL Text Base SQL Parameters

|Param.llame |Param. Caption |Data Type|Display Type|Time End |Param. Value [Options

AUD_DATE_FROM | Aud Date From ftString ftDateTime 31-08-2013 Caption
AUD_DATE_TO Aud Date To ftString ftDateTime L 31-08-2013 v TC
v UsS

PR = .

The Grid’s Navigator buttons are:

The first for:  First, Previous, Next, Last
The last five:  Add, Delete, Edit, Post, Cancel

Insert the records by pressing the Add button. This will create an empty record.

First enter the value for the first field “Param. Name”. Then you can press the Enter key to have the “Param.
Caption” field auto-completed the same in title-case. Complete the other fields, “"Data Type” as String, “Display
Type” as ftDateTime, check Time End only for the AUD_DATE_TO and “Param. Value” as date string formatted
DD-MM-YYYY.

Do no leave the grid in an Editable state. Remember to press the Navigator’s Post button to post changes!

Report Rows:

To avoid a large humber of records by keep the default Top 100 or Top 1000 into the Report Rows Radio Group.
You can also avoid FTS on big tables by adding a temporary condition in the Base SQL, kind of TIMESTAMP_STS
> SYSDATE-1 (to limit the amount of data returned and avoid Full Table Scans) and then remove it again after
running the report and before saving it.

Important Note:

Be careful to avoid full table scans (FTS) on big tables and also returning large amount of records to your Desktop
when creating a new report. To avoid FTS use Base SQL Parameters and Search Conditions on fields outputted
unchanged (as table/view originals) from the Report’s Base SQL. Always use search criteria in reports and try to

match the indexed columns, the most relevant being the Audit Date/Time column (TIMSETAMP_STS) on the
Security Events Trail view V_SYS_UNF_TRAIL, but also username and user host.

Execute the SQL by pressing the button RUN. Report will populate the lower grid. Right-click on the grid’s header
and in the popup menu choose the “Best Fit (all Columns)” item.

Press the Next Button to go to the next step.
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STEP 3 - Report Columns:

In this step you will choose the columns you want to have in your report.

Report | Base 5QL | Report Columns | Search Options

[5QL Columns | E} Report Columns ["Options’
|Cnlumn Name Data Type | lz‘ Column Name “ || Caption
05_USER ftwideString [ Lol ]TIMESTAMP_STS v/ TC
USERHOST ftwideString USERNAME ftwideString |Username v US
MODULE ftwideString ISDBA ftwideString |Isdba

RETURNCODE fiFloat SESSIONID fiFloat Sessionid

RETURM_MESSAGE ftwideString ACTION_MAME ftwideString |Action Name

TRAIL_EVAL ftwideString OBIECT_OWNER. ftwideString |Object Owner

RecMNo = 14 RecMNo = 14 lz‘

R P A

Available report columns are on the left grid which is populated by each execution of the Base SQL by the RUN
button in the previous step. Columns that will show on the report are those on the right Grid. Work with the single
and double arrow buttons to choose or remove report columns on the right side.

Column Name and Data Type are automatically set and cannot be changed. You can change the Column Caption.

Optional and default checked Checkboxes are:

T-C title-case for column captions
U-S underscores to spaces for column captions

The right Grid’s last three Navigator buttons are: Edit, Post and Cancel.

Do no leave the grid in an Editable state. Remember to press the Navigator’'s Post button to post changes!

Press the Next Button to go to the next step.

STEP 4 - Search Options:

In this step you will choose the report columns on which you will set search conditions before you run. The search
conditions can be set only on the columns that were previously chosen (in the Step 3) to show in the report.

Report | Base SQL | Report Columns | Search Options

[Report Columns

| E}|Search-enabled Columns |

|Cnlumn Name Column Caption | |Cnlumn Name |Cnlumn Caption |0rder|Ad:ive|
TIMESTAMP_STS Timestamp Sts TIMESTAMP_STS Timestamp Sts 1| W
USERNAME Username LISERNAME Username

ISDBA Isdba ACTION_NAME

SESSIONID Sessionid OBJECT_OWNER. Object Owner

ACTION_MAME Action Name OBIECT_MAME Object Mame [u]
OBJECT_OWNER Object Owner

Reclo = 14 lz‘ RecMo =5

MM A4

W A kB -

Report columns are on the left grid. Columns that will have search options are those on the right Grid. Work with

the arrow buttons to choose or remove selected report columns on the right side. Set the Order field to an
incremental value and Active at will.

The right Grid’s last three Navigator buttons are: Edit, Post and Cancel.
Do no leave the grid in an Editable state. Remember to press the Navigator’'s Post button to post changes!
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After completing all the four steps above press the button Add. This will create the report into the Repository.

Privileges on Report Creation
Report Privileges are implicitly inserted by the Report Insert Procedure. Privileges (inserted in report creation) are:

1. Granted Read-Write built-in to Omega Core Audit Administrator Role OMEGACA_ADMIN.
2. Granted Read-Write to all Omega CA Roles the running user belongs (excluded OMEGACA_ADMIN).

Because Omega Core Audit Role Administrator has full functionalities and thus is logically the sole role granted to

Omega CA Admin Account, it will not grant any privilege to other roles during report creation, so that must be
explicitly done if report will be used by other Omega Core Audit Roles.

9.6 Report Performance Guidelines

Always use indexed columns as part of your search options when querying big trail tables. Use Base SQL
Parameter in the audit Date Time field (TIMSTAMP_STS) of the Security Events Trail.

In the chapter "Common Application functionalities”, see the Important Performance Note in the topic “Client-side
information retrieval”.
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10 CHAPTER 10: System Administration

The System Administration module handles the management of core system functionalities and module
availability, enabling the Omega Core Audit administrators to easily and quickly complete their tasks.

The managed functionalities are:

Main system modules and components.
Omega Core Audit users and roles.

System factors.

Database jobs, both Scheduler and Classic.

10.1 System Components

To view the main system components, in the main menu Administration, tab System Components click the menu
button System Components. This will open the form System Components.

@Systemtomponents IEI = @

[S\;stem Components ]

|System Components Availability

||System Components Details |

[system component  [status | Access Control | Standard Audit | RTP DDL | RTP DML | DB Audit Trails Collect
Arcess Conkrol » EMABLED
Standart Audit 1 DB, EXTENDED OWNER: 2
real Time Protaction GO ENABLED TRIGGER_NAME:  OMEGACA_ACC_DB_AF_LOGON

BAl Timé Frotectian L) PROG_STATUS: YALID
Real Time Protection DML | (. EMABLED TRIGGER TYPE: AFTER EVENT
DE Audit Trails Collect 4 SCHEDULED TRIGGERING. EVENT: LOGON

TABLE_OWNER: 5v3

BASE_DBJECT_TYPE: DATAEASE
STATUS: 1% ENABLED
ACTION_TYPE: PLISOL

Disable

nk

ile
RecMoS [v Silent

B

|DB audit Trails Collect - 1ob Logs
DE Audit Trails Collect

Drag a column header here to group by Ehat column

Log Id Log Date |Dwner |Joh Name Status

|Errur

|Req. Start Date

Actual Start Date

Run Duration (Instance| [Time Interval

13157 |20-05-2024 23:33:53 |3¥5
13158 |20-05-2024 23:34:53 |5Y5
13159 |20-05-2024 23:35:53 |5Y5
13160 |20-05-2024 23:36:53 |5Y5
13161 |20-05-2024 23:37:53 |5Y5
13163 |20-05-2024 23:35:53 |5Y5
13164 |20-05-2024 23:39:53 |5Y5

CMEGACA_TRAMS | SUCCEEDED
OMEGACA_TRANS |SUCCEEDED
OMEGACA_TRANS |SUCCEEDED
OMEGACA_TRANS |SUCCEEDED
OMEGACA_TRANS |SUCCEEDED
OMEGACA_TRANS |SUCCEEDED
OMEGACA_TRANS |SUCCEEDED

RecMo=7

020-05-2024 2313353
0|20-05-2024 23:34:53
0|20-05-2024 23:35:53
0|20-05-2024 23:36:53
0|20-05-2024 23:37:53
0|20-05-2024 23:35:53
0|20-05-2024 23:39:53

20-05-2024 23133153
20-05-2024 2313453
20-05-2024 23135153
20-05-2024 23:36:53
20-05-2024 23:37:53
20-05-2024 23:38:53
20-05-2024 23:39:53

L ]

Kl

+000 00:00:00
+000 00:00:00
+000 00:00:00
+000 00:00:00
+000 00:00:00
+000 00:00:00
000 00:00:00

{* Last 10 Min,
" Last 100 Min.
" all

E| Manual Collect

Core modules and components availability is displayed in the System Components Availability grid.
The main Omega Core Audit system components and functionalities managed in this form are:

Access Control
Standard Audit
Real Time Protection DDL
Real Time Protection DML
DB Audit Trails Collect Job

- Access control module.

- Oracle initialization parameter for the Standard audit module.
- Real Time Protection DDL module.

- Real Time Protection DML module.

- Database standard and fine-grained audit trails collection job.

ik
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Press the Refresh button to refresh all of them.

Use buttons Enable / Disable to respectively enable or disable:

e Access Control - Access control module.

e Real Time Protection DDL - Real Time Protection DDL module.

e Real Time Protection DML - Real Time Protection DML module.

e DB Audit Trails Collect Job - Database standard and fine-grained audit trails collection job.

Detailed specific information for each of the above is presented in the respective tabs of the tab group System
Components Details. Double click each record of System Components Availability grid to focus on the respective
tab.

10.1.1 Access Control

To view and manage the Access Control module, in the form System Components, multiple tab group System
Components Details, choose tab Access Control.

|Syshem Components Details |
Access Control | Standard Audit | RTP DDL | RTP DML | DB Audit Trails Collect

OWNER: 5Y5

TRIGGER_NAME:  OMEGACA_ACC_DE_AF_LOGON

PROG_STATUS: VALID
AFTER EVENT

TRIGGER_TYPE:
TRIGGERING_EVENT: LOGOM
TABLE_OWNER: 5Y5

BASE_OBJECT_TYPE: DATABASE

STATUS: 3 ENABLED
ACTION_TYPE: PL/SQL —Silent———
v Silent

In this Card View on the left you can see the details of the OMEGACA_ACC_DB_AF_LOGON database-level trigger
that implements the Access Control module.

Start and stop the module with the Enable / Disable buttons. Press the Refresh button to refresh module’s details.
Silent Access Control

The Silent mode of the Access Control module is managed in the group box Silent, which controls the setting of
the system parameter "Silent Access Control”. Check to enable the Silent Mode, uncheck to disable and run in

non-Silent mode! Press the button “Set” to make changes effective! This feature is by default Enabled on Omega
Core Audit install.

10.1.2 Standard Audit

To view and manage the Standard Audit, in the form System Components, multiple tab group System
Components Details, choose tab Standard Audit.

106 DATAPLUS



fexmt DATAPLUS Omega Core Audit for Oracle Database - User’s Guide - 3.3.7

|Syshem Components Details |
Access Control Standard Audit | RTP DDL | RTP DML | DB Audit Trails Collect

NUM: 1587
NAME: audit_trail

TYPE: 2

PARAM_VALUE: 1 DB, EXTENDED

DISPLAY_VALUE: DB, EXTENDED

ISDEFAULT: FALSE —Audit Setting
ISSES_MODIFIABLE: FALSE ~ NOME
ISSYS_MODIFIABLE: FALSE ~ DB
ISINSTANCE_MODIFIABLE: FALSE & DB, EXTENDED
ISMODIFIED: FALSE

III

In this Card View on the left you can see the details of the “audit_trai
controls the database standard audit feature availability.

database initialization parameter that

Audit Setting Radio Group

You can change from here the “audit_trail”. Available options are:

NONE Standard Audit is not available.
DB Standard Audit is available, but SQL Bind and SQL Text fields are not completed.
DB, EXTENDED Standard Audit is available, with SQL Bind and SQL Text.

Set the desired audit_trail option (DB, EXTENDED is the recommended). Press the button “Set” to make changes
effective (see note below)!

Important Note:
Change of the “audit_trail” database parameter requires a restart of the database to take effect!

Press the Refresh button to refresh module’s details.
10.1.3 Real Time Protection DDL

To view and manage the Real Time Protection DDL module, in the form System Components, multiple tab group
System Components Details, choose tab RTP DDL.

|5ystem Components Details
Access Control | Standard Audit RTPDDL | RTP DML | DB Audit Trails Collect

OWNER: sYs

TRIGGER_NAME:  OMEGACA_RTP_DB_BF_DDL

PROG_STATUS: VALID Disable
TRIGGER_TYPE: BEFORE EVENT

TRIGGERING_EVENT: DDL

TABLE_OWNER: Y5

BASE_OBJECT_TYPE: DATABASE

STATUS: & ENABLED

ACTION_TYPE: PL/SQL

In this Card View on the left you can see the details of the OMEGACA_RTP_DB_BF_DDL database-level trigger
that implements the Real-Time Protection DDL module.

Start and stop the module with the Enable / Disable buttons. Press the Refresh button to refresh module’s details.
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10.1.4 Real Time Protection DML

To view the Real Time Protection DML module, in the form System Components, multiple tab group System
Components Details, choose tab RTP DML. You can see the total number of enabled database FGA policies
configured by the Omega Core Audit’s RTP DML module.

|Sysbem Components Details
Control | Standard Audit | RTPDDL RTP DML | DB Audit Trails Collect

NO. ACTIVE RTP-DML: 3

Press the Refresh button to refresh module’s details.

Suspend - will disable all FGA policies which are bound to active Omega Core Audit RTP DML Rules.
Resume - will enable all FGA policies which are bound to active Omega Core Audit RTP DML Rules.

Note:

When suspended, Omega Core Audit repository records for RTP-DML rules will continue to be in an Active status,
while respective FGA policies will be disabled. When Enabling, these Active rules only will be used to enable the
respective FGA policies

Oracle’s FGA policies do not need any parameter for activation. Managing the policies is done in the Real Time
Protection DML module.

10.1.5 DB Audit Trails Collect

The DB Audit Trails Collect Job moves audit records from Oracle dictionary tables of standard (SYS.AUD$) and fine-
grained (SYS.FGA_LOG$) audit trails to the Omega Core repository table.

To view and manage the DB Audit Trails Collect Job, in the form System Components, multiple tab group System
Components Details, choose tab DB Audit Trails Collect.

|5\,rshem Components Details |

MAIN DATA: D"oedc: Mode (Set)

OWNER: SYS (% Purge | Max. Rows

JOB_NAME: OMEGACA_TRANS Pl | = [ nable |

JOB_CREATOR: v5

ENABLED: TRUE Last Aud.

STATE: {4y SCHEDULED Last FGA

J0B_TYPE: PLSQL_BLOCK td, Aud. Map TP DML Map

JOB_ACTION: begin OMEGA_CORE_AUDIT.P_SYS_TRAIL_TRA |[ ¥ Map ™ Rin.

DATES & SCHEDULES: ¥ Map

START_DATE: 31-01-2023 17:50: 53 igcard Internals un Interval (s)
- |—IEEnabled 80 =

In the Card View on the left you can see the details of the Scheduler Job OMEGACA_TRANS that implements the
DB Audit Trails Collect job functionality.

Use the Enable / Disable buttons to start and stop the DB Audit Trails Collect job.
Press the Refresh button to refresh module’s details.
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Below the buttons, there are Group boxes specific to DB Audit Trails Collect job options.
Note:

Not all options are available on all Oracle database versions!

Pull mode

Establishes the way Oracle Dictionary audit trails (Standard Traditional Audit and FGA) are collected by the Omega
Core Audit repository’s Security Events trail.

llect Mad _ i
il Purge — records will be collected and purged (deleted)
i PUrge | Max, Rows Pull - records will only be collected, cleansing is left to the DBA
Pul o . Max Rows - maximum records retrieved from dictionary table in a single execution.

Is valid on Pull Mode only.

Last Aud. [20-05-2020 20:38:46.248000 |  Last value of AUD$ rising column NTIMESTAMP#
LastFGA [20-05-2020 20:38:43.782000 |  Last value of FGA_LOGS$ rising column NTIMESTAMP#.
Both are valid on Pull Mode only

Standard Audit Map

Map Checkbox sets the status of the Standard Audit security event mapping for the
td. Aud. Map Standard Audit module, which is controlled by the system parameter “Standard
[+ Map Audit Trail Map”. Check to enable the Mapping, uncheck to disable. Press the
[ All Stmt next button “Set” to make changes effective! This feature is by default
Disabled on Omega Core Audit install.

All Stmt * Checkbox sets the status of the Standard Audit security event ALL
STATEMENTS mapping for the Standard Audit module, which is controlled by
the system parameter “All Statements Map”. Check to enable the Mapping,
uncheck to disable. Press the next button “Set” to make changes effective! Will
not be visible for Oracle 12c R2 and later versions. This feature is by default
enabled on Omega Core Audit install.

* The ALL STATEMENTS Mapping can be performed with full accuracy only with the advent of the new column
CURRENT_USER (effective user for the statement), which is available starting with Oracle database version 12c
Release 2. For these Oracle database versions, the ALL STATEMENTS mapping feature is a built-in one and does
not need a controlling setting, thus the “All Stmt” checkbox will not be visible!

But for Oracle database versions prior to 12c R2, the absence of the CURRENT_USER field prohibits the
identification of the SQL being a “Top” vs non-Top one, the later being a unique property of the ALL STATEMENTS
auditing, on the SYS.AUD$ and SYS.FGA_LOG$ Oracle dictionary tables. However, for an accurate ALL
STATEMENTS Mapping even in these conditions, you are required to put all user’s statement audit rules (the ALL
STATEMENTS and the others combined) inside a single Standard Audit Policy. For such Oracle database versions,
the ALL STATEMENTS mapping feature is controlled by the “All Stmt” setting. Please note that the ALL
STATEMENTS mapping is depended on the availability of the Standard Audit security event mapping!

Press the Refresh button to refresh DB Audit Trails Collect job’s details.

RTP DML Map

Rtn. Checkbox sets the status of the Real-Time Protection DML security event Return

TP DML Map Code mapping for the Real-Time Protection DML module, which is controlled by the
v Rin. system parameter "RTP DML Return Code”. Check to enable the Return Code
[~ Map Mapping, uncheck to disable. Press the next button “Set” to make changes effective!
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This feature is by default Enabled on Omega Core Audit install.

Map Checkbox controls the status of the Real-Time Protection DML security event
mapping for the Real-Time Protection DML module, which is controlled by the system
parameter "RTP DML Trail Map”. Check to enable the Mapping, uncheck to disable.
Press the next button “Set” to make changes effective! This feature is by default
Disabled on Omega Core Audit install.

Discard Internals

iscard Internals Omega Core Audit Engine runs under SYS authority in order to perform security
v Enabled operations with full privileges and have maximum protection. Internal actions performed

inside the Engine, as by the type of execution, are all of the kind non-Top-Level SQLs!

With Oracle database version 12c Release 2 going deeper in Standard Audit and FGA audit trails identification of
the effective user (the new field CURRENT_USER), the so far exemption of user action performed under SYS-
Owned triggers and objects (the case for Omega Core Audit functionalities) has been deprecated!

While the internal Omega Core Audit internal actions that are now subject to standard audit are a few only and
already not recommended to set, because of their violation of Oracle own top audit recommendation - "audit
knowledgeably"”, to avoid collection of such records a new system parameter "Discard Internals" has been
introduced that controls the discarding of "internal" events effectively performed as non-Top-level SQLs under SYS
and MDSYS users, activated by default.

Hints:

¢ None other than SYS can create objects on the SYS schema!

e The standard statement audit options that do generate most of the “internal” events, of course when the
running user is under audit, mostly fall in one single statement audit option - the SELECT TABLE, the later in
itself being not in compliance with the Standard Audit Guidelines topic for “auditing knowledgeably™!

¢ In case the running user is under statement audit for EXECUTE PROCEDURE in a 12c R2 (an later), executions
of the Omega Core Audit engine package (SYS.OMEGA_CORE_AUDIT) will be generated and discarded as
Standard Audit security events on the execution of the same.

To have all records generated collected without exception un-check the "Discard Internals" check box. Press the

next button “Set” to make changes effective!
This feature is visible only for Oracle version 12c Rel. 2 and later, enabled by default on Omega Core Audit install.

Run Interval group box:
un Interval (s) Inside this group box, displayed is the DB Audit Trails Collect job’s run interval in seconds.
60 = Press the next button “Set” to make changes effective! By default on install, the run
interval is set to 60 seconds.
Upgrade Hint:
In versions of Omega Core Audit prior to 3.0.0, the run interval is set to 1 Minute and is not alterable. The
Upgrade script of the version 3.0.0 will not alter this. On first open of the System Manage form you will be

notified for the incompatibility of setting the run interval in minutes (seconds only are supported). The program
will fill the spin editor with the default run of 60 seconds. Press the next button “Set” to make changes effective!

10.1.6 DB Audit Trails Collect Job logs
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In the lower tab Collection Schedule Job Details you can see the execution logs of the Scheduler Job

OMEGACA_TRANS in the DB Audit Trails Collect — Job Logs tab, bottom of the form.

|DB Audit Trails Collect - Job Logs

DB Audit Trails Collect

Drag a column header here to group by that column

[]

Log Id

Log Date

|Owner|]oh Name

Status

Error

Req. Start Date  |Actual Start Date |Run Duration|Instance Id

Sessif Time Interval

1649 (01-02-2023 19:28:47 S5Y5
1650|01-02-2023 19:29:47 |SY5

OMEGACA_TRANS |SUCCEEDED
OMEGACA_TRANS |SUCCEEDED

0/01-02-2023 19;28:47 | 01-02-2023 19:28:47 | +000 00:00:00
001-02-2023 19:29:47 |01-02-2023 19:29:47 | +000 00:00:00

¥ Last 10 Min,
™ Last 100 Min.

156,3
156,3

1

1
1651|01-02-2023 19:30:47 [SY5 OMEGACA_TRANS |SUCCEEDED 0/01-02-2023 19;30:47 | 01-02-2023 19:30:47 | +000 00:00:00 1|156,4! Al
1652|01-02-2023 19:31:47 |SY5 OMEGACA_TRANS |SUCCEEDED 001-02-2023 19:31:47 | 01-02-2023 19:31:47 | +000 00:00:00 1{156,5
1653 |01-02-2023 19:32:47 5Y5 OMEGACA_TRANS |SUCCEEDED 0/01-02-2023 19:32:47 | 01-02-2023 19:32:47 | +000 00:00:00 1|156,5
1654|01-02-2023 19:33:47 |SY5 OMEGACA_TRANS |SUCCEEDED 001-02-2023 19:33:47 |01-02-2023 19:33:47 | +000 00:00:00 1{156,6
1655|01-02-2023 19:34:47 [S5Y5 OMEGACA_TRANS |SUCCEEDED 0/01-02-2023 19:34:47 | 01-02-2023 19:34:47 | +000 00:00:00 1|156,65
1656 |01-02-2023 19:35:47 [SY5 OMEGACA_TRANS |SUCCEEDED 001-02-2023 19:35:47 |01-02-2023 19:35:47 | +000 00:00:00 1|156,7¢

RecMNo = 10

L] ¥ T

IIIIZI Manual Collect

Press the Refresh button to retrieve job logs defined by the selected time interval into the Time Interval radio box
group. Switching the Time Interval will reload data with the selected time range.

Kl |

Manual Collect button:

Press this button for a manual execution of the DB Audit Trails Collect procedure.
It is not visible for Oracle databases version 12c Release 2 and above, as the feature is deprecated! *

* deleting records from SYS.AUD$ and SYS.FGA_LOGS$ is by default standard audited in Oracle database (at least
starting in 11g R2). With the standard audited users now (12c R2 and above) subject to auditing even for actions
performed under SYS-owned objects, any single deletion (as it is done) performed by the running Omega Core
Audit user account, although through the Engine, would result in another created (for the audited DELETE) and as
such result in a loop situation. Starting with Oracle version 12 ¢ Release 2, the manual operation on the target
database can be performed in a SQL command line, logged on as SYSDBA only, and executing the
OMEGA_CORE_AUDIT.P_SYS_TRAIL_TRANS.

Refer to the Omega Core Audit Deployment Guide, Appendix A. Utility Scripts, topic "6.4.12 DB Audit Trails Collect
- manual operation".
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10.2 Omega Core Audit Accounts and Roles

10.2.1 Omega Core Audit Accounts

To view the Omega Core Audit accounts, in the main menu Administration, Omega CA Users & Roles group click
the menu button Omega CA Accounts. This will open the form Omega CA Accounts.

ﬁ Omega Core Audit Accounts EI = @
[omega Core Audit Accounts |
[omega ca Account | (Refresn )
OMEGACAADM

SYS

RecNo =2

L )

|Dmega Core Audit Account Roles
|0mega CA Role ‘Omega CA Role Description |
OMEGACA_ADMIN Administrator

Reclho =1

The result will be listed in the Omega Core Audit Accounts Grid in the upper part of the form. Omega Core Audit
accounts are normal Oracle users which have been granted at least one Omega Core Audit role.

For each record selected you can see its assigned Omega Core Audit roles in the Granted Omega Core Audit Roles
tab in the lower Grid of the form.

Press the Refresh button to refresh both datasets.

10.2.2 Omega Core Audit Roles

To view the Omega Core Audit roles, in the main menu Administration, Omega CA Users & Roles group click the
menu button Omega CA Roles. This will open the form Omega CA Roles.

@Dmega(oreAudi‘tRols EI = @
[Omega Core Audit Roles ]
L
AT N
OMEGACA_SECANALYST |Security Analyst
The Omega Core Audit roles are:
e OMEGACA_ADMIN Administrator, full functionalities.
e OMEGACA_ACCTMGR Account Manager, accounts, roles, profiles and privileges.
e OMEGACA_AUDIT Auditor, Access Control, Standard Audit and Real-Time Protection (DDL/DML).
[ ]

OMEGACA_SECANALYST  Security Analyst, overall monitoring.
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10.3 System Factors

To view the Omega Core Audit system factors, in the main menu Administration, System Factors group click the
menu button System Factors. This will open the form System Factors. The result will be listed in the System
Factors grid in the upper part of the form.

& Sytem Factos =
[system Factors ]
[Factor Code Factor Id|Factor Name Factor ipti [Category Return Data Type|D4+ | [pefresh
ACTION 30 |Action Name Audited or Protected Action Name Miscellaneous VARCHARZ P
APPLICATION_ACTION 1|Application Action Identifies the position in the module (app Host VARCHAR2 2
APPLICATION_MODULE 14| Application Module The application name (module) set throug Host VARCHAR2 2
BG_JOB_ID 4|Background Job ID Job ID of the current session if it was esi Host VARCHAR2 P
CLIENT_HOST 10 |Client Host Name of the hest machine from which the Host VARCHARZ P
(CLIENT _IDENTIFIER 5 |Client Identifier Returns an identifier that is set by the ar Host VARCHAR2 20
DB_NAME 7 |Database Name Name of the database as spedified in the Host VARCHAR2 P
DE_UNIQUE_NAME 8 |Database Unique Name: Name of the database as spedified in the Host VARCHAR2 2
FG_JOB_ID 9|Fereground Job ID Job ID of the current session if it was esi Host VARCHARZ 20|
IDENTIFICATION_TYPE 2|Identification Type Returns the way the user schema was o Host VARCHAR2 20
INSTANCE_NO 31 Instance Number Current instance identification number | Host NUMBER 20
IP_ADDRESS 11IP Address [P address of the machine from which the Host VARCHARZ 20
1S_DBA 12|Is DBA (SYSDBA) Returns TRUE if the user has been authe Host VARCHAR2 20
LANG 13 |Language. The 1SO abbreviation for the language ni Host VARCHAR2 20
NETWORK_PROTOCOL 15 |Network Protocol Network protocel being used for commun Host VARCHAR2 20
INLS_TERRITORY 16 |NLS Territory [The territory of the current session. Host VARCHARZ 20
RecNe = 30
MW g [ ] E|E‘
[Policy Type Apphiances Factor Identites ]
[Pol. Tp. Code [Policy TypeName |  [Factor value [Trust Level No| Trust Level Name
acc Access Cantrol APPUSERL e 3 tigh s
RTP-DDL Real-Time Protection DDL
RTP-DML Real-Time Protection DML
RecNe =3 RecNo =1
X EI < | — ]
The following are the properties of the system factors:
Field Name Field Description
Factor Code Unique code of the factor.
Factor Id Unique identification number of the system factor.
Factor Name Name of the factor.
Factor Description Description of the factor.
Category Category of the factor.
!,
Return Value Type of the factor’s return value.

Press the Refresh button to refresh them.

On the lower left part of the form in the grid “Policy Type Appliances”, policy type code (modules) valid appliances
are displayed for the above selected system factor.
On the lower right part of the forms the factor’s identities can be managed.

Factor Identities and Trust levels

On the lower right part of the form in the grid “Factor Identities”, declared identities are displayed for the above
selected system factor. System factor identities are used for to evaluate condition’s with a Condition Evaluate type
of Trust Level. Use the respective buttons on the right of this tab to manage system factor’s identities.

The following are the properties of the system factor’s identities:

Field Name Field Description
Trust Level No. Trust level number of the factor’s identity. Available options:
-1 - Undefined
0 - Untrusted
1 - Low Trust
2 - Medium Trust
3 - High Trust
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10.4 Database Jobs

To view the database jobs, in the main menu Administration, Database Jobs group click the menu button
Database Jobs. This will open the form Database Jobs.

ﬁ Database Jobs EI@
[Database Jobs ]
Scheduler Jobs | Classic Jobs
Drag a column header here to group by that column =
OWNER JOB_NAME JOB_CREATOR[ENABLED [STATE _ |LAST_START_DATE[LAST_RUN_DURATION[NEXT_RUN_DATE _ |d
S¥s PURGE_LOG Y5 1 TRUE |SCHEDULED |5/23/2020 7:52:54 AM | +000000000 00:00:17.  |5/24/2020 3:00:00 AM
s¥s FILE_WATCHER s¥s A\ FALSE |DISABLED
svs PMO_DEFERRED_GIDX_MAINT_JOB |5YS 1 TRUE |SCHEDULED |5/23/2020 7:52:54 AM| +000000000 00:00:05. | 5/24/2020 2:00:00 AM
s¥s CLEANUP_NON_EXIST_OE) Y5 1 TRUE |SCHEDULED |5/23/2020 2:52:54 PM | +000000000 00:00:09. | 5/24/2020 2:53:04 AM
svs CLEANUP_ONLINE_IND_BUILD Y5 1 TRUE |SCHEDULED |5/23/2020 7:17:33 AM| +000000000 00:00:00. | 5/23/2020 8:17:33 AM
s¥s CLEANUP_TAB_IOT_PMO ays 1 TRUE |SCHEDULED |5/23/2020 7:17:43 AM| +000000000 00:00:00. | 5/23/2020 8:17:43 AM
svs CLEANUP_TRANSIENT _TYPE Y5 1 TRUE |SCHEDULED |5/23/2020 2:52:54 PM | +000000000 00:00:07. | 5/24/2020 2:53:01 AM
sY5 CLEANUP_TRANSIENT_PKG SYS 1 TRUE |SCHEDULED |5/23/2020 6:52:52 AM| +000000000 00:00:11, | 5/23/2020 8:18:03 AM
s¥s CLEANUP_ONLINE_PMO Y5 1 TRUE |SCHEDULED |5/23/2020 7:18:13 AM | +000000000 00:00:00,  |5/23/2020 8:18:13 AM
s¥s FILE_SIZE_UPD Y5 . TRUE |SCHEDULED |1/6/2020 5:08:23PM | +000000000 00:00:02. | 1/5/2021 5:08:25PM | ||
svs ORASALITOTASK_CLEAN Y5 1 TRUE |SCHEDULED |5/23/2020 7:52:54 AM| +000000000 00:00:06. | 5/24/2020 3:00:00 AM
s¥s HM_CREATE_OFFLINE_DICTIONARY |5YS A\ FALSE |DISABLED
svs DRA_REEVALUATE_OPEN_FAILURES |5YS 14 TRUE |SCHEDULED |5/23/2020 7:52:54 AM | +000000000 00:00:09.
s¥s ORA$PREPLUGIN_BACKUP_JOB  |5YS A\ FALSE |DISABLED
S¥s BSLN_MAINTAIN_STATS_IOB 5YS 15 TRUE |SCHEDULED |5/21/2020 7:44:30 AM| +000000000 00:00:12. | 5/24/2020 12:00:00 AM
s¥s FGR$ALITOPURGE_IOB s¥s A\ FALSE |DISABLED
SYs RSESCLEAN RECOVERABLE SCRIPT |5YS L TRUE_|SCHEDULED |5/23/2020 7:52:53 AM| +000000000 00:00;11, | 5/24/2020 12:00;00 AM
Rec Mo = 26
M H 4 B T E:l EE

You can view both Scheduler jobs (DBMS_SCHEDULER) and Classic jobs (DBMS_JOB) in their respective tabs and
grids. Press the respective Refresh buttons to refresh them.

Note:
From Oracle 10g and above, Oracle has announced that classic jobs have been superseded by scheduler jobs and
migration to the later is recommended. However, this appears to apply only for non-default schemas, i.e.

deployed applications, because the old classic jobs are still used by Oracle’s own accounts SYSMAN and
APEX_030200 schemas, at least up to Oracle 11g R2.
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11 CHAPTER 11: SIEM Integration

Omega Core Audit is a fully autonomous solution — no third parties are required. However, the delivery of the
security events to an external system for central and safe storage, and also for visualization, analysis and alerting
— the later advised not to be performed inside DB - is now a requirement being constantly advanced by external
and internal regulatory requirements on information security.

11.1 SIEM Integration Architecture

Omega Core Audit's open structure features and enables delivery of security events to SIEMs and Log
Management Systems that support records ingestion in two general modes:

e "Push” from Omega Core Audit to SIEM via TCP, built-in supported by the LMS module
e “Pull” by SIEM from Omega Core Audit via SQL query, as supported specifically by each SIEM

Omega Core Audit
U Integration with Splunk

Orege core ad ._-%'
~ Oracle Database & Omega Core Audit i
wn I
oW, I
Core ud®
1
< - I
qv] U - > : Compliant SIEMs
= I
(O 3
-D | Omega Core Nld\‘ :
Ty =
O - .|
E g core al® .——é— :
o :
|
= !
e S
- e PUSh Mode
e PUll mode

Omega Core Audit — SIEM “Push” Integration

Push Mode integration

Omega Core Audit features delivery of its security events to any SIEM that supports events ingestion via a TCP
port Input. This is performed by the LMS module.

Pull Mode integration

Omega Core Audit’s open structure allows easy retrieval of its security events by any SIEM that supports custom
SQL record pulling on Oracle database to query and retrieve the security events.

For technical details on SIEM integration, refer to Omega Core Audit Deployment Guide, Chapter 6 SIEM
Integration.
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11.2 Splunk

Omega Core Audit features special support for the Splunk SIEM system. Other than just provisioning of the
security events, the support is further extended by our next Splunk solution - Omega Core Audit App for Splunk.

11.2.1 Splunk LMS Integration

Integration with Splunk is configured and maintained in form LMS Splunk. It is opened from the application’s main

menu Administration, at group LMS, by pressing button Splunk. It manages the LMS Splunk integration settings

and the LMS Splunk Transfer job that delivers security events to Splunk.

@& L3 Splunk E=RjEch )
| LM3 Splunk Settings ‘ LM3 Splunk Transfer |
DB Full Marme |0ra DE Live | OWNER: S5
Host/IP Add JOB_NAME: OMEGACA_LMS_SPLUMNK
los! ress [t92.168.1.72 | JOB_CREATOR: Y5
Part [5oon1 | ENABLED: TRUE
> STATE: |y SCHEDULED
Last Timestamp |11—D}2023 15:09:17.991000 |
J0B_TYPE: PLSGL_BLOCK
Shatacteet [AL32UTFE Ma, Rewis 10000 +1 | J0B_ACTION: biegin OMEGA_CORE _ALIDIT P_SYS_LMS_SPLUINK; ent
DATES & SCHEDULES:
D, Upd. 07-03-2023 00:03:53 User Upd. (OMEGACAADM
START_DATE: 19-02-2023 18:24146 un Interval (sy
Dt Created [19-07-2023 18:23:58 | User Created = 50 =
|LMS Splunk Transfer - Job Logs ‘
Drag a column header here ta group by that calumn @
|Lug Id Log Date Owner Job Name Status |Errur |Req. Start Date Actual Start Date Run Duratic Time Interval
4111 |07-03-2023 00:04:45 VS OMEGACH_LMS_SPLUNK |SUCCEEDED 0|07-03-2023 00:04:46 07-03-2023 00:04: 46 000 00:00:0 " Last 10 Min.
4114 |07-03-2023 00:05:46 VS OMEGACA_LMS_SPLUNK |SUCCEEDED 0|07-03-2023 00:05:46 07-03-2023 00:05: 46 000 00:00:0 7 Last 100 Min.
4117 |07-03-2023 00:06:46 S¥S OMEGACA_LMS_SPLUNK | SUCCEEDED 0|07-03-20273 00:06:46 07-03-2023 00:06: 46 000 00:00:C & Al
4120 07-03-2023 00:07:46 S¥S OMEGACA_LMS_SPLUNK | SUCCEEDED 0|07-03-2023 00:07:46 07-03-2023 00:07: 45 000 00:00:0
4122 | 07-03-20Z3 00:08:46 1] OMEGACA_LMS_SPLUNK | SUCCEEDED 0|07-03-2023 00;06:46 07-03-2023 00;08: 46 000 00:00:0
4125 07-03-2023 00:09:46  |5¥S OMEGACA_LMS_SPLUNK | SUCCEEDED 0/07-03-2023 00:09:46  |07-03-2023 00:09:46  |+000 00;00:0
4129|07-03-2023 00:10:46 VS OMEGACA_LMS_SPLUNK |SUCCEEDED 0|07-03-2023 00:10:46 07-03-2025 00: 10: 46 000 00:00:0
41%7 N7-N3-20Z3 011047 |5y OMEGACA | IS SPLLINK | S|LICTEERET 0/A7-N%-202% A1 104f NT-N3-202% 001 46 | 1000 0000t
Rec Mo = &0E
[ ¥ 7 | 4 |

Group “LMS Splunk Settings”

DB Name

DB Full Name
Host/IP Address
Port

Last Timestamp
Character Set
Max. Rows

Refresh
Save

database common short name, unique required in your Splunk environment
database common full name, unique advised in your Splunk environment
hostname or IP address of the Splunk server

TCP port on the Splunk server, default 50001 in the TCP Input of Splunk
“Rising Column” value of the last event delivered to SIEM

character set used for TCP data delivery; AL32UTF8 default and recommended
maximum number of events processed per transfer round, default 10,000

press button to refresh LMS Splunk settings from the repository
press button to save configurations to the repository

Group “LMS Splunk Transfer”

Start/(Stop)
Refresh
Run Interval

press button to start and stop the LMS Splunk Transfer job.
press button to refresh LMS Splunk Transfer job data

LMS Splunk Transfer job interval in seconds — default 60.
Press the next button “Set” to make this setting effective!

Group “LMS Splunk Transfer — Job Logs”

Refresh

116

Press button to retrieve LMS Splunk Transfer job logs for the time period as defined by
the Time Interval radio box group. Switching the Time Interval will reload data with the
selected time range.
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11.2.2 Splunk DB Connect Integration

Omega Core Audit security events can be retrieved by Splunk via the Splunk DB Connect App.

For technical details on the Splunk side refer to Omega Core Audit App for Splunk User Guide.

11.2.3 Omega Core Audit App for Splunk

Once inside Splunk, the security events are best monitored and visualized by Omega Core Audit App for Splunk -
the next DATAPLUS solution supporting the Omega Core Audit further on Splunk.

Omega Core Audit App for Splunk supports both event ingestion modes:

“Push” built-in from Omega Core Audit
“Pull”  from Splunk via Splunk DB Connect

Omega Core Audit for Oracle

T [ Ectm Options e Ogtiara Operoior et U

s - [~ B AL o B - 5 [P,

Etsad e e =

[P Usermams © [

%

Omega Core Audit App for Splunk

Available at Splunkbase:
https://splunkbase.splunk.com/app/4307/
Full documentation is available at our website’s product page, under tab Resources:

https://www.dataplus-al.com/omega-core-audit-app-for-splunk/
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11.3 Graylog

Omega Core Audit features special support for the Graylog SIEM system. Other than just provisioning of the
security events, the support is further extended by our next Graylog solution - Omega Core Audit Content Pack for
Graylog.

11.3.1 Graylog LMS Integration

Integration with Graylog is configured and maintained in form LMS Graylog. It is opened from the application’s
main menu Administration, at group LMS, by pressing button Graylog. It manages the LMS Graylog integration
settings and the LMS Graylog Transfer job that delivers security events to Graylog.

& 13 Braylog [E=RE=E ="
| LMS Graylog Settings | LMS Graylog Transfer |
DE Nams [oramB | I Refresh ] MAIH DATA:

DB Full Marne ‘Oracle [or) ‘ OWNER: Y3
Host/IP Add IDB_NAME: OMEGACA_LMS_GRAYLOG
o5 ess 152 168.1.75 | JOB_CREATOR: svs
Port 41000 | O ENABLED: TRUE
STATE: RUMNING
Last Timestamp ‘11-03-2023 17:10;46.073000 ‘ b
JOB_TYPE: PLSQL_BLOCK
Character Set AL32UTFE Max. Rows 10000 < | JoB_ACTION: begin OMEGA_CORE_ALUDIT.P_SYS_LMS_GRAYLOG; &
Dt. Upd. 03-03-2023 00:13:28 | User Upd. (OMEGACAADM DATES & SCHEDLLES:
START_DATE: 26-02-2023 23:21:43 un Interval (sy
D, Created  [30-07-2023 22:53:35 | User Created - B0 =
|LMS Graylog Transfer - Job Logs ‘
Drag a column header here ta group by that column @
|Log Id Log Date Owner Job Name Status ‘Error ‘Req. Start Date \Actual Start Date Run Duratic Time Interval
2043 25-02-2023 23:27:43 | 5YS OMEGACA_LMS_GRAYLC SUCCEEDED 0126-02-2023 23:27:43  |28-02-2023 2327143 |+000 00;00:0 " Last 10 Min,
2045 25-02-2023 23:26:43 | SYS OMEGACA_LMS_GRAYLC/SUCCEEDED 0]26-02-2023 23:25:43  |28-02-2023 25:28:43  |+000 00;00:0 ¢ Last 100 Min.
2047 | 25-02-2025 23:29:43 SYS OMEGACA_LMS_GRAYLC|SUCCEEDED 0 28-02-2023 23129143 28-02-2023 23:29:43 +000 00:00:0 ol )Q"
2049 25-02-2025 23:30043 SYS OMEGACA_LMS_GRAYLC|SUCCEEDED 0 25-02-2023 23130143 28-02-2023 23:30:43 +000 00:00:0 =
2951 |28-02-2023 23:31:43 ElE OMEGACA_LMS_GRAYLC|SUCCEEDED 026-02-2023 23:31:43 28-02-2023 23:31:43 +000 00:00:0
2953 26-02-2023 23:32:43 S5 OMEGACA_LMS_GRAYLC|SUCCEEDED 026-02-2023 23:32:43 28-02-2023 23:32:43 +000 00:00:0
2055 25-02-2023 23:33:43 | 5YS OMEGACA_LMS_GRAYLC/SUCCEEDED 0/26-02-2023 23:35:43  |28-02-2023 25:33:43 | +000 00;00:0
POCT PRNP-PPE R 3447 VS CMEEACL | MS SR AYL | SLECEETED 1/ 2RN7-2N2% 73 3ded | PANZ-20123 232447 | OO0 O0-F
Rec Mo = 964
F B Lk 3 v | 4 |

Group “LMS Graylog Settings”

DB Name database common short name, unique required in your Graylog environment
DB Full Name database common full name, unique advised in your Graylog environment
Host/IP Address hostname or IP address of the Graylog server

Port TCP port on the Graylog server, default 41000 in the TCP Input of Graylog
Last Timestamp “Rising Column” value of the last event delivered to SIEM

Character Set character set used for TCP data delivery; AL32UTF8 default and recommended
Max. Rows maximum number of events processed per transfer round, default 10,000
Refresh press button to refresh LMS Graylog settings from the repository

Save press button to save configurations to the repository

Group “LMS Graylog Transfer”

Start/(Stop) press button to start and stop the LMS Graylog Transfer job.
Refresh press button to refresh LMS Graylog Transfer job data
Run Interval LMS Graylog Transfer job interval in seconds — default 60.

Press the next button “Set” to make this setting effective!
Group “LMS Graylog Transfer — Job Logs”
Refresh Press button to retrieve LMS Graylog Transfer job logs for the time period as defined by

the Time Interval radio box group. Switching the Time Interval will reload data with the
selected time range.
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11.3.2 Omega Core Audit CP for Graylog

Once inside Graylog, the security events are best monitored and visualized by Omega Core Audit Content Pack for
Graylog - the next DATAPLUS solution supporting the Omega Core Audit further on Graylog.

Omega Core Audit App for Splunk supports event ingestion mode:

“Push” built-in from Omega Core Audit

Search  Streams  Alerts  Dashboards  Enterprise «

n No Override 2 P Notupdating -
? Bsave [MSaveas -

Security Events Summary v

Security Events Events by Time
150
100
50
1610 620 T6:30 1640 650 700
Mar 11, 2023
—— countf)
DB Names Actions DB Users 0OS Users Userhosts Object Owners
oasvi | 24.6% 20.2%
35.5% 308% 30.8%
7.37%
5 D?%‘?ﬂ’n - 0.0658% 12% 60.8%
pel osm o L10.3% 2.7%
W sELeCT ] B OMEGACAEVDEV H o 708%
100% ALTER OMEGACAEVDEV2 RTP-DOL 100%, W OMEGACAEVAPP
W CraDB B CREATE B OMEGACAEVDBA W RTP-DML W WORKGROUPDEVOD! Y5

Security Events Summary

DB_NAME POLICY_TYPE_CODE USERNAME OBJECT_DWNER
20030311161 0:00+01:00 ore AUD DMEGACAEVDEV 505 16
DMEG ACAEVAPP 8
DMEGACAEVDEVZ. 5 13
DMEGACAEVAPP 8
DMEGACAEVDEA DMEGACAEVAPP 10
RTP-DDL DMEGACAEVEEA DMEG ACAEVAPP 10 v

Omega Core Audit Content Pack for Graylog

Available at Github:

https://github.com/akaraulli/Omega-Core-Audit-Graylog
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12 Appendixes

12.1 Appendix A. Abbreviations

The following abbreviations are used in this document:

Omega CA Omega Core Audit

Oracle Oracle Database

ACC Access Control

AUD Standard Auditing

RTP Real-Time Protection

DDL Data Definition Language
DML Data Manipulation language
FGA Fine-Grained Auditing

RTP DDL Real-Time Protection DDL
RTP DML Real-Time Protection DML
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12.2 Appendix B. Development History

12.2.1 New in 3.0

New in 3.0:

1. Omega Core Audit Basic & Free Edition highlighted.

An edition split finalized in this release brings the Omega Core Audit Basic & Free Edition. The Omega Core Audit
Basic Edition is free to use in Live, production, commercial and test systems! DATAPLUS is committed to its
further development and improvement, as this edition is a courtesy of DATAPLUS to all Oracle database
professionals!

2. Common Audit Trail Dashboard highlighted.

A new Dashboard tab with multiple Charts displaying event summaries for top Dimension fields has been added to

the Summary Searching mode of the Audit Trail, enabling a better visual approach on the audited security events.

3. Integration with Splunk SIEM and others highlighted.

A new module named LMS (Log management systems) is available in this version. It features the automated
delivery of audited events to Splunk SIEM through direct TCP connection and record input, using a XML core-to-
core (Oracle-Splunk) solution with no need for any third party. Inside Splunk the support is further extended by
our next solution Omega Core Audit App for Splunk.

All SIEMs and Log Collection systems featuring the method above are supported for audited events delivery!

4. Search Extra Options in the Audit Trail highlighted.

A new panel named Extra Options has been added on top of the Unified Audit Trail form, allowing for quick
activation of security-related template-type search options to be introduced in the query of the audited security
events.

5. New Column CURRENT_USER in Oracle 12c R2 highlighted.

The new column CURRENT_USER introduced in 12c R2, described as “Effective user for the statement execution”,
determines (in combination with the USERID) whether the action performed has been a Top-SQL event, or not.
This functionality is implemented in Omega Core Audit in the form Unified Audit Trail, panel Effective User, and is
available from 12c R2 and above.

6. Restrictions on ALL STATEMENTS usage deprecated.

ALL STATEMENTS usage is currently not allowed to be mixed in the same policy with other standard statement

audits except for the CREATE SESSION. This restriction is now removed and allows for combined usage of ALL
STATEMENTS with other audit options inside the same standard audit policy.

7. Restrictions on the built-in standard audit policy deprecated.
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In regard of the Basic and Free edition making use of the sole built-in standard audit policy containing user-wide
statement audit options, the restrictions on the manipulation of the pre-deployed rules are now deprecated, rules
can be added or deleted - but always user-wide.
8. Other Changes in Unified Audit Trail form
Other then the features described so far, other changes have been done in the Unified Audit Trail form:

1. TIssue tracking is now highlighted for search in a dedicated panel on top of the form

2. Inputted Date Range From To is redesigned and more predefined DateTime Ranges added

3. Synchronization of the Summary Options DT Format with the selected Predefined DateTime Ranges
9. DB Audit Trails Purge job - Repeat interval management.
Setting of the Repeat interval in seconds of the DB Audit Trails Purge is available now in the System Components
form of the application.
10. Audit Trail Repository fields’ length extension
Length of some string fields in the Audit Trail Repository table have been extended in order to satisfy the same
extension introduced in Oracle 12¢ R2.
11. Database, connected instance and structured Oracle version information made available.
Database and connected instance information are made available on the Repository and Application level, the
later on its main form. Structured Oracle version - Version, Maintenance Release and Patch No - are presented on
the same.
12. Merging of Omega’s and Oracle native audited object views.
Under the main menu Audit Policies, Tab group Oracle Audits Settings, the two separate views of Oracle object
audits represented by the two buttons Objects and Obj. Native have been merged in a single one invoked by the
new button Object Privileges.
13. Policy and Rule formulas editable
Formula memo components for Access Control, Real-Time Protection DDL and DML policies are now editable and
the read-only restriction in the application is deprecated.

14. Benchmark and Use Case improvements

Improvements have been effected on the Use Case environment and the solution benchmark dedicated
application:

1. Testing procedures redesigned to better illustrate the use case
2. New test commands added to the Benchmark application
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Fixes in 3.0:
1. Audit Trail population partial delay under SIEM monitoring highlighted.

The Audit Trail table is populated in real-time by the Access Control and Real-Time Protection DDL modules, but
with a delay (time of the DB Audit Trails Purge Job to purge the records) for the Standard Audit and Real-Time
Protection DML modules. Collection of logs from any external systems, like a classical Central Log Collector or
SIEM, based on the existing Timestamp fields Audit DateTime and Audit UTC (eventually) risks creating gaps in
records retrieved.

A new Timestamp field “Audit DateTime Insert” has been added, which stores the current system Timestamp at
the record insert event, and ensures an always correct next-run starting Timestamp “water-mark”.

2. ALL STATEMENTS incorrectly mapped in DB Audit Trails Purge for Oracle 11g R2 and below highlighted.

The ALL STATEMENT Standard Audit mapping is done by default whenever it is found on any Standard Audit
policy rule. But in Oracle versions under 12c R2, where the CURRENT_USER field is missing, it is not possible to
properly determine if the standard audit record was generated because of the ALL STATEMENTS, or by another
direct audited option.

A new system parameter “All Statements Map” has been introduced that controls the ALL STATEMENTS Standard
Audit record mapping activated by default. For Oracle versions under 12c R2 it is recommended that audited
options for a specific user account are kept as rules inside a single Standard Audit policy, this way the ALL
STATEMENTS mapping will perform correct.

3. SYS-Owned Trigger User-Actions standard audited from Oracle 12c R2 nighlighted.

Unless for security related solutions (like Omega Core Audit), when SYS authority is needed to perform security
actions with full privileges, storage of user-created objects under SYS not only makes no sense, but it is not a
good practice to follow, as any user-created objects should be in its own application schema owner, other than
Oracle’s own intended for its operations.

With Oracle 12c R2 going deeper in Standard Audit and FGA on the identification of the effective user (the new
field CURRENT_USER), the so far exemption of user action performed under SYS-Owned triggers and objects (the
case for Omega Core Audit functionalities) has been deprecated.

While the internal Omega Core Audit internal actions that are now subject to standard audit are a few only and
already not recommended to set because of their violation of Oracle own top audit recommendation - “audit
knowledgeably”, to avoid collection of such records a new system parameter “Discard Internals” has been
introduced, that controls the discarding of “internal” events effectively performed as non-Top-level SQLs by SYS
and MDSYS users, and it is activated by default. User is also advised (and when adding multiple audit statement
rules to an audit policy - enabled) to avoid usage of audit options as indicated above in case the parameter value
is unset.

4. Deprecated DB Audit Trails Purge manual execution from application starting with Oracle 12c R2 nighlighted.

Security behavior changes in Oracle 12c R2 regarding the standard auditing of user actions performed under and
by SYS-owned objects combined with the effective user highlighting in Standard Audit and FGA trails, now affects
the manual purging of the trails above, which will now on generate another audit trail in the SYS.AUD$ for each
record deleted during the Purge - as a DELETE on the SYS.AUD$ (and SYS.FGA_LOG$) is by default audited (no
matter of the audited options) and it is now on a subject of such.
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The depreciation of the manual purging of the audited trails starting from Oracle 12c R2 is necessary to avoid a
“loop” situation. In case of need the procedure can be run manually under SYS authority.

5. Rule Condition with IN/NOT IN Operator failure when long list of Operands highlighted.

When a rule condition with an IN/NOT IN Operator used in Access Control, Real-Time Protection DDL and DML
contains a long list Operands (behavior verified for 70+, but it depends on the length of each entry), the Omega
Core Audit operations will internally fail with the error "ORA-06502: PL/SQL: numeric or value error: character
string buffer too small”.

Necessary fixes in Omega Core Audit Engine Package have been made extending the necessary variable’s string
length to the maximum available, ensuring usage of the IN/NOT within Oracle’s own limits and guidelines.

6. Failure in setting the Standard Audit Trail audit_trail database parameter DB_EXTENDED in Oracle 12c R1 and
above.

The setting of the Standard Audit Trail audit_trail parameter in the System Components form, tab Standard Audit,
will fail with the error "ORA-00096: invalid value DB_EXTENDED for parameter audit_trail, must be among...” in
Oracle 12c R1 and above.

This happens because from the Oracle 12c R1 the "DB_EXTENDED"” has deprecated in favor of “"DB, EXTENDED".
The above is corrected in procedural code part of the Standard Audit audit_trail parameter management.

7. Multiple Column Condition missing Operation Code in update of RTP DLM Rules.

Operation Code not inserted into Column condition when updating RTP DLM Rules for Authorization Type of
column condition.

This is corrected in the Omega Core Audit application.

8. Initialization parameters SERVICE_NAME for DB entries not correctly checked for error.

An error in loading the initialization parameters SERVICE_NAME for each target database entry fails to notify user
on the error occurrence.

This is corrected in the Omega Core Audit application.

9. Excessive job privileges granted to Omega Core Audit Repository schema owner.

The OMEGACA granted ALTER on the DB Audit Trails Purge Job is not needed, as all the job commanding
operations are performed via the Omega Core Audit Engine Package (OMEGA_CORE_AUDIT) under SYS authority.

The above is corrected in this version’s Install and Upgrade SQL scripts.

10. Application form Unified Trail Monitor deprecated.

The Application form Unified Trail Monitor has been deprecated in this version, monitoring functionalities are from
now available in the Unified Audit Trail form.

11. Incorrect system parameter data type declared.
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The first four system parameters of the Omega Core Audit Repository table SYS_PARAM have been incorrectly
created with data type of String (field PARAM_TYPE set to 1).

Although data type is unused in Omega Core Audit, the above is corrected in the Install and Upgrade SQL scripts.

12,2.2 New in 3.1

New in 3.1:
1. Separate and wider display for fields SQL Bind and SQL Text

A new panel displays separately fields SQL Bind and SQL Text under the Record Detail tab, without requiring
manual Memo drop-down on each record as in the respective grid fields, and in a much wider format display than
the later; switchable with Record Detail grid fields, and scrollable from the same Navigator buttons.

2. String case search improvements
The following fields are searchable case-insensitive:

SQL Bind

SQL Text

DDL Body
Return Message
Trail Evaluation

The following search inputs have been restricted to upper-case as they are expected as such only:
Action Name

System Privilege (used)

System Privilege (granted/revoked)

Object Privilege (granted/revoked)

Admin Option
Audit Option

Fixes in 3.1:

1. Splunk XML Record longer than 32767 bytes causes error in Splunk delivery nighlighted.

Oracle UTL_TCP procedures WRITE_TEXT and WRITE_LINE accept only Varchar2 — limited to 32767 bytes. In
case of a Splunk XML Record longer then this limit, caused by a long SQL Text or DDL Body field (or both), it will
cause an “"ORA-06502: PL/SQL: numeric or value error”.

Fix implemented in procedure P_SYS_LMS_SPLUNK of package OMEGA_CORE_AUDIT. Splunk record delivered in
separate parts to ensure correct usage of UTL_TCP WRITE functions.

12.2.3 New in 3.2

New in 3.2:

1. Coexistence with SIEM for Oracle audit trails highlighted.
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So far the sole mode of collecting audit trails from Oracle dictionary tables SYS.AUD$ and SYS.FGA_LOG$ was of
a Purge-like kind, in the sense that the record successfully collected is immediately cleaned from the Dictionary.
This approach, while being best suited to Omega Core Audit itself, prevents other external log systems (ex SIEMs)
from collecting audit records — as they do — from Oracle Dictionary tables. To fix this the Pull-only mode has been
developed in collecting audit records, which will not delete the successfully transferred audit record from the
Oracle dictionary — leaving it there for the third party system to collect

2. Saved Searches for Audit Trail highlighted.

It is now possible to persist and reuse Search configurations in form Unified Audit Trail.

3. Full Error Stack highlighted.

Extra debug information (exact unit’s failing line) on eventual program errors.

4, Oracle Audit Default — restriction lifted

CREATES SESSION allowed

5. Graphic — Layout improved

Forms background common gray color softened. Excessive use of bold for labels and fields fixed

6. Editions renaming highlighted.

Basic -> Standard
Full -> Professional
Fixes in 3.2.1:

1. Standard Edition label and Professional Edition Unlock button keep appearing after registering the program.
This a visual fix only — the Professional functionalities are there and functional.

12.2.4 New in 3.3

New in 3.2:

1. Form Unified Audit Trail is renamed to Security Events Trail highlighted.

Fixes in 3.3
1. Rule Condition with IN/NOT IN Operator failure when long list of Operands highlighted.

When a rule condition with an IN/NOT IN Operator used in Access Control, Real-Time Protection DDL and DML
contains a long list Operands (behavior verified for 70+, but it depends on the length of each entry), the Omega
Core Audit operations will internally fail with the error "ORA-06502: PL/SQL: numeric or value error: character
string buffer too small”. Fixes in Omega Core Audit Engine Package have been made extending the necessary
variable’s string length to the maximum available. Although this pushes the usage of list entries to a further limit,
it cannot go unchecked, as at some point the new limit will be also reached.
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12.2.5 New in 3.3.1

New in 3.3.1:

1. New Chart Events by Object Type added to Security Events Trail.

Fixes in 3.3.1
1. Chart Events by Object Name removed from Security Events Trail form nighlighted.

A possible big number (thousands) of values in the Events by Object Name chart will eventually cause a program
crash. The replacement with the chart above conforms to the summary presentation meant in these charts.

12.2.6 New in 3.3.2

New in 3.3.2:

1. SEO fields added to Security Events Trail highlighted.

Search Extra Options (SEQ) are persisted as fields at the Security Events Trail. This makes easier and simpler the
SQL for pulling Security Events from external SIEM and Central Log Systems.

2. New audit actions, statement audit options and system privileges nighlighted.

New Oracle 12c audit actions, audit options and system privileges added to Omega Core Audit repository.

Fixes in 3.3.2
1. Issue Name wrong field at Security Events Trail form nighlighted.

At form Security Events Trail the lookup Combo box (Issue) Name is wrongly mapped to field Class Name. Field
corrected to Issue Name.

12,2.7 New in 3.3.3

New in 3.3.3:

1. New Oracle dictionary objects marked for SEO Security field highlighted.

Important Oracle Dictionary objects have been added for marking the Search Extra Options Security field. These
are the Oracle tables and views that contain and present audit, privileges, profiles, users, and roles information.

2. Oracle instant client OCI files 12c R2 used for connection highlighted.

Oracle Connectivity (OCI client) libraries are upgraded to version 12c R2. Details are given on Omega Core Audit
Deployment guide.
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3. IN and NOT IN operators used for non-advanced search options

IN and NOT IN operators are implemented in Search Options for fields Username to Return Code

Fixes in 3.3.3:

1. SEO function called in Access Control Trail insert.

A default 0 value was inserted in the prior version for Search Extra Option Error on Access Control trail. Calling the
right function inside the engine package ensures right value in case of access deny from Access Control Module.

12.2.8 New in 3.3.4

New in 3.3.4:

1. Enable/Disable all FGA policies related to Omega Core Audit active rules highlighted.

This version introduces enable and disable of all FGA policies related to Omega Core Audit active rules with a
single click. Used before and after upgrade, where FGA rules disable is added as a new requirement. This
functionality is available by buttons Suspend and Resume in the System Components form, tab RTP DML

2. Enable/Disable buttons for System Components instead of single Start/Stop one.

The Start/Stop buttons (switching label as per case) managing modules and jobs are replaced by two separate
buttons Enable and Disable on the System Components form tabs and LMS Splunk form.

3. AUD and RTP DML rules - multiple status change

Enabling and disabling of multiple rules of Standard Audit and RTP DML policies is introduced.

Fixes in 3.3.4:

1. Standard Audit - "Audit Defaults" policy rules implemented only for both Success and Failure highlighted.

From this version the Rules of the "Audit Defaults" policy can be implemented even by single Success or Failure
option instead of only on both as before.

2. Audit Trails Purge Job title renamed to Audit Trails Collect job.

The name of the job has been altered to better show its functionality and avoid any misunderstanding resulting
from the prior. “"Purge” is just one mode of running this job (the other being Pull).

12.2.9 New in 3.3.5

New in 3.3.5:

1. Integration with Graylog nighlighted.
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This version introduces integration with Graylog in Push mode. It features the automated delivery of audited
events to Graylog SIEM through direct TCP connection and record input, using a JSON core-to-core (Oracle-
Graylog) solution with no need for any third party. Inside Graylog the support is further extended by our next
solution Omega Core Audit Content Pack for Graylog.

2. RTP-DML rule Copy.

Functionality to copy a RTP-DML Rule within the same RTP-DML policy is available.

3. Increased length of RTP-DDL Area Operand

Length of this field is increased to satisfy longer IN/NOT IN lists.

4. Limit introduced on list of form “Extra Options — App Schemas”

A maximum limit of 200 entries is introduced to safeguard from eventual errors of exceeding internal variables
length.

5. Free text editor added for Authorization Condition in RTP-DML Rules highlighted.

Fixes in 3.3.5:
1. Change of Password for all Omega Core Audit roles.

Ability to change its own password was limited only to members of Omega CA Administrator and Omega CA
Account Manager roles. It is added also to members of Omega CA Audit and Omega CA Security Analyst roles.

2. Remaining value of Last Operand in (NOT IN) IN Lists

In case of an empty grid — compiling of a new list — the value of the last Operand was left on the Edit Box of the
Update part; fixed in this version, on respective forms of Access Control, RTP-DDL and RTP-DML policies.

3. Events on objects of Omega Core Audit repository not marked in SEO field SEO_SEC for RTP-DML events

RTP-DML events are now marked by SEO field SEO_SEC for actions on Omega Core Audit objects

4. Application Schema Owners refresh put on Extra Options App checkbox first check after logon

12.2.10 New in 3.3.6

New in 3.3.6:
1. Reverse result of RTP-DML Rules highlighted.

Ability to reverse the result of RTP-DML Rules allows more perceptible creation of authorizations.

2. Warning for Unified Audit Pure Mode.
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Starting with oracle 12 a Warning is introduced right after logon when the Unified Audit is in Pure Mode.

3. Changes in System Factors.

Two new factors added: AUTHENTICATED_IDENTITY and INSTANCE_NAME. A third factor, already existing, has
been re-enabled: AUTHENTICATION_METHOD. Four factor categories have been renamed, and categories for 23
factors have been updated.

4, Search with Factor String content on Policies Cache.

Ability to search Policies Cache with content of Factor String added on all four modules.

Fixes in 3.3.6:
1. Error on select of Classic Jobs on Oracle 19.

"ORA-01445: cannot select ROWID from, or sample, a join view without a key-preserved table" has been fixed for
Oracle 19c.

12.2.11 New in 3.3.7

New in 3.3.7:
1. Oracle 21 support highlighted.

The Applications’” Delphi Components for Oracle are upgraded to the latest version to support Oracle database
version 21.

The Applications’ Delphi Components for data presentation have been upgraded.

2. Suspend all Core Components highlighted.

Enable/Disable single buttons at System Components form Ability to manage core components.

3. Improved Search on Policies.

Search on Policies improved with Rules, Conditions and Condition Lists details.
Fixes in 3.3.7:

1. All Statements mapping checkbox and Set button not showing for Oracle versions 12¢ R2 and higher; fixed in
this version.
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12.3 Appendix C. Support and Licensing

12.3.1 Support

Omega Core Audit users of the free Standard edition are entitled to:

new (Standard) versions
upgrades and fixes

new security controls
online/offline documentations

Commercial annual support is available to the users of the Professional edition and also, cumulatively, features:
e discounts for new (Professional) versions
e online support

Professional edition SLA:

Response Time SLA: 2 Business Days

Support Call/Online: 09:00 GMT to 21:00 GMT, Monday to Friday

Emergencies: we are here to help

Resolution Time: case-related

For product documentation, forum and knowledge base, visit our site:
www.dataplus-al.com/omega-core-audit

For technical issues, comments, ideas and impressions, e-mail us at:
support@dataplus-al.com

Also follow us on the next social media sites where DATAPLUS is present:

YouTube https://www.youtube.com/channel/UCa59gQuGg5tvd2vie1MsMOw
LinkedIn https://www.linkedin.com/company/dataplus-al

12.3.2 Licensing

Omega Core Audit license is perpetual for both Standard and Professional editions. It allows the customer to use
the licensed software indefinitely and not tied to the product version. However, in the Professional edition, you
are entitled to new versions and upgrades only if you have a valid maintenance and support contract in place.
Omega Core Auditing for Oracle licensing model is based on the Edition of your Oracle database server, the
number and type of the processors and the number of cores per processor, where this late applies, of the
machine where the database server resides.

Enterprise Edition Per-core licensing:

If the edition of database monitored is the Enterprise Edition, the licensing model is based on the number and
type of processors and the number of cores per processor, where this late applies. The licensing formula is:

Number of Licenses = (Processors) * (Cores per Processor) * CPLF

Where:
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Processors Number of physical processors in the machine

Cores per Processor Number of cores per processor (1 for single processors)

CPLF Core Processor Licensing Factor

The CPLF (Core Processor Licensing Factor) value varies from 0.5 to 1.0 for different processors vendors and
models and can be seen on the table at the end of this topic.

If the “"Number of Licenses” has a fractional part, it will be rounded up to the next whole number.
This means a minimal number of 1 (one) license is required!

For example, an Enterprise Edition residing on a multi-core system with 2 x 4-core processors would require
2*4*0.5 = 4 licenses (for a CPLF of 0.5).

CPLF (Core Processor Licensing Factor) Table:

Vendor and Processor CPLF
Sun and Fujitsu SPARC64 VI, VII 0.75
Sun UltraSPARC 1V, IV+, or earlier Multicore chips 0.75
Sun UltraSPARC T2 0.75
HP PA-RISC 0.75
IBM POWERS+ or earlier Multicore chips 0.75
Intel Itanium Series 93XX 1.0
(For servers purchased on or after Dec 1st, 2010)
Intel Itanium Series 95XX 1.0
I1BM POWER6 1.0
IBM POWER?7, IBM POWER7+ 1.0
1BM POWERS 1.0
IBM System z (z10 and earlier) 1.0
All Other Multicore chips 0.5
All Single Core Chips 1.0

Standard Edition Per-socket licensing:

If the edition of database monitored is the Standard Edition or Standard Edition One, the licensing model is based
on the number of processors. A processor is counted equivalent to an occupied socket; however, in the case of
multi-chip modules, each chip in the multi-chip module is counted as one occupied socket. This means that in the
formula above (for the Enterprise Edition) the CPLF and Number Cores/Processor are always 1 (one)!
For example, a Standard Edition (One) residing on 2 Processors system you would require 2 licenses.

Note:

Processor technologies of "Soft partitioning" such as VMware and Microsoft Virtual Server, or others of the same
kind, are not recognized in the formula. The pricing is calculated based on the physical processor(s) of the
underlying machine hardware.

For pricing and licensing information, contact our Sale specialists at:
sales@dataplus-al.com

Copyright:

Copyright © 2007-2024 DATAPLUS. All rights reserved. Omega Core Audit is registered at US Copyrights Office
and is protected by US and international copyright laws. No part of this work may be reproduced, stored in a
retrieval system, adopted or transmitted in any form or by any means, electronic or otherwise, translated in any
language or computer language, without the prior written permission of DATAPLUS. Omega Core Audit and the
DATAPLUS logo are trademarks of DATAPLUS. All other trademarks are the property of their respective owners.
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